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Executive Summary

:LJ\YP[`�TL[YPJZ�Z\WWVY[�[OL�]HS\L�WYVWVZP[PVU�VM�HU�VYNHUPaH[PVU»Z�ZLJ\YP[`�VWLYH[PVU��>P[OV\[�
compelling metrics, security professionals and their budgets continue largely on the intuition 
of company leadership. With metrics, the security function grounds itself on measurable results 
that correlate with investment, and the security professional can speak to leadership in a familiar 
I\ZPULZZ�SHUN\HNL��:LJ\YP[`�TL[YPJZ�HYL�]P[HS��I\[�PU�[OL�ÄLSK�HUK�PU�[OL�SP[LYH[\YL�VUL�ÄUKZ�ML^�[LZ[LK�
metrics and little guidance on using metrics effectively to inform and persuade senior management. 

To address the gap, in spring 2013 the ASIS Foundation sponsored a major research project designed 
to add to the body of knowledge about security metrics and to empower security professionals to 
better assess and present metrics. The Foundation awarded a grant to Global Skills X-change (GSX), 
partnered with Ohlhausen Research, to carry out the project. 

;OPZ�YLWVY[�WYV]PKLZ�[OL�WYVQLJ[»Z�ÄUKPUNZ��PUJS\KPUN�P[Z�[OYLL�WYHJ[PJHS��HJ[PVUHISL�WYVK\J[Z!

• The Security Metrics Evaluation Tool (Security MET), which security professionals can  
self-administer to develop, evaluate, and improve security metrics

• A library of metric descriptions, each evaluated according to the Security MET criteria

• Guidelines for effective use of security metrics to inform and persuade senior management, 
^P[O�HU�LTWOHZPZ�VU�VYNHUPaH[PVUHS�YPZR�HUK�YL[\YU�VU�PU]LZ[TLU[

A. Methodology

With input from an advisory board and expert panel, the research team performed the  
following tasks:

• Review and summarize literature on the use of security metrics to inform and persuade 
corporate management. The review cites approximately 100 sources.

• +L]LSVW�HUK�YLÄUL�H�:LJ\YP[`�4L[YPJZ�,]HS\H[PVU�;VVS��:LJ\YP[`�4,;�� The Security MET is a 
^YP[[LU�[VVS�[OH[�ZLJ\YP[`�THUHNLYZ�JHU�\ZL�[V�HZZLZZ�[OL�X\HSP[`�VM�ZWLJPÄJ�ZLJ\YP[`�TL[YPJZ��;OL�
tool was revised throughout the research process, based on feedback from the advisory board 
and expert panel. 

• Collect data to identify and evaluate current practices in the use of security metrics. This task 
included an online survey and detailed follow-up interviews by telephone. 

• Create a database of evaluated security metrics. The project report contains 16 metric 
summaries (Appendix B), each evaluated by three reviewers using the Security MET. 

• Develop guidelines for effective use of security metrics to persuade senior management. 
Chapter VII of this report presents guidelines gathered from a variety of sources: the literature 
review, the online survey, the follow-up telephone interviews, the advisory board, and the  
expert panel. 
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B. Literature Review

The literature review examined reasons to use metrics, characteristics of existing metrics, methods 
MVY�JVTT\UPJH[PUN�TL[YPJZ��HUK�TLHUZ�VM�L]HS\H[PUN�TL[YPJZ��6]LYHSS�ÄUKPUNZ�MYVT�[OL�SP[LYH[\YL!

• +LZJYPW[PVUZ�VM�L_PZ[PUN�ZLJ\YP[`�TL[YPJZ�HYL�VM[LU�]HN\L��THRPUN�P[�KPMÄJ\S[�[V�HKVW[�[OVZL�
metrics. The focus is more on counting events than creating meaningful, risk-based metrics.

• Strategies for communicating metrics are general and may be hard to implement.

• Typically, evaluation criteria are only presented at a conceptual level within the security 
SP[LYH[\YL��^P[OV\[�L_WSPJP[�KLÄUP[PVUZ�

• -L^�L_HTWSLZ�VM�LTWPYPJHSS`�ZV\UK�TL[YPJZ��^P[O�Z[H[PZ[PJHS�Q\Z[PÄJH[PVU�HUK�L]PKLUJL��HYL�
present within the security literature. Physical security and information security appear to have 
TVYL�TL[YPJZ�PU�\ZL�[OHU�V[OLY�ZLJ\YP[`�ÄLSKZ�

C. Security Metrics Evaluation Tool

The Security Metrics Evaluation Tool (Security MET) is a written tool that security managers can use 
[V�HZZLZZ�[OL�X\HSP[`�VM�ZWLJPÄJ�ZLJ\YP[`�TL[YPJZ��<ZLYZ�^PSS�IL�HISL�[V�KL[LYTPUL�^OL[OLY�HU�L_PZ[PUN�
VY�WYVWVZLK�TL[YPJ�WVZZLZZLZ�ZJPLU[PÄJ�]HSPKP[ �̀�VYNHUPaH[PVUHS�YLSL]HUJL��Z\JO�HZ�JSLHY�HSPNUTLU[�
with corporate risks or goals), return on investment, and practicality. Basically, the tool was designed 
to help a user identify a metric’s strengths and weaknesses so that the weaknesses can be corrected. 
The Security MET is presented in Appendix A.

;OL�[VVS�^HZ�KL]LSVWLK�[OYV\NO�H�SLUN[O �̀�P[LYH[P]L�WYVJLZZ�[OH[�PU]VS]LK�Z`U[OLZPaPUN�ZJPLU[PÄJ�
literature, security industry standards, and input from metrics experts on the project’s advisory 
board and expert panel. (The advisory board and expert panel consisted primarily of senior 
security professionals with experience in the use of security metrics.) To develop the criteria 
(the characteristics that make an empirically sound security metric), the research team turned to 
measurement and testing literature, as well as industry benchmarks, and developed criteria in three 
categories: technical, operational, and strategic. 

;OL�[VVS�PUJS\KLZ�[OL�MVSSV^PUN�JYP[LYPH�MVY�L]HS\H[PUN�H�ZLJ\YP[`�TL[YPJ��+LÄUP[PVUZ�MVY�HUK�YLSL]HU[�
research associated with the criteria are presented in Section IV.

Technical Criteria – Category 1

1. Reliability

2. Validity

3. .LULYHSPaHIPSP[`

6WLYH[PVUHS��:LJ\YP[`��*YP[LYPH�¶�*H[LNVY`��

4. Cost 

5. Timeliness

6. Manipulation 
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:[YH[LNPJ��*VYWVYH[L��*YP[LYPH�¶�*H[LNVY`��

7. Return on Investment

8. 6YNHUPaH[PVUHS�9LSL]HUJL

9. Communication

-VY�LHJO�JYP[LYPVU��[OL�:LJ\YP[`�4,;�WYLZLU[Z�H�KLÄUP[PVU��JVUJLW[�PSS\Z[YH[PVU��ILOH]PVYHS�Z\TTHY`�
scale, and sample applications to help users understand how to evaluate the metric. A score sheet is 
presented at the end of the Security MET to tabulate the metric’s score across the nine criteria. Lower 
scores on particular criteria show where a metric has room for improvement. 

The Security MET is designed to help the user review and understand all the behaviors associated 
with the criteria at varying levels. It establishes a common frame of reference for metrics users to 
employ when examining and rating their metrics. This frame of reference is further reinforced by the 
examples presented that highlight how the example metrics should be scored based on the criteria 
presented. Finally, this instrument is easy to score, imposes little to no time burden on staff, and 
could easily be placed on a wide variety of online systems.

D. Online Survey 

On August 7, 2013, with the help of ASIS International and in concert with the ASIS Leadership 
& Management Practices Council, the research team invited more than 3,000 ASIS members to 
participate in an online survey. Invitations were e-mailed to all ASIS council members and the CSO 
Roundtable, plus an ASIS-created pool of top-level security professionals. A total of 297 people 
responded. Complete survey results, including detailed, open-ended responses, are presented in 
Appendix D. 

Given the limitations of the sample (e.g., participation was optional, and those who chose to 
participate probably are not representative of all security managers), the survey did not attempt to 
HZJLY[HPU�[OL�WYL]HSLUJL�VM�WHY[PJ\SHY�TL[YPJZ�WYHJ[PJLZ�PU�[OL�ÄLSK��0UZ[LHK��[OL�Z\Y]L`�OLSWLK�[OL�
research team discover metrics practices and identify metrics users for follow-up interviews.

Survey Questions

Q1: Collection and Use of Security Metrics 
Q2: Metric Comparison to External Benchmarks
Q3: Would You Use Metrics?
Q4: Measured Security Program Aspects
Q5: Who Records Metrics?
Q6: Metrics Provisions to Non-Security Persons
Q7: Metrics Provisions to Non-Security Persons   
       – If No, Why Not?
Q8: Metrics Provisions to Non-Security Persons  
       – Who?
Q9: Metrics Provisions to Non-Security Persons  
       – How Often?
Q10:  Metric Elements Shared with  

C-Suite Personnel

Q11:  Most Important Metrics  
– Senior Management

Q12:  Most Important Metrics – Why?
Q13: Metric Alignment With Risk/Objectives
Q14:  Metric Alignment With Risk/Objectives 

– How?
Q15: Dashboard Tool Usage 
Q16: Who Developed Dashboard Tool?
Q17: Third-Party Dashboard Tool Name
Q18: Metrics Interview Volunteers
Q19: Work Region
Q20: Desire Information Regarding Metrics
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Respondents demonstrated a high degree of interest in the topic of metrics: 

• Seventy-seven percent of respondents said they are collecting and using security metrics.

• Of respondents who said they are not using security metrics, 78 percent said they would use 
metrics if they knew more about how to create them and use them effectively.

• Out of all respondents, 55 percent said they would like to receive more information from ASIS 
regarding metrics and supplied their names and e-mail addresses.

They also provided the research team with a detailed view of the many ways in which security 
professionals are using metrics today:

• Metrics topics. Respondents were asked which aspects of the security program they measure. 
They were given a list of 13 categories (plus “other”) and asked to check all that apply. The top 
Ä]L�JH[LNVYPLZ�VM�TL[YPJ�MVJ\Z�^LYL�ZLJ\YP[`�PUJPKLU[Z��JYPTPUHS�PUJPKLU[Z�HUK�PU]LZ[PNH[PVUZ��
cost against budget, security training and education, and guarding performance (turnover, 
inspections, etc.). 

• Sharing and reporting. ,PNO[`�WLYJLU[�WYV]PKL�[OLPY�TL[YPJ�ÄUKPUNZ�[V�WLYZVUZ�V\[ZPKL�[OL�
security department. Recipients of the information include senior management (listed by 
79 percent of those who share metrics outside the security department), managers of other 
departments (59 percent), supervisors (51 percent), and people who report to the security 
department (47 percent). Those who share metrics provide the information quarterly (43 
percent), monthly (40 percent), or annually (17 percent).

• Topics shared with C-suite. Respondents who share metrics with C-suite personnel were given 
a list of 13 categories of topics (plus “other”) and asked which elements they share (selecting 
all that apply). The top choices were security incidents (80 percent), cost against budget 
(62 percent), criminal incidents and investigations (57 percent), regulatory compliance (44 
percent), and risk analysis process (40 percent).

• Alignment with organizational risk or objectives. Eighty percent of respondents who use 
TL[YPJZ�ZHPK�[OLPY�TL[YPJZ�HYL�[PLK�[V��HSPNULK�^P[O��VY�WHY[�VM�[OL�SHYNLY�VYNHUPaH[PVUHS�YPZR�
WYVJLZZ�VY�VYNHUPaH[PVUHS�VIQLJ[P]LZ�

• Dashboard tool. Only 44 percent of respondents using metrics perform their data collection, 
review, or sharing via a security management dashboard tool.

E. Metrics Summaries

;OL�YLZLHYJOLYZ�KL]LSVWLK����Z\TTHYPLZ�VM�TL[YPJZ�[OH[�^LYL�PU�\ZL�PU�[OL�ZLJ\YP[`�ÄLSK�HZ�VM�������
;OL�Z\TTHYPLZ�^LYL�KL]LSVWLK�WYPTHYPS`�[OYV\NO�[LSLWOVUL�PU[LY]PL^Z��7HY[PJPWHU[Z�^LYL�PKLU[PÄLK�
through the project’s online survey, which asked respondents if they were currently using metrics 
and would be willing to describe their practices to a researcher. About half the interviewees also 
supplied examples of the graphics they use to convey their metrics to senior management. All 16 
summaries are presented in Appendix B, along with evaluations. Each metric was scored against the 
Security Metrics Evaluation Tool (Security MET) by two members of the project’s expert panel and 
one member of the research team.
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The summaries may serve as examples for security professionals considering ways to use metrics. 
Combining the summaries with scoring and expert reviews provides insights not only into the 
metrics, but also into the use of the Security MET.

These metrics measure a variety of issues and come from a variety of industries (as well as  
different countries). 

Metrics Collected and Evaluated

���6MÄJL�:WHJL�<ZHNL�4L[YPJ

2. Security Activity Metric

3. Environmental Risk Metric

4. Averted External Loss Metric

5. Security Audit Metric

���6MÄJLY�7LYMVYTHUJL�4L[YPJ�7HULS

7. Security-Safety Metric

8. Security Incident Metric

9. Personnel Security Clearance Processing Metric

10. Loss Reduction-Security Cost Metric

11. Operations Downtime Reduction Metric

12. Due Diligence Metric

13. Shortage-Shrinkage Metric

14. Phone Theft Metric

15. Security Inspection Findings Metric

16. Infringing Website Compliance Metric

:V\YJLZ�VM�4L[YPJZ��0UK\Z[YPLZ�

Defense/Aerospace 

Energy/oil 

Finance/banking 

Government 

Insurance 

Manufacturing/industrial products

Pharmaceutical  

Real estate management 

Retail 

Security services 

Shipping/logistics 

Telecom

Some of the metrics are more sophisticated and detailed than others, providing a range of examples 
for potential users to consider. The metrics are not presented as models of perfection. Rather, they 
HYL�H\[OLU[PJ�L_HTWSLZ�[OH[�ZLJ\YP[`�WYVMLZZPVUHSZ�JHU�MVSSV �̂�YLÄUL��VY�V[OLY^PZL�HKHW[�^OLU�
developing their own metrics.

F. Presenting Metrics to Senior Management

A key task in this research was to develop guidelines for effectively using security metrics to 
persuade senior management. About 56 percent of survey respondents who use metrics share those 
metrics with senior management. 

What would make those presentations more compelling? Several recommendations emerged:

• Present metrics that are aligned with the organization’s objectives or risks or that measure 
[OL�ZWLJPÄJ�PZZ\LZ�PU�^OPJO�THUHNLTLU[�PZ�TVZ[�PU[LYLZ[LK� Experts advising the researchers 
LTWOHZPaLK�[OL�PTWVY[HUJL�VM�MVJ\ZPUN�TL[YPJZ�VU�VYNHUPaH[PVUHS�YPZRZ�HUK�VIQLJ[P]LZ��HZ� 
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well as any other issues that are important to senior executives, especially return on 
investment (ROI).

• Present metrics that meet measurement standards. Because metrics are quantitative, they 
L_\KL�H�ZJPLU[PÄJ�H\[OVYP[ �̀�/V^L]LY��PM�H�TL[YPJ�PZ�IHZLK�VU�PU]HSPK�VY�\UYLSPHISL�KH[H��VUL�
cannot draw accurate conclusions from it and it will lack external credibility. A metric that has 
ILLU�WYVWLYS`�KLZPNULK�MYVT�H�ZJPLU[PÄJ�WVPU[�VM�]PL^�HUK�[OH[�OHZ�ILLU�L]HS\H[LK�HNHPUZ[�H�
testing tool (such as the Security MET) or established measurement and statistical criteria may 
appear more valuable and persuasive to senior management.

• Tell a story. If the metric is prevention-focused, a security professional can make the metric 
compelling by naming the business resources threatened, stating the value of those resources, 
and describing the consequences if the event occurs. Another part of a compelling story is 
[OL�\UMVSKPUN�VM�L]LU[Z�V]LY�[PTL��4L[YPJZ�JHU�ZOV^�WYVNYLZZ�[V^HYK�H�ZWLJPÄJ�Z[YH[LNPJ�NVHS��
0UJPKLU[�THUHNLTLU[�ZVM[^HYL�TH`�OLSW�THRL�VYNHUPaPUN�HUK�KPZJLYUPUN�TLHUPUN�MYVT�
data (i.e., trend analysis) faster and less burdensome. Benchmarking can enrich a story, but 
ILUJOTHYRPUN�KLWLUKZ�VU�VYNHUPaH[PVUZ»�^PSSPUNULZZ�[V�ZOHYL�[OLPY�KH[H��^OPJO�[OL`�VM[LU�
decline to do.

• Use graphics, and keep presentations short. Persons interviewed for the metric summaries 
offered several tips: less is more; senior management likely care about only a few security 
metrics; if a security professional uses a dashboard to manage the metric, he or she should 
JYLH[L�HU�L]LU�ZPTWSLY�VUL�MVY�ZLUPVY�THUHNLTLU["�[OL�WYLZLU[H[PVU�ZOV\SK�Y\U�Ä]L�TPU\[LZ�VY�
SLZZ"�HUK�WYLZLU[LYZ�ZOV\SK�Z\TTHYPaL�ÄUKPUNZ�HUK�UV[�IV[OLY�L_LJ\[P]LZ�^P[O�[YP]PH�

• Present metric data regularly. Among those who share their metrics outside the security 
department, 40 percent do so monthly, 43 percent quarterly, and 17 percent annually. 
The research does not suggest an optimal interval for sharing security metrics with senior 
management. The survey shows that 83 percent of security professionals who share metrics 
outside the department do so at least quarterly. As data ages, it could become more historical, 
less actionable, and thus potentially less valuable. Distinguishing metrics that are time-sensitive 
from those that provide value over time will enhance the overall value of metrics.

G. Future Practitioner Needs

Possibilities include the following:

• Larger metrics library. This report presents 16 metric summaries, all of which have been 
L]HS\H[LK�I`�L_WLY[Z�HUK�YLZLHYJOLYZ��0[�^V\SK�IL�\ZLM\S�[V�KPZJV]LY��Z\TTHYPaL��HUK�L]HS\H[L�
more metrics and build a larger library that practitioners can consult. A larger library might also 
facilitate benchmarking.

• Metrics training for security practitioners. This could take the form of a video, a webinar, 
interactive online training, or an instructor-led module in a workshop or seminar. The training 
could teach security professionals how to use the Security MET, the database of metric 
summaries, and the guidelines for persuasive metric presentations. Successfully developed 
metrics could be included in a growing metrics library.
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• Follow-up contact with metric survey respondents who indicated they would like more 
information about metrics.

• Additional publications.�;V�ZWYLHK�[OL�WYVQLJ[»Z�ÄUKPUNZ�M\Y[OLY��P[�JV\SK�IL�\ZLM\S�[V�KL]LSVW�
V[OLY�W\ISPJH[PVUZ�MYVT�[OL�YLZLHYJO��Z\JO�HZ�THNHaPUL�HY[PJSLZ��QV\YUHS�HY[PJSLZ��VY�OHUKIVVRZ�

• *LY[PÄJH[PVU��(:0:�JV\SK�JVUZPKLY�KL]LSVWPUN�H�ZLJ\YP[`�TL[YPJZ�JLY[PÄJH[PVU��HSVUN�^P[O�
TL[YPJZ�[YHPUPUN��;OL�Z\IQLJ[�VM�TL[YPJZ�JV\SK�HSZV�IL�LTWOHZPaLK�PU�*LY[PÄLK�7YV[LJ[PVU�
Professional training and testing.

• Metrics standard. ASIS has produced numerous standards so far and could create a new 
standard on metrics development and use.

• Tool for creating a metric from scratch and implementing it in an organization. The present 
research focused on helping security professionals discover existing metrics, evaluate them in 
order to improve and adapt them, and present them to senior management effectively. Another 
research project could take a different approach, attempting to develop a detailed yet simple 
ÄSS�PU�[OL�ISHURZ�[LTWSH[L�[OH[�WYHJ[P[PVULYZ�JV\SK�\ZL�[V�KL]LSVW�HUK�PTWSLTLU[�H�TL[YPJ�MYVT�
scratch. A further possibility is to design a software application to create, collect, and store 
metrics using a dashboard model.

• Audited metrics. The current metric summaries are based on descriptions provided by the 
TL[YPJ�\ZLYZ��(�KLLWLY�SL]LS�VM�YLZLHYJO�^V\SK�VI[HPU�[OL�ÄUL�KL[HPSZ�VM�H�TL[YPJ�HUK�Z\IQLJ[�
it to an outside audit. That approach could lead to a highly detailed account of a metric’s 
creation, use, and impact in a particular setting.

The complete project report contains the full text of the Security MET, the library of metric 
summaries (with evaluations), the literature review, and the results of the online survey.
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I. Purpose and Sponsorship of This Research

:LJ\YP[`�TL[YPJZ�Z\WWVY[�[OL�]HS\L�WYVWVZP[PVU�VM�HU�VYNHUPaH[PVU»Z�ZLJ\YP[`�VWLYH[PVU��>P[OV\[�
compelling metrics, security professionals and their budgets continue largely on the intuition 
of company leadership. With metrics, the security function grounds itself on measurable results 
that correlate with investment, and the security professional can speak to leadership in a familiar 
I\ZPULZZ�SHUN\HNL��:LJ\YP[`�TL[YPJZ�HYL�]P[HS��I\[�PU�[OL�ÄLSK�HUK�PU�[OL�SP[LYH[\YL�VUL�ÄUKZ�ML^�[LZ[LK�
metrics and little guidance on using metrics effectively to inform and persuade senior management. 

To address the gap, in spring 2013 the ASIS Foundation sponsored a major research project designed 
to add to the body of knowledge about security metrics and to empower security professionals 
to better assess and present metrics. The Foundation awarded a grant to Global Skills X-change 
(GSX), partnered with Ohlhausen Research, to carry out the work. The project’s main objective 
was to develop a tool to help security professionals evaluate metrics. Once evaluated, the metrics 
can be improved and more effectively used to demonstrate return on investment or support 
V[OLY�VYNHUPaH[PVUHS�NVHSZ��0[�^HZ�\UKLYZ[VVK�[OH[��[V�IL�LMMLJ[P]L��HU`�Z[\K`�VU�TL[YPJZ�T\Z[�IL�
NLULYHSPaHISL�PU[LYUH[PVUHSS`�HJYVZZ�HSS�PUK\Z[YPLZ��;OL�Z[\K`�TL[�[OH[�YLX\PYLTLU[�[OYV\NO�P[Z�IYVHK�
data-collection strategy. 

With advice from the project’s advisory board and expert panel, the research team conducted an 
extensive literature review; collected data through an online survey, telephone interviews, and an 
HK]PZVY`�IVHYK�HUK�L_WLY[�WHULS"�HUK�KL]LSVWLK�HUK�YLÄULK�HU�L]HS\H[PVU�[VVS�MVY�\ZLYZ��;OPZ�YLWVY[�
WYV]PKLZ�[OL�WYVQLJ[»Z�ÄUKPUNZ��PUJS\KPUN�[OL�WYVQLJ[»Z�[OYLL�WYHJ[PJHS��HJ[PVUHISL�WYVK\J[Z!

• The Security Metrics Evaluation Tool (Security MET), which security professionals can  
self-administer to develop and improve security metrics

• A library of metric descriptions, each evaluated according to the Security MET criteria

• Guidelines for effective use of security metrics to inform and persuade senior management, 
^P[O�HU�LTWOHZPZ�VU�VYNHUPaH[PVUHS�YPZR�HUK�YL[\YU�VU�PU]LZ[TLU[

• ;OL�YLZLHYJO�HPTLK�MVY�NLULYHSPaHIPSP[`�VM�YLZ\S[Z��;OLYLMVYL��[OL�Z\Y]L`�ZHTWSL��MVSSV^�\W�
interviews, research team, advisory board, and expert panel included persons from a wide 
YHUNL�VM�PUK\Z[YPLZ�HUK�ÄLSKZ��HZ�^LSS�HZ�H�YHUNL�VM�JV\U[YPLZ�

The research team wishes to thank the ASIS Foundation for its generous support of this work.
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II. Methodology

In spring 2013, the ASIS Foundation contracted with Global Skills X-change (GSX) to perform 
[OPZ�YLZLHYJO��.:?�ZWLJPHSPaLZ�PU�HWWS`PUN�]HSPKH[PVU��TLHZ\YLTLU[��HUK�Z[HUKHYKZ�KL]LSVWTLU[�
techniques to produce business tools. GSX subcontracted with Ohlhausen Research, Inc.,  
which focuses on research in security, criminal justice, and technology. Project work began on  
June 1, 2013.

A. Personnel

The research team included the following:

• Principal Investigator: Peter Ohlhausen, President, Ohlhausen Research, Inc. A researcher 
PU�[OL�ZLJ\YP[`�ÄLSK�MVY�TVYL�[OHU����`LHYZ��4Y��6OSOH\ZLU�OHZ�HZZPZ[LK�PU�[OL�T\S[P�`LHY�
revision of Protection of Assets, served as senior editor of Security Management�THNHaPUL��HUK�
conducted numerous research and consulting projects for the U.S. Department of Justice, U.S. 
Department of Homeland Security, ASIS, and corporate clients. 

• Subject Matter Expert: Daniel McGarvey, Director, Security Programs, GSX. Mr. McGarvey has 
more than 30 years of experience managing and directing national and international programs 
requiring sensitive compartmented information and special access in government and industry. 
(U�L_WLYPLUJLK�JOPLM�ZLJ\YP[`�VMÄJLY��*:6���OL�YLI\PS[�[OL�ZLJ\YP[`�PUMYHZ[Y\J[\YL�MVY�[OL�
Department of the Air Force.

• Technical Advisor: Lance Anderson, PhD, Workforce Solutions Practice Director, GSX. Dr. 
Anderson has more than 20 years of experience conducting and directing research focused 
on developing and evaluating performance metrics, often in security environments. He has 
published and presented numerous times on occupational analysis, utility analysis, and data 
collection and analysis techniques.

• Senior Analyst: Megan Poore, MS, Research and Workforce Analyst, GSX. Ms. Poore has been 
H�RL`�JVU[YPI\[VY�PU�JLY[PÄJH[PVU�WYVNYHT�KL]LSVWTLU[��PUJS\KPUN�HZZLZZTLU[�KL]LSVWTLU[�HUK�
psychometric analyses. She also has expertise in conducting occupational analyses, developing 
competency models, and managing competency model survey analyses for numerous 
occupations. 

The project gained valuable advice from two outside groups of security professionals experienced 
in the use of metrics. The advisory board provided general guidance on the project and helped in 
developing the Security Metrics Evaluation Tool (Security MET). The expert panel provided insights 
on the Security MET and reviewed the metrics summaries developed through phone interviews. 
Members of the advisory board and expert panel are listed in the acknowledgments at the front of 
[OPZ�YLWVY[��;OL�ÄUHS�WYVQLJ[�YLWVY[��[OPZ�KVJ\TLU[��ILULÄ[LK�MYVT�JHYLM\S�YL]PL^�I`�TLTILYZ�VM�[OL�
ASIS Foundation Research Council.
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B. Major Research Tasks

The main tasks were as follows:

1. Review and summarize the current literature on the use of security metrics to inform and 
persuade corporate management. The review cites nearly 100 sources and provides a 
comprehensive review of the current state of metric development and application.

���+L]LSVW�HUK�YLÄUL�H�:LJ\YP[`�4L[YPJZ�,]HS\H[PVU�;VVS��:LJ\YP[`�4,;�� The Security MET is a 
^YP[[LU�[VVS�[OH[�ZLJ\YP[`�THUHNLYZ�JHU�\ZL�[V�HZZLZZ�[OL�X\HSP[`�VM�ZWLJPÄJ�ZLJ\YP[`�TL[YPJZ��
The tool was revised throughout the research process, based on feedback from the advisory 
board and expert panel. 

���Collect qualitative data to identify and evaluate current practices in the use of  
security metrics. 

a. Online survey. More than 3,000 ASIS members were asked to participate in an online 
survey. Invitations were sent to all ASIS council members and the CSO Roundtable, plus 
an ASIS-created pool of top-level security professionals. A total of 297 people participated 
in the survey.

b. Interviews. The team conducted detailed follow-up interviews, mostly by telephone, with 
survey respondents who indicated that they had successfully used security metrics to 
inform and persuade corporate management. The interviews led to detailed summaries of 
���ZLJ\YP[`�TL[YPJZ�[OH[�HYL�HJ[\HSS`�PU�\ZL�PU�[OL�ÄLSK�

c. Metric review. The research team had each metric summary reviewed and scored by two 
expert panel members and one member of the research team. The reviewers assessed the 
metric summaries by applying the Security MET.

C. Deliverables

The research project was tasked with providing three practical, actionable products:

1. Security MET. This written tool, provided in Appendix A, asks the user to rate a metric based 
on nine criteria. The criteria are grouped in three categories: 

Technical Criteria – Category 1

1. Reliability

2. Validity

3. .LULYHSPaHIPSP[`

6WLYH[PVUHS��:LJ\YP[`��*YP[LYPH�¶�*H[LNVY`��

4. Cost 

5. Timeliness

6. Manipulation 
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:[YH[LNPJ��*VYWVYH[L��*YP[LYPH�¶�*H[LNVY`��

7. Return on Investment

8. 6YNHUPaH[PVUHS�9LSL]HUJL

9. Communication

,HJO�JYP[LYPVU�PZ�L_WSPJP[S`�KLÄULK��6U�H�ZJHSL�VM���[V����[OL�\ZLY�YH[LZ�[OL�TL[YPJ�IHZLK�VU�
LHJO�JYP[LYPVU��\ZPUN�[OL�Z\WWSPLK�HUJOVYZ�HUK�KLÄUP[PVUZ��(�ZJVYL�ZOLL[�PZ�WYLZLU[LK�H[�
the end. The scoring process helps the user determine the relative strong and weak points 
of a given metric. For example, the metric might score high on strategic criteria but low 
on technical criteria.  In that case, the user could consider ways to strengthen the metric’s 
YLSPHIPSP[ �̀�]HSPKP[ �̀�VY�NLULYHSPaHIPSP[ �̀

���Database of selected security metrics. The project report contains 16 metric summaries 
(Appendix B), each evaluated by three reviewers according to the Security MET criteria.  
These are metrics in actual use today. They measure a wide variety of issues and come from  
a wide variety of industries (as well as several different countries). Some of the metrics are 
more sophisticated and detailed than others, providing a range of examples for potential  
users to consider. 

Metrics Collected and Evaluated

���6MÄJL�:WHJL�<ZHNL�4L[YPJ

2. Security Activity Metric

3. Environmental Risk Metric

4. Averted External Loss Metric

5. Security Audit Metric

���6MÄJLY�7LYMVYTHUJL�4L[YPJ�7HULS

7. Security-Safety Metric

8. Security Incidents Metric

9.  Personnel Security Clearance  
Processing Metric

10. Loss Reduction/Security Cost Metric

11. Operations Downtime Reduction Metric

12. Due Diligence Metric

13. Shortage/Shrinkage Metric

14. Phone Theft Metric

15. Security Inspection Findings Metric

16. Infringing Website Compliance Metric

The metrics are not presented as models of perfection. Rather, they are authentic examples 
[OH[�ZLJ\YP[`�WYVMLZZPVUHSZ�JHU�MVSSV �̂�YLÄUL��VY�V[OLY^PZL�HKHW[�^OLU�KL]LSVWPUN�[OLPY� 
own metrics.

���Guidelines for effective use of security metrics to demonstrate return on investment.  
Chapter VII of this report presents guidelines gathered from a variety of sources: the literature 
review, the online survey, the follow-up telephone interviews, the advisory board, and the 
expert panel. 
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III. Literature Review Highlights

Project staff performed an extensive literature review to inform the present research and to help 
security professionals gain a view of metrics currently in use, evaluate metrics, and persuasively 
present metrics to senior management. The full text of the literature review is presented in  
Appendix C. This section presents highlights.

4L[YPJZ�KYP]L�I\ZPULZZ�KLJPZPVUZ�HUK�ILOH]PVY��;OL`�PUÅ\LUJL�WYVJLZZ�HZZLZZTLU[�HUK�JVU[YVSZ��
I\ZPULZZ�WVSPJPLZ��JVSSHIVYH[PVU�MVY�LU[LYWYPZL�^PKL�ILULÄ[Z��I\ZPULZZ�PU]LZ[TLU[�KLJPZPVUZ��HUK�
Z[YH[LNPJ�HUK�WYVÄ[�JLU[LY�HSPNUTLU[��/V^L]LY��[OL�SP[LYH[\YL�YL]PL^�PKLU[PÄLK�H�SHJR�VM�L_WSPJP[S`�
KLÄULK�TL[YPJ�JYP[LYPH��L]PKLUJL�ULLKLK�[V�KVJ\TLU[�[OH[�[OL�JYP[LYPH�^LYL�TL[��HUK�ZHTWSL�TL[YPJZ�
that meet the criteria. Valid and reliable metrics lead to more accurate conclusions and more 
persuasive communication with senior management. 

4L[YPJZ�HSSV^�VYNHUPaH[PVUZ�[V�OVSK�PUKP]PK\HSZ�HJJV\U[HISL�MVY�ZWLJPÄLK�YLZ\S[Z�HUK�NVHSZ��HUK�
they are a vehicle through which security programs can demonstrate their measurable impact on an 
VYNHUPaH[PVU»Z�Z[YH[LNPJ��VYNHUPaH[PVUHS��ÄUHUJPHS��HUK�VWLYH[PVUHS�YPZRZ�HUK�WYVÄ[Z��*HTWILSS���������

A. Introduction

Metrics enable process assessment and controls, drive business policies and investment decisions, 
PUÅ\LUJL�JVSSHIVYH[PVU�MVY�LU[LYWYPZL�^PKL�ILULÄ[Z��HUK�TV[P]H[L�Z[YH[LNPJ�HUK�WYVÄ[�JLU[LY�
HSPNUTLU[��:LJ\YP[`�TL[YPJZ�HYL�]P[HS��I\[�[OL�ÄLSK�VMMLYZ�ML^�[LZ[LK�TL[YPJZ�HUK�ILUJOTHYRZ�
(Guidelines and Metrics Working Group, ASIS Defense and Intelligence Council, 2012). With a 
ZPNUPÄJHU[�YPZL�PU�[OL�H]HPSHIPSP[`�HUK�\ZL�VM�IPN�KH[H��P�L���KH[HZL[Z�[OH[�HYL�ZV�]VS\TPUV\Z�[OH[�[OL�
HIPSP[`�[V�Z[Y\J[\YL��WYVJLZZ��HUK�JVTWYLOLUK�[OL�KH[H�PZ�HYK\V\Z���P[�PZ�PTWLYH[P]L�[OH[�VYNHUPaH[PVUZ�
select the right metrics. 

Historically, there has been a disconnect between security programs and the core businesses they 
serve. However, the risk environment has dramatically changed within the last 30 years, in part 
due to new avenues in technology (Campbell, 2006). Security programs must now gauge their 
effectiveness in terms of risk mitigation and do so in a way that speaks to senior executives.  
Metrics are a vital tool for this gauge, and, as such, the perceived value of metrics is on the rise 
(Campbell, 2007). 

-VY�L_HTWSL��PU�¸4HRL�)L[[LY�+LJPZPVUZ�¹�+H]LUWVY[����� ��KLZJYPILZ�[OL�ILULÄ[Z�VM�TL[YPJZ��
Davenport uses the term “analytics” to describe decision-making driven by quantitative analysis and 
data. When a company uses metrics or analytics, the decisions made are more likely to be the right 
VULZ��HZ�[OLZL�KLJPZPVUZ�HYL�NYV\UKLK�PU�[OL�ZJPLU[PÄJ�TL[OVK��

;OL�SP[LYH[\YL�KLÄULZ�TL[YPJZ�PU�]HYPV\Z�^H`Z��(U�VSK�KLÄUP[PVU�VM�ZLJ\YP[`�TL[YPJZ�MYVT�*HYULNPL�
Mellon University (1995) states:

4L[YPJZ�HYL�X\HU[PÄHISL�TLHZ\YLTLU[Z�VM�ZVTL�HZWLJ[�VM�H�Z`Z[LT�VY�LU[LYWYPZL¯��:LJ\YP[`�
TL[YPJZ�MVJ\Z�VU�[OL�HJ[PVUZ��HUK�YLZ\S[Z�VM�[OVZL�HJ[PVUZ��[OH[�VYNHUPaH[PVUZ�[HRL�[V�YLK\JL�
and manage the risks of loss of reputation, theft of information or money, and business 
discontinuities that arise when security defenses are breached.



13EFFECTIVE, EVALUATED SECURITY METRICS—© ASIS Foundation 2014

;OPZ�KLÄUP[PVU�JHU�IL�IYVHKLULK�[V�PUJS\KL�[OL�WYV[LJ[PVU�VM�WLVWSL��WYVWLY[ �̀�HUK�PUMVYTH[PVU��
:LJ\YP[`�TL[YPJZ�HYL�H�JY\JPHS�HZWLJ[�VM�YPZR�THUHNLTLU[��(a\^H��(OTHK��:HOPI���:OHTZ\KKPU��
�������0U�[OL�PUMVYTH[PVU�ZLJ\YP[`�ÄLSK��YLZLHYJOLYZ�OH]L�KLÄULK�TL[YPJ�PU�U\TLYV\Z�^H`Z� 
�(a\^H�L[�HS��������!

• a measurement that is compared to a scale or benchmark to produce a meaningful result

• a quantitative and objective basis for security assurance, comparing two or more measurements 
taken over time with a predetermined baseline

• an indicator, not an absolute value with respect to an external scale

• H�TLHZ\YLTLU[�Z[HUKHYK�[OH[�JHU�IL�X\HU[PÄLK�HUK�YL]PL^LK�[V�TLL[�ZLJ\YP[`�VIQLJ[P]LZ��
facilitate relevant actions for improvement, and aid decision making and compliance with 
security standards

The term metrics is sometimes used interchangeably with measurements, analytics, and performance 
metrics throughout the security literature. 

B. Existing Security Metrics

The most thorough metric review to date was done by Campbell (2007); he describes metrics as 
falling into numerous categories, such as key performance indicators, risk analyses, and diagnostic 
TLHZ\YLZ��:LJ\YP[`�TL[YPJZ�OH]L�HSZV�ILLU�JH[LNVYPaLK�IHZLK�VU�ZLJ\YP[`�[`WL��PUJS\KPUN�O\THU�
resources/personnel security, physical security, industrial security, information and cyber security, 
etc. (Guidelines and Metrics Working Group, ASIS Defense and Intelligence Council, 2012). 
Business function is an additional framework used to explore metrics. Metrics can also be explored 
based on their degree of automation, such as metrics obtained from an incident management system 
(McIIravey & Ohlhausen, 2012). 

Key performance indicators (KPIs) are a type of metric; KPIs are established by identifying a desired 
performance level and assessing the progress, or lack thereof, toward that level (Campbell, 2007). 
Examples of KPIs include employee and customer satisfaction surveys, the number of shipped goods 
that arrive to their destination intact, and the number of information security events that occur within 
a year (Mayor, 2006; Pironti, 2007). 

Risk analyses are another category of metric. They may involve measuring assets in terms of cost  
VM�SVZZ�VY�SVZZ�L]LU[Z��VY�JVUK\J[PUN�H�JVZ[�ILULÄ[�HUHS`ZPZ��*HTWILSS���������)HZLSPUL�WLYMVYTHUJL�
metrics can also be valuable; emergency service response time would be an example of a  
baseline performance metric. Diagnostic metrics involve identifying the root causes of trends; for 
L_HTWSL��HU�VYNHUPaH[PVU�TPNO[�L_HTPUL�[OL�JH\ZLZ�VM�PUJYLHZLK�^VYRWSHJL�]PVSLUJL�PUJPKLU[Z�PU� 
H�ZWLJPÄJ�IYHUJO��

:LJ\YP[`�TL[YPJZ�HYL�VM[LU�JH[LNVYPaLK�IHZLK�VU�[OL�[`WL�VM�ZLJ\YP[`��O\THU�YLZV\YJLZ�VY�WLYZVUULS�
security, physical security, industrial security, information and cyber security, etc.) in which they are 
used. Human resources or personnel security addresses measurable issues including compliance, 
JVZ[�JVU[YVSZ�HUK�LMÄJPLUJ �̀�HUK�JVU[PU\V\Z�L]HS\H[PVU��.\PKLSPULZ�HUK�4L[YPJZ�>VYRPUN�.YV\W��
ASIS Defense and Intelligence Council, 2012). 
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Physical security metrics include measureable issues surrounding alarms, protective barriers, theft, 
etc. Garcia (2008) writes:

The performance measures for a PPS [physical protection system] function include probability 
of detection; probability of and time for alarm communication and assessment; frequency of 
nuisance alarms; time to defeat obstacles; probability of and time for accurate communication 
[V�[OL�YLZWVUZL�ÅVVY"�WYVIHIPSP[`�VM�YLZWVUZL�MVYJL�KLWSV`TLU[�[V�HK]LYZHY`�SVJH[PVU"�[PTL�[V�
deploy to a location; and response force effectiveness after deployment.

These measures or metrics play an important role in meeting the objectives of a physical protection 
system (Garcia, 2008) and are also useful in vulnerability assessment (Garcia, 2006).

Other physical security metrics include the number of patients searched by emergency services at a 
OVZWP[HS��[OL�U\TILY�VM�HYTLK�YVIILYPLZ�H[�H�ZWLJPÄJ�Z[VYL�SVJH[PVU��HUK�PU]LU[VY`�ZOYPURHNL��/LHS[O�
Resource Network, Inc., 2000; Wailgum, 2005). The number of door alarm annunciations is another 
physical security metric. It has been used to explore the cause of false alarms so that all alarms do 
not have to be treated as emergency security situations (Treece & Freadman, 2010). 

The Risk Management Process for Federal Facilities: An Interagency Security Committee Standard 
�0U[LYHNLUJ`�:LJ\YP[`�*VTTP[[LL��������YLJVNUPaLZ�ZLJ\YP[`�TL[YPJZ�HZ�HU�PTWVY[HU[�JVTWVULU[�
of risk management. Pursuant to Executive Order 12977, the standard sets policy that requires 
federal entities to assess and document the effectiveness of their physical security programs through 
performance measurement and testing (metrics). 

The security domain that has the greatest presence in the metrics literature is by far information and 
J`ILY�ZLJ\YP[ �̀�0U[LYUH[PVUHS�6YNHUPaH[PVU�MVY�:[HUKHYKPaH[PVU��0:6��0U[LYUH[PVUHS�,SLJ[YV[LJOUPJHS�
*VTTPZZPVU��0,*��������PZ�H�^PKLS`�\ZLK��ILZ[�WYHJ[PJL�JLY[PÄJH[PVU�[OH[�V\[SPULZ�PUMVYTH[PVU�
technology security standard requirements surrounding the range of threats and vulnerabilities. 
The ISO/IEC 27001 standard mandates the measurement of information security as a requirement 
�(a\^H��(OTHK��:HOPI���:OHTZ\KKPU���������0U�HKKP[PVU��[OL�0:6�0,*�������Z[HUKHYK�KPJ[H[LZ�
security techniques for managing information security (ISO/IEC, 2005b). 

4L[YPJZ�JHU�HSZV�IL�VYNHUPaLK�I`�I\ZPULZZ�M\UJ[PVU��4L[YPJZ�PU�[OPZ�JH[LNVY`�PUJS\KL�ZLJ\YP[`�JVZ[�WLY�
employee and annual security costs in relation to annual revenue (McIIravey & Ohlhausen, 2012). 

9L[\YU�VU�PU]LZ[TLU[�JHU�HSZV�ZLY]L�HZ�H�MYHTL^VYR�MVY�JH[LNVYPaPUN�TL[YPJZ��(�.SVIHS�0UMVYTH[PVU�
Security Survey was conducted by Information Week and Accenture on more than 1,100 
WYVMLZZPVUHSZ�PU�[OL�ÄLSK�VM�I\ZPULZZ�[LJOUVSVN`��¸.H\NPUN�ZLJ\YP[`�960�¹������� The following 
are their answers to the question “How does your company measure the value of your security 
investments?”—in other words, where is your ROI?: fewer worker hours spent on security-related 
issues; better protection of customer records; decline in breaches; decline in amount of network 
downtime; improved protection of intellectual property; better risk-management strategies; and 
reduction in incident-response time. Without metrics it may be impossible to show the security 
function’s value in a form that business leaders will understand (Gill, Burns-Howell, Keats,  
& Taylor, 2007).

Some metrics are captured instantaneously through incident management software (IMS), such as 
the IMS used in emergency preparedness (McIIravey & Ohlhausen, 2012; Dallas county uses DHS 
grant to grab incident management software, 2008). IMS from iViewsystems is currently being used 
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at Hershey Entertainment & Resorts to manage security metrics, such as employee injuries, and 
to document and share data (Case study: Hershey Entertainment & Resorts, n.d.). Delta Air Lines 
uses Perspective from PPM 2000 to track compliance issues, accidents, medical emergencies, and 
ÄUHUJPHS�JYPTLZ"�[OL�TL[YPJZ�[OLU�SLHK�[V�WVSPJ`�YLJVTTLUKH[PVUZ�IV[O�PUZPKL�HUK�V\[ZPKL�[OL�
security department (McIIravey & Ohlhausen, 2012). Advanced data collection may also facilitate 
ILUJOTHYRPUN�HUK�H�TVYL�Z[HUKHYKPaLK�HWWYVHJO�[V�ZLJ\YP[`�YL[\YU�VU�PU]LZ[TLU[�

The complete literature review (in Appendix C) includes a list of 36 metrics, which are examples of 
metrics discovered during the literature review process.

C. Metrics Communication

Communicating metric value remains a challenge. It does not matter how great the data is if it 
cannot be understood by key stakeholders (Dix, 2013). Corporate management tends to view 
security as overhead (i.e., a cost center rather than a production center) and security metrics as 
TLYLS`�TLHZ\YPUN�HJ[P]P[ �̀�UV[�]HS\L��:LJ\YP[`�WYVMLZZPVUHSZ�UV[L�[OH[�ZLJ\YP[`�ILULÄ[Z�HYL�KPMÄJ\S[�
[V�TLHZ\YL�JVTWHYLK�[V�[OL�ILULÄ[Z�VM�WYVÄ[�JLU[LYZ��HUK�Z\JO�WYVMLZZPVUHSZ�VM[LU�SHJR�[OL�ZRPSSZ�
or time to create and administer effective metrics. Thus, current security metrics, in practice, are 
generally not compelling and are often not taken seriously (Rothke, 2009). However, the literature 
offers suggestions for improving metric communication.

)LUJOTHYRPUN�HSSV^Z�VYNHUPaH[PVUZ�[V�ZLL�^OLYL�[OL`�Z[HUK�VU�H�NP]LU�TL[YPJ�PU�YLSH[PVU�[V�[OLPY�
competitors; unfortunately, this approach is contingent on the widespread use of identical metrics 
HUK�VYNHUPaH[PVUZ»�^PSSPUNULZZ�[V�ZOHYL�[OLPY�KH[H��*VTT\UPJH[PUN�TL[YPJZ�IHZLK�VU�YL[\YU�VU�
investment is another tactic used to illustrate the importance of the data being collected; however, 
this calculation is not straightforward. 

One technique for communicating metric results is to tailor the communication to the audience. 
:LJ\YP[`�WYVMLZZPVUHSZ�ZOV\SK�KLÄUL�[OLPY�TL[YPJ�]HS\LZ�PU�[LYTZ�[OH[�THUHNLTLU[�^PSS�\UKLYZ[HUK�
(Ting & Comings, 2010). Also, one can be more persuasive by using metrics to tell a story—that 
is, by collecting metrics that are forward-looking and backward-looking and by addressing the 
questions “Where are we going?” and “Where have we been?” (Campbell, 2011; Blades, 2012). 
:LJ\YP[`�WYVMLZZPVUHSZ�JHU�ILZ[�L_WSHPU�[OLPY�ÄUKPUNZ�I`�WYV]PKPUN�ZWLJPÄJ��JVUJYL[L�L_HTWSLZ�[OH[�
are meaningful to the audience (Deming, 2012). 

Another method is to focus on risks—to discuss metrics in terms of the probability of future events 
HUK�[OL�ZL]LYP[`�VM�[OL�JVUZLX\LUJLZ�PM�[OLZL�L]LU[Z�VJJ\Y��+VPULH��7H]LS������"�(a\^H��(OTHK��
Sahib, & Shamsuddin, 2012). When discussing and presenting risk-based data, it is important also 
to disclose the inherent uncertainties of the metrics used. Managers factor uncertainties into their 
KHPS`�KLJPZPVU�THRPUN"�UV[�JVTT\UPJH[PUN�\UJLY[HPU[PLZ�SLHKZ�[V�WLYJLW[PVUZ�VM�KPZOVULZ[`��9LÄUPUN�
YPZR�THUHNLTLU[���������:LJ\YP[`�WYVMLZZPVUHSZ�HYL�HSZV�HK]PZLK�[V�[HSR�ZWLJPÄJHSS`�HIV\[�[OL�HJ[\HS�
business resources threatened and the value of these resources (Brenner, 2010). According to 
“Leveraging Corporate Security for Business Growth and Improved Performance: The Transformative 
Effect of 9/11” (2012), by the Conference Board Council of Corporate Security Executives, the 
International Security Management Association, and the CSO Roundtable of ASIS International, 
corporate business units “ultimately own the risk, with security as a critical partner, identifying those 
risks and developing ways to manage them.”
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(�ÄUHS�TL[OVK�PZ�[V�TLHZ\YL�HUK�JVTT\UPJH[L�TL[YPJ�YLZ\S[Z�V]LY�[PTL��<S[PTH[LS �̀�TL[YPJZ�HYL�
the marketing tool for the security program (McIIravey & Ohlhausen, 2012). Examining metric 
trends over time allows for meaningful comparisons to be made and can be a useful vehicle for 
communicating metric value and results. Metrics should be communicated in terms of the strategic 
goal they are linked to; progression toward this goal should be measured over time (Drugescu & 
Etges, 2006; Enescu, Enescu, & Sperdea, 2011). Incident management software (IMS) can help make 
VYNHUPaPUN�HUK�KPZJLYUPUN�TLHUPUN�MYVT�KH[H��P�L���[YLUKZ�HUHS`ZPZ��MHZ[LY�HUK�SLZZ�I\YKLUZVTL�VU�
WLYZVUULS��HUK�[O\Z�JV\SK�ZLY]L�HZ�H�JY\JPHS�HPK�PU�LMÄJPLU[�HUK�LMMLJ[P]L�JVTT\UPJH[PVU��4J00YH]L`�
& Ohlhausen, 2013). 

D. Metrics Evaluation 

The security literature discusses many factors that should be examined when determining the 
effectiveness of a metric, including ROI, metric type, data automation, SMART criteria, relevance 
[V�VYNHUPaH[PVUHS�VIQLJ[P]LZ��L[J��/V^L]LY��P[�PZ�PTWVY[HU[�[V�UV[L�[OH[�[OLZL�MHJ[VYZ�HYL�NLULYHSS`�
WYLZLU[LK�VUS`�H[�H�JVUJLW[\HS�SL]LS�^P[OPU�[OL�ZLJ\YP[`�SP[LYH[\YL��+LÄUP[PVUZ�[OH[�`PLSK�ZWLJPÄJ�
measurements are not provided; the evidence needed to show that these factors are met is not 
discussed; examples of metrics that illustrate the desired measurement criteria are not found.

In addition, explicit empirical evidence regarding security metric validity and reliability is absent 
from the security literature. If a metric is not reliable or valid, then the conclusions drawn from it 
will be inaccurate. For example, if the number of door alarm annunciations increases tenfold in 
one month, a security professional might conclude that this represents an increase in attempted 
burglaries; however, this increase could merely be due to a faulty door alarm system. Drawing 
inaccurate conclusions and communicating misinformation would undermine the security 
professional’s attempt to describe and improve security, which in turn would drive management to 
further underestimate the importance of security and security metrics.

E. Conclusion

Without compelling metrics, security professionals and the budgets that power their operations 
continue largely on the intuition of company leadership. With metrics, the security function grounds 
itself on measurable results that correlate with investment, and the security professional can speak to 
leadership in a familiar business language.

6]LYHSS�ÄUKPUNZ�MYVT�[OL�SP[LYH[\YL!

• +LZJYPW[PVUZ�VM�L_PZ[PUN�ZLJ\YP[`�TL[YPJZ�HYL�VM[LU�]HN\L��THRPUN�P[�KPMÄJ\S[�[V�HKVW[�[OVZL�
metrics. The focus is more on counting events than creating meaningful, risk-based metrics.

• Strategies for communicating metrics are general and may be hard to implement.

• Typically, evaluation criteria are only presented at a conceptual level within the security 
SP[LYH[\YL��^P[OV\[�L_WSPJP[�KLÄUP[PVUZ�

• -L^�L_HTWSLZ�VM�LTWPYPJHSS`�ZV\UK�TL[YPJZ��^P[O�Z[H[PZ[PJHS�Q\Z[PÄJH[PVU�HUK�L]PKLUJL��HYL�
present within the security literature. Physical security and information security appear to have 
TVYL�TL[YPJZ�PU�\ZL�[OHU�V[OLY�ZLJ\YP[`�ÄLSKZ�
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IV. Development of Security Metrics Evaluation Tool  
(Security MET)

The Security Metrics Evaluation Tool (Security MET) is a written tool that security managers can use 
[V�HZZLZZ�[OL�X\HSP[`�VM�ZWLJPÄJ�ZLJ\YP[`�TL[YPJZ��<ZLYZ�^PSS�IL�HISL�[V�KL[LYTPUL�^OL[OLY�HU�L_PZ[PUN�
VY�WYVWVZLK�TL[YPJ�WVZZLZZLZ�ZJPLU[PÄJ�]HSPKP[ �̀�VYNHUPaH[PVUHS�YLSL]HUJL��Z\JO�HZ�JSLHY�HSPNUTLU[�
with corporate risks or goals), return on investment, and practicality. Basically, the tool was designed 
to help a user identify a metric’s strengths and weaknesses so that the weaknesses can be corrected. 
The Security MET is presented in Appendix A.

;OL�[VVS�^HZ�KL]LSVWLK�[OYV\NO�H�SLUN[O �̀�P[LYH[P]L�WYVJLZZ�[OH[�PU]VS]LK�Z`U[OLZPaPUN�ZJPLU[PÄJ�
literature, security industry standards, and input from metrics experts in the project’s advisory 
board and expert panel. To develop the criteria (the characteristics that make an empirically sound 
security metric), the research team turned to measurement and testing literature, as well as industry 
benchmarks, and developed criteria in three categories: technical, operational, and strategic. The 
team then consulted the project’s advisory board. With the board’s guidance, the research team 
YLÄULK�[OL�JYP[LYPH��HYYP]PUN�H[�[OL�ÄUHS�UPUL�JYP[LYPH��^P[O�[OYLL�PU�LHJO�JH[LNVY`���;OL�:LJ\YP[`�4,;�
^HZ�M\Y[OLY�L]HS\H[LK�HUK�YLÄULK�HM[LY�TLTILYZ�VM�[OL�L_WLY[�WHULS�\ZLK�P[�[V�L]HS\H[L�[OL�WYVQLJ[»Z�
16 metric summaries.

;OL�ÄUHS�]LYZPVU�PUJS\KLZ�[OL�MVSSV^PUN�JYP[LYPH�MVY�L]HS\H[PUN�H�ZLJ\YP[`�TL[YPJ!

Technical Criteria – Category 1

1. Reliability

2. Validity

3. .LULYHSPaHIPSP[`

6WLYH[PVUHS��:LJ\YP[`��*YP[LYPH�¶�*H[LNVY`��

4. Cost 

5. Timeliness

6. Manipulation 

:[YH[LNPJ��*VYWVYH[L��*YP[LYPH�¶�*H[LNVY`��

7. Return on Investment

8. 6YNHUPaH[PVUHS�9LSL]HUJL

9. Communication

Category 1��;LJOUPJHS�*YP[LYPH��PUJS\KLZ�YLSPHIPSP[ �̀�]HSPKP[ �̀�HUK�NLULYHSPaHIPSP[ �̀�9LSPHIPSP[`��JYP[LYPVU�
1) is the degree to which the metric yields consistent scores that are unaffected by sources of 
measurement error (e.g., the time when the measure was taken, the identity of the raters, the weather 
that day). Validity (criterion 2) refers to the degree to which evidence based on theory or quantitative 
research (conducted by the user or others) supports drawing conclusions from the metric. The 
Principles for the Validation and Use of Personnel Selection Procedures (2003) and the Standards 
for Educational and Psychological Testing ��   ��WYV]PKL�N\PKHUJL�VU�[OL�Z\MÄJPLUJ`�HUK�[`WLZ�VM�
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validity and reliability evidence that should be collected. Validity can also be illustrated through 
[OL�NLULYHSPaHIPSP[`�VM�[OL�TLHZ\YL�[V�V[OLY�ZP[\H[PVUZ��ZHTWSLZ��[LZ[Z��L[J���:[YH\I��/VMMTHU��>LILY��
�:[LPUÄLSK���������.LULYHSPaHIPSP[`��JYP[LYPVU����PZ�[OL�KLNYLL�[V�^OPJO�JVUJS\ZPVUZ�KYH^U�MYVT�
[OL�TL[YPJ�HYL�JVUZPZ[LU[�HUK�HWWSPJHISL�HJYVZZ�KPMMLYLU[�ZL[[PUNZ��VYNHUPaH[PVUZ��[PTLMYHTLZ��VY�
circumstances in addition to the extent to which metric results allow for external comparison across 
VYNHUPaH[PVUZ��

*H[LNVY`���(Operational (Security)  
Criteria) includes cost, timeliness, 
and manipulation. Cost (criterion 4) 
PZ�KLÄULK�HZ�[OL�TVUL[HY`�HUK� 
non-monetary costs associated with 
metric development and 
administration, as well as negative 
consequences associated with the 
metric. Examining metric budgets 
and inputs is a common factor to 
consider when choosing and 
evaluating metrics (Martin, Bulkan, & 
Klempt, 2011; Hastings, 2013). 
;PTLSPULZZ��JYP[LYPVU����PZ�KLÄULK�HZ�
the extent to which metric data can 
be gathered in a timely fashion so the 
results can have an impact. 
Timeliness of metric data, relating to 
the ease and automation of data, can 
help determine metric effectiveness 
�(a\^H��(OTHK��:HOPI���:OHTZ\KKPU���������4HUPW\SH[PVU��JYP[LYPVU����YLMLYZ�[V�[OL�L_[LU[�[V�
which metric data cannot be coached, guessed, or faked by staff, and the extent to which metric has 
built-in data quality checks or oversight. The Principles for the Validation and Use of Personnel 
Selection Procedures (2003) and the Standards for Educational and Psychological Testing (1999) 
highlight the importance of metrics being devoid of measurement error.

*H[LNVY`����:[YH[LNPJ��*VYWVYH[L��*YP[LYPH��PUJS\KLZ�YL[\YU�VU�PU]LZ[TLU[��960���VYNHUPaH[PVUHS�
relevance, and communication. Return on investment (ROI) (criterion 7) is the extent to which a 
metric can be used to demonstrate cost savings or loss prevention in relation to relevant security 
spending. This involves expressing the following in terms of dollars or some other unit relevant 
to decision makers: the cost of the security intervention, the effects of the security intervention, 
and any unintended consequences directly related to the intervention. ROI can be a vehicle for 
TL[YPJZ�[V�Q\Z[PM`�I\KNL[Z�HUK�JHU�OLSW�PU�L_HTPUPUN�ÄUHUJPHS�PUW\[Z�HUK�V\[W\[Z�VM�]HYPV\Z�ZLJ\YP[`�
activities; these factors are of utmost importance to management and key stakeholders (Martin, 
)\SRHU���2SLTW[������"�/HZ[PUNZ���������6YNHUPaH[PVUHS�YLSL]HUJL��JYP[LYPVU����PZ�[OL�L_[LU[�[V�
^OPJO�[OL�TL[YPJ�PZ�SPURLK�[V�VYNHUPaH[PVUHS�YPZR�THUHNLTLU[�VY�H�Z[YH[LNPJ�TPZZPVU��VIQLJ[P]L��NVHS��
HZZL[��[OYLH[��VY�]\SULYHIPSP[`�YLSL]HU[�[V�[OL�VYNHUPaH[PVU·PU�V[OLY�^VYKZ��SPURLK�[V�[OL�MHJ[VYZ�[OH[�
matter most to senior management. Metrics should be evaluated in terms of their relevance to high-
SL]LS�VYNHUPaH[PVUHS�VIQLJ[P]LZ�HUK�ZOV\SK�IL�[HPSVYLK�[V�HKKYLZZ�H�ZWLJPÄJ�I\ZPULZZ�ULLK��7YPUJL��

Psychometric Basis of Security MET
To identify ways to evaluate and enhance security 
metrics, we conducted a literature search regarding 
broad measurement techniques and theory. We found 
that psychometric research was most valuable. 

7Z`JOVTL[YPJZ�PZ�[OL�ÄLSK�JVUJLYULK�^P[O�[OL�
measurement of mental traits, abilities, and processes. 
The psychometric literature includes the measurement of 
behaviors and social science research criteria. 

There are several reasons why the psychometric literature 
is particularly applicable to the challenges of developing 
and maintaining security metrics. In particular, the 
psychometric literature addresses the measurement of 
complex human behaviors, including the various sources 
VM�LYYVY�PUOLYLU[�PU�ZVJPHS�HUK�VYNHUPaH[PVUHS�ZP[\H[PVUZ��
In addition, through its connection with legal guidelines 
and case law, psychometric theory provides ways to 
address complicated legal issues related to fairness and 
human error. 
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2009; Rathbun, 2009). Communication (criterion 9) refers to the extent to which the metric, metric 
results, and metric value can be communicated easily, succinctly, and quickly to key stakeholders, 
especially senior management. It does not matter how great the data is if it cannot be understood by 
key stakeholders (Dix, 2013).

-VY�LHJO�JYP[LYPVU��[OL�:LJ\YP[`�4,;�WYLZLU[Z�H�KLÄUP[PVU��JVUJLW[�PSS\Z[YH[PVU��ILOH]PVYHS�Z\TTHY`�
ZJHSL��HUK�ZHTWSL�HWWSPJH[PVUZ��+LÄUP[PVUZ�HYL�WYLZLU[LK�PU�[OL�WHYHNYHWOZ�HIV]L��(�JVUJLW[�
PSS\Z[YH[PVU�PZ�WYLZLU[LK�MVSSV^PUN�LHJO�KLÄUP[PVU"�[OPZ�PSS\Z[YH[PVU�WYV]PKLZ�H�MHTPSPHY��L]LY`KH`�
example of what would indicate a high and low level of the criterion. A behavioral summary scale is 
then presented. Each criterion is scored using a behavioral summary scale ranging from 1 to 5. The 
behavioral summary scale presents examples of behaviors, ranging from lower to higher criterion 
levels, and allows the user to choose a number from along that range that best corresponds with his 
VY�OLY�TL[YPJ��(UJOVYZ�������HUK���HYL�KLÄULK�\ZPUN�ILOH]PVYZ"���HUK���HYL�HWWYVWYPH[L�^OLU�[OL�
YLHSP[`�SPLZ�IL[^LLU�[^V�HUJOVY�KLÄUP[PVUZ��:HTWSL�HWWSPJH[PVUZ�HYL�[OLU�WYLZLU[LK�MVSSV^PUN�[OL�
behavioral summary scale; these serve as examples to help users better understand how a metric 
should be scored on the criterion. A criterion from category 3 (strategic or corporate criteria) is 
presented as an example: 
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Criterion 8: Organizational Relevance

Extent to which metric is linked to organizational risk management or a strategic  
mission, objective, goal, asset, threat, or vulnerability relevant to the organization— 
in other words, linked to the factors that matter most to senior management. 

Illustration of the concept: 

An organization has a goal of reducing the weight of the object it manufactures.  

If a scale is used to calculate the weight of manufactured products, this metric would  

be of high organizational relevance based on its linkage to the goal. In contrast, 

if a person measured the length of the object, the measurement would be of low 

organizational relevance.

Please rate the metric on the following scale. Read the description of each level and select 
the number that most closely corresponds to the metric. Mark the score on the score sheet 
at the end of this tool.

��$�SV^�VYNHUPaH[PVUHS�YLSL]HUJL����$�OPNO�VYNHUPaH[PVUHS�YLSL]HUJL

The metric is not 
linked�[V�H�ZWLJPÄJ�
VYNHUPaH[PVUHS�Z[YH[LNPJ�
mission, objective, 
goal, asset, risk, threat, 
or vulnerability; if 
linked, the linkage is 
weak and of minimal 
relevance to the 
VYNHUPaH[PVU"�[OL�
data derived from 
this metric is of little 
importance to senior 
management.

�

The metric is somewhat 
linked�[V�H�ZWLJPÄJ�
VYNHUPaH[PVUHS�Z[YH[LNPJ�
mission, objective, goal, 
asset, risk, threat, or 
vulnerability; the linkage 
is moderate and of 
some relevance to the 
VYNHUPaH[PVU"�[OL�KH[H�
derived from this metric 
is of some importance to 
senior management.

4

The metric is 
explicitly linked 
[V�H�ZWLJPÄJ�
VYNHUPaH[PVUHS�
strategic mission, 
objective, goal, 
asset, risk, threat, 
or vulnerability; the 
linkage is strong and 
of high relevance to 
[OL�VYNHUPaH[PVU"�[OL�
data derived from 
this metric is of great 
importance to senior 
management.

1 � 5

Sample Application:

Metric: Number of thwarted hacking attempts against company’s cloud-based software.

Example Score: A software company supplies a cloud-based application to its customers. A vital 
goal of the company is to keep the application properly functioning and available to clients 
99.99 percent of the time. Therefore, a metric regarding the number of denial-of-service attacks 
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[O^HY[LK�[OYV\NO�ZLJ\YP[`�LMMVY[Z�^V\SK�IL�OPNOS`�YLSL]HU[�[V�[OL�VYNHUPaH[PVU»Z�NVHSZ�HUK�^V\SK�
likely be of interest to senior management. As a result, the metric would receive a 5 on this criterion.

Scores on the Security MET are obtained by summing the chosen rating for each criterion within 
each category and then across categories. The team considered including a weighting component 
to the Security MET score. However, feedback and further consideration led to a removal of the 
weighting system, following the conclusion that the criteria that are of most importance to a metrics 
user may depend on the context (e.g., budget concerns, senior management buy-in concerns). A 
score sheet is presented at the end of the Security MET to tabulate the metric’s score across the nine 
criteria. Lower scores on particular criteria show where a metric has room for improvement. 

The Security MET is designed to help the user review and understand all the behaviors associated 
with the criteria at varying levels. It establishes a common frame of reference for individuals to 
use when examining and rating their metrics. This frame of reference is further reinforced by the 
examples presented that highlight how a metric should be scored based on the criteria presented. 
Finally, the instrument is easy to score, imposes little to no time burden on staff, and could easily be 
placed on a wide variety of online systems.
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V. Online Survey Highlights

On August 7, 2013, with the help of ASIS International and in concert with the ASIS Leadership 
& Management Practices Council, the research team invited more than 3,000 ASIS members to 
participate in an online survey. Invitations were e-mailed to all ASIS council members and the CSO 
Roundtable, plus an ASIS-created pool of top-level security professionals. 

:WLJPÄJHSS �̀�[OL�(:0:�0;�+LWHY[TLU[�W\SSLK�[OL�UHTLZ�VM�HSS�(:0:�JV\UJPS�TLTILYZ��������HSS�*:6�
Roundtable members (320), and all ASIS members with titles of “director” and above (4,521). The 
pool was selected as being more likely to include metrics users (compared to a random sample of 
ASIS members). After the list was deduplicated and corrected, a link to the survey was e-mailed 
to 3,304 individuals. Of the e-mails sent, 95 percent were successfully delivered. Of those, 22 
percent were opened. Of those opened, 43 percent led to survey participation. A total of 297 people 
responded to the survey.

This data collection process was not designed to determine the prevalence of security metrics use 
in the security profession generally (e.g., to learn that 22 percent of security managers use security 
TL[YPJZ���0UZ[LHK��P[�^HZ�KLZPNULK�[V�\UJV]LY�ZWLJPÄJ�PUZ[HUJLZ�VM�ZLJ\YP[`�TL[YPJZ�\ZL��MVY�MVSSV^�\W�
interviews) and gain an understanding of the different ways in which security professionals may be 
using metrics.

This section presents survey highlights. Complete survey results, including detailed, open-ended 
responses, are presented in Appendix D.

The survey contained the following questions:

Survey Questions

Q1: Collection And Use Of Security Metrics 

Q2:  Metric Comparison To External 
Benchmarks

Q3: Would You Use Metrics?

Q4: Measured Security Program Aspects

Q5: Who Records Metrics?

Q6:  Metrics Provisions To Non-Security 
Persons

Q7:  Metrics Provisions To Non-Security 
Persons – If No, Why Not?

Q8:  Metrics Provisions To Non-Security 
Persons – Who?

Q9:  Metrics Provisions To Non-Security 
Persons – How Often?

Q10:  Metric Elements Shared With  
C-Suite Personnel

Q11:  Most Important Metrics –  
Senior Management

Q12: Most Important Metrics – Why?

Q13:  Metric Alignment With Risk/
Objectives

Q14:  Metric Alignment With Risk/
Objectives – How?

Q15: Dashboard Tool Usage 

Q16: Who Developed Dashboard Tool?

Q17: Third-Party Dashboard Tool Name

Q18: Metrics Interview Volunteers

Q19: Work Region

Q20: Desire Information Regarding Metrics
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Overall, respondents were generous with their time and insights, providing the research team with 
a detailed view of the many ways in which security professionals are using metrics today. Their 
conscientious participation in the survey shows a high degree of interest in the topic of metrics: 

• Seventy-seven percent of respondents said they are collecting and using security metrics.

• Of respondents who said they are not using security metrics, 78 percent said they would use 
metrics if they knew more about how to create them and use them effectively.

• Out of all respondents, 55 percent said they would like to receive more information from ASIS 
regarding metrics and supplied their names and e-mail addresses.

• Remarkably, 40 percent of respondents using metrics said they would be willing to speak to a 
researcher by phone about their use of metrics.

The remaining percentages refer to respondents who said they are using metrics:

• Benchmarks. Only 39 percent compare their metrics to external benchmarks. Benchmarks 
PU�\ZL�PUJS\KLK�Z\JO�P[LTZ�HZ�PUK\Z[Y`�ÄN\YLZ�VU�[\YUV]LY�HUK�[YHPUPUN��JVTWL[P[VYZ»�TL[YPJZ��
crime statistics, government benchmarks, industry reports, and published standards.

• Metrics topics. Respondents were asked which aspects of the security program are measured 
to determine current performance levels or program effectiveness. They were given a list of 13 
JH[LNVYPLZ��WS\Z�¸V[OLY¹��HUK�HZRLK�[V�JOLJR�HSS�[OH[�HWWS �̀�;OL�[VW�Ä]L�JH[LNVYPLZ�VM�TL[YPJ�
focus were security incidents, criminal incidents and investigations, cost against budget, 
security training and education, and guarding performance (turnover, inspections, etc.). 

• Data collection. Seventy-eight percent said their metrics were recorded by an internal security 
department manager or specialist. 

• Sharing and reporting. ,PNO[`�WLYJLU[�WYV]PKL�[OLPY�TL[YPJ�ÄUKPUNZ�[V�WLYZVUZ�V\[ZPKL�[OL�
security department. Recipients of the information include senior management (listed by 
79 percent of those who share metrics outside the security department), managers of other 
departments (59 percent), supervisors (51 percent), and people who report to the security 
department (47 percent). Those who share metrics provide the information quarterly (43 
percent), monthly (40 percent), or annually (17 percent).

19.6

80.4

Yes

Does security provide these metrics to 
persons outside the department?

No
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Those who do not share metrics outside the department listed various reasons centered on 
WYP]HJ �̀�JVUÄKLU[PHSP[`�VM�VWLYH[PVUZ��HUK�SHJR�VM�L_[LYUHS�PU[LYLZ[�

• Topics shared with C-suite. Respondents who share metrics with C-suite personnel were given 
a list of 13 categories of topics (plus “other”) and asked which elements they share (selecting 
all that apply). The top choices were security incidents (80 percent), cost against budget 
(62 percent), criminal incidents and investigations (57 percent), regulatory compliance (44 
percent), and risk analysis process (40 percent).

• Metrics most important to senior management. When asked which elements or metrics 
senior management considers most important, 38 percent of respondents named metrics 
PU�[OL�JH[LNVY`�VM�ÄUHUJL��HUK����WLYJLU[�UHTLK�TL[YPJZ�PU�[OL�ZLJ\YP[`�PUJPKLU[Z�ZHML[`�
considerations category.

• Alignment with organizational risk or objectives. Seventy percent of respondents who use 
TL[YPJZ�ZHPK�[OLPY�TL[YPJZ�HYL�[PLK�[V��HSPNULK�^P[O��VY�WHY[�VM�[OL�SHYNLY�VYNHUPaH[PVUHS�YPZR�
WYVJLZZ�VY�VYNHUPaH[PVUHS�VIQLJ[P]LZ�

If Security provides these metrics to 
persons outside the department, to whom 
are the metrics provided? (Select all that apply.)

Persons who
 report to you 
(your direct 

reports)

Supervisor 
and/or

supervisory
chain

Members of senior
management (such

as chief executive officer,
chief information officer,

chief financial officer, etc.)

Managers 
of other departments
(Human Resources, 

Legal,Operations, etc.)

0
10%
20%
30%
40%
50%
60%
70%
80%

47.3% 50.9%
59.4%

79.4%

29.7

70.3

Yes

Are your metrics tied to, aligned with, or part of the larger 
organizational risk process or organizational objectives?

No
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Those who answered “yes” offered a range of explanations of how the metric is aligned with 
VYNHUPaH[PVU�YPZR�VY�VIQLJ[P]LZ��Z\JO�HZ�[OL�MVSSV^PUN!

 - Our metrics are part of the continuous improvement program.

 - Security is tied to many business units through such issues as risk, business continuity, 
travel, crisis management, compliance, investigations, major events, pre-employment 
background investigations, executive protection, and intelligence analysis.

 - We report our results to the risk department, which creates risk assessments for the 
entire business.

 - We use metrics to show how security can help make the business more effective. 
Security is not just a line item expense.

 - Our metrics are fully integrated into the enterprise risk management process.

 - Our metrics are tied to the company’s overall client satisfaction levels, differentiating 
us from our competitors. All other things equal, if we are more secure than our 
competitors that will improve business.

 - The security goals derive from the business plan.

 - Security is a business function tied into the bottom line of the enterprise.

• Dashboard tool. Only 44 percent of respondents using metrics perform their data collection, 
review, or sharing via a security management dashboard tool.

Of those who use a security management dashboard tool, 71 percent developed it in-house. 
Only 29 percent used a tool from a third-party provider.

56.143.9

Yes

Are metrics collected, reviewed, or shared via
 a security management dashboard tool?

No
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• Geographic spread of survey. Survey participants came from around the world:

76.7

10.0

1.6
1.6

3.2
3.2
3.6

North America

Africa

South/Central America

Asia

Austrailia & Oceania

Europe

Middle East

In which region do you primarily work? 
(Select only one.)
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VI. Sample Metric Summaries and Ratings

;OL�YLZLHYJOLYZ�KL]LSVWLK����Z\TTHYPLZ�VM�TL[YPJZ�PU�\ZL�PU�[OL�ZLJ\YP[`�ÄLSK�HZ�VM�������;OL�
Z\TTHYPLZ�^LYL�KL]LSVWLK�WYPTHYPS`�[OYV\NO�[LSLWOVUL�PU[LY]PL^Z��7HY[PJPWHU[Z�^LYL�PKLU[PÄLK�
through the project’s online survey, which asked respondents if they were currently using metrics 
and would be willing to describe their practices to a researcher. About half the interviewees also 
supplied examples of the graphics they use to convey their metrics to senior management. All 16 
summaries are presented in Appendix B, along with evaluations.

This section presents three examples from the library of 16. After each metric summary comes an 
evaluation. Each metric was scored against the Security Metrics Evaluation Tool (Security MET) 
by two to three members of the project’s expert panel and one member of the research team. The 
outside experts are high-level security professionals who currently use metrics, and the researcher 
was especially well-equipped to focus on each metric’s methodological (technical) aspects. Their 
scores are presented in a score sheet. The two outside experts reviewing each metric also supplied 
written comments about the metric. Those comments are condensed and provided below the 
score sheets. The scoring and written evaluations are meant to help readers see where they might 
Z[YLUN[OLU�HU`�VM�[OLZL�TL[YPJZ�PM�[OL`�JOVZL�[V�KL]LSVW�TL[YPJZ�MVY�[OLPY�V^U�VYNHUPaH[PVUZ�

The summaries that follow may serve as examples for security professionals considering ways to use 
metrics. Combining the summaries with scoring and expert reviews provides insights not only into 
the metrics but also into the application of the Security MET.

These are metrics in actual use today. They measure a wide variety of issues and come from a 
wide variety of industries (as well as several different countries). Some of the metrics are more 
sophisticated and detailed than others, providing a range of examples for potential users to consider. 

Metrics Collected and Evaluated

���6MÄJL�:WHJL�<ZHNL�4L[YPJ

2. Security Activity Metric

3. Environmental Risk Metric

4. Averted External Loss Metric

5. Security Audit Metric

����6MÄJLY�7LYMVYTHUJL� 
Metric Panel

7. Security-Safety Metric

8. Security Incidents Metric

9. Personnel Security Clearance Processing Metric

10. Loss Reduction/Security Cost Metric

11.  Operations Downtime  
Reduction Metric

12. Due Diligence Metric

13. Shortage/Shrinkage Metric

14. Phone Theft Metric

15. Security Inspection Findings Metric

16. Infringing Website Compliance Metric
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The metrics come from a variety of industries and locations:

Sources of Metrics

Industries Locations

Defense/aerospace 
Energy/oil 
Finance/banking 
Government  
Insurance 
Manufacturing/industrial products 
Pharmaceutical 
Real estate management 
Retail 
Security services 
Shipping/logistics 
Telecom

United States 
Africa 
(\Z[YHSPH�(ZPH�7HJPÄJ 
Europe

The metrics are not presented as models of perfection. Rather, they are authentic examples that 
ZLJ\YP[`�WYVMLZZPVUHSZ�JHU�MVSSV �̂�YLÄUL��VY�V[OLY^PZL�HKHW[�^OLU�KL]LSVWPUN�[OLPY�V^U�TL[YPJZ�

A. Environmental Risk Metric

At a major insurance company headquartered in the Midwestern United States, the assistant vice 
president for corporate security uses an environmental risk metric to help the company decide where 
[V�WSHJL�VMÄJL�MHJPSP[PLZ�HYV\UK�[OL�JV\U[Y �̀�;OL�TL[YPJ��PU�\ZL�MVY����`LHYZ��PZ�KLZPNULK�[V�ZLY]L�[OL�
risk management needs of the corporation. 

The company owns or leases hundreds of facilities across the United States. Corporate security 
regularly collects a suite of data, assigns weights to various factors, and develops a numeric score 
that places each facility into a low, medium, or high category of risk. For each risk category, written 
WVSPJ`�ZWLJPÄLZ�H�JVSSLJ[PVU�VM�ZLJ\YP[`�TLHZ\YLZ�[OH[�ZOV\SK�IL�PU�WSHJL�H[�[OL�ZP[L��,_JLW[PVUZ�
JHU�IL�NYHU[LK��I\[�[OL�Z`Z[LTH[PJ�HWWYVHJO�YLZ\S[Z�PU�\UPMVYTP[`�HUK�PU�LMÄJPLUJ`�PU�KLJPZPVU�
making and security systems contracting. Most important, the metrics-based approach helps senior 
management understand the level of risk in site selection and make informed decisions on risk 
management. In addition, over time, the metrics have steered the corporation toward having a 
smaller percentage of its locations in high-risk sites.

The formula for the ongoing risk assessment metric creates a score from four elements:

1. CAP Index Score (local risk analysis) [CAP Index is a commercial provider of crime risk 

forecasting. CAP stands for Crimes Against Persons and Crimes Against Property.]
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The average national crime rating score through CAP is 100. CAP is valued as follows: 1 – CAP score 
of 100 or lower; 2 – CAP score of 101 to 200; 3 – CAP score of 201 to 300; 4 – CAP score of 301 to 
400; 5 – CAP score of 401 to 500; 6 – CAP score of 501 to 600.

3VJH[PVUZ�^P[O�H�ZJVYL�VM�����VY�TVYL�^PSS�UV[�IL�JVUZPKLYLK�HZ�H�SVJH[PVU�MVY�HU�VMÄJL��

2. Type of environment

1 – Non-critical: storage, empty space, surplus equipment. Locations that, if rendered inoperable, 
would have little or no negative impact on business processes. 3 – Sensitive: administrative, claims, 
[YPHS�VMÄJL��ZHSLZ�VMÄJL�VY�V[OLY�W\ISPJ�JVU[HJ[��3VJH[PVUZ�[OH[��PM�YLUKLYLK�PUVWLYHISL��JV\SK�OH]L�
their work transferred to another location with little impact to the business. 5 – Mission critical: 
IT/data center, call center, headquarters. Locations that, if rendered inoperable, would negatively 
impact the business for an extended period. 

3. Sensitivity of the asset

1 – Low: Nothing of irreplaceable value including non-identifying records, furniture, low value 
LX\PWTLU[��WLYPZOHISL�Z\WWSPLZ��Z\YWS\Z�HZZL[Z��-HJPSP[`�TH`�UV[�IL�PKLU[PÄLK�IYHUKLK�HZ�H�JVYWVYH[L�
asset. 3 – Medium: Valuable equipment, associates, personally identifying records. Facility is 
branded as a corporate asset. 5 - High: Critical information/data, leadership associates, board 
TLTILYZ��JHZO�JHZO�LX\P]HSLU[Z�HUK�JYP[PJHS�PUMYHZ[Y\J[\YL��-HJPSP[`�PZ�PKLU[PÄLK�HZ�HU�PU[LNYHS�WHY[�VM�
the corporation, branded and well known in the community.

4. Occupancy type

1 – Unoccupied space; 2 – Mixed tenant space; 3 – Sole tenant 

;OL�YPZR�SL]LSZ�HYL�[OLU�KLÄULK�I`�[V[HSPUN�[OL�WYLJLKPUN�ZJVYLZ! Low-risk location = 4 to 9 points; 
Medium-risk location = 10 to 15 points; High-risk location = 16 to 19 points.

;OL�TL[YPJ�PZ�WYLZLU[LK�X\HY[LYS`�[V�[OL�JVYWVYH[L�YPZR�JVTTP[[LL��HUK�JVYWVYH[L�WVSPJ`�KLÄULZ�[OL�
security measures required at each level of risk.

Most of the data is objective, and data collection is timely. The initial design of the data collection 
Z`Z[LT�MVY�[OPZ�TL[YPJ�YLX\PYLK�H�ZPNUPÄJHU[�HTV\U[�VM�HKTPUPZ[YH[P]L�[PTL��I\[�[OL�VUNVPUN�JVZ[� 
is minimal.

This metric demonstrates a return on security investment in two ways. First, through the 
Z[HUKHYKPaH[PVU�[OH[�[OL�WVSPJ`�JHSSZ�MVY��[OL�JVTWHU`�JHU�VI[HPU�SVUN�[LYT�UH[PVUHS�JVU[YHJ[Z�H[�
favorable prices (e.g., alarm monitoring). Second, company surveys show that employees feel safe 
in corporate facilities and can work better when they feel safe. Thus, the metric, which increases site 
safety, measurably improves employee morale and productivity.

The metric helps senior management place facility site risk in perspective. Over time, it steers site 
selection toward safer areas. The metric also provides uniformity in specifying site security measures.
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This metric puts security efforts into a language—the language of risk—that the insurance company’s 
senior managers readily understand. The following graphic is an example of what the metric user 
presents to senior management:

Enterprise Physical Security Risk Dashboard

 



31EFFECTIVE, EVALUATED SECURITY METRICS—© ASIS Foundation 2014

Expert reviewers (three rather than the usual two) and a member of the research team gave the 
metric the following scores, using the Security MET:

4L[YPJ�� Researcher Expert 1 ,_WLY[�� ,_WLY[��

Criterion Score Score Score Score Average

1. Reliability 4 3 4 5 4.00

2. Validity 4 3 4 5 4.00

���.LULYHSPaHIPSP[` 3 4 4 5 4.00

Technical Total 11 10 �� 15 �����

4. Cost 3 5 5 3 4.00

5. Timeliness 5 5 5 5 5.00

6. Manipulation 4 4 4 5 4.25

6WLYH[PVUHS��:LJ\YP[`��;V[HS �� 14 14 �� �����

7. Return on Security Investment 5 2 3 5 3.75

���6YNHUPaH[PVUHS�9LSL]HUJL 5 5 5 5 5.00

9. Communication 5 4 4 5 4.50

:[YH[LNPJ��*VYWVYH[L��;V[HS 15 11 �� 15 �����

TOTAL ACROSS CRITERIA �� �� �� �� �����

The expert reviewers made the following observations:

This is a useful tool for determining the risk associated with various sites and determining 
what security controls should be in place at each location. Ongoing review of CAP scores 
WYV]PKLZ�JVU[PU\V\Z�L]HS\H[PVU��0[�TPNO[�IL�ILULÄJPHS�[V�HKK�V[OLY�KH[H�ZV\YJLZ�[V�[OL� 
metric, as well. The metric is straightforward, easy to maintain, and fairly easy to understand. 
;`PUN�P[�[V�VYNHUPaH[PVUHS�WVSPJ`�PUJYLHZLZ�[OL�SPRLSPOVVK�VM�JVUZPZ[LU[�PTWSLTLU[H[PVU�VM�
security measures. 

One could also attempt to measure or calculate the cost of security measures that would be 
needed to lower a site’s risk score. Another metric could examine losses and incidents at a 
site both before and after implementation of countermeasures. 

B. Personnel Security Clearance Processing Metric

At a defense contractor headquartered on the east coast of the United States, personnel security 
clearance processing is a vital step in the hiring process. The company hires about 2,500 new 
personnel per year, but because of the length and unpredictability of the clearance process, it 
NLULYHSS`�^HZ�UV[�WVZZPISL�[V�NP]L�JHUKPKH[LZ�ÄYT�Z[HY[PUN�KH[LZ��6MMLYPUN�JVU[PUNLU[�Z[HY[�KH[LZ�
THKL�[OL�JVTWHU`�SVZL�NVVK�JHUKPKH[LZ�[V�ÄYTZ�[OH[�VMMLYLK�ÄYT�Z[HY[PUN�KH[LZ��4VYLV]LY��LHJO�
day of waiting for clearance processing was a day that the candidate could not be employed on, and 
billed to, a project.
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By examining the clearance process, step by step, from an enterprise point of view, security was 
able to:

• cut the cycle time by 50 percent (through prescreening and process improvement), getting 
people to work faster

• develop a tool that tells hiring managers what start date they should offer to a candidate, 
strengthening the recruiting position

• ZH]L�ZPNUPÄJHU[�Z\TZ�PU�WH`YVSS�WHPK�ILMVYL�LTWSV`LLZ�HYL�IPSSHISL

The metric measures the following:

• end-to-end performance (from posting a position requirement to having a billable employee) 

• cost (e.g., cost by security service offering, return on investment, investment vs. performance, 
increased productivity/revenue generation) 

• risk reduction (potential clearance delays; reduction of contingent hires; reduction of error 
rates; reduction of packages rejected because they need additional information)

• savings (reduction in the cost of bad hires; reduction in processing staff/footprint; reduction in 
overhead/sitting on the bench before clearance approval)

Designing this metric was expensive ($3 million), but security successfully presented the business 
JHZL�HUK�YLJLP]LK�ZPNUPÄJHU[�M\UKPUN��;OL�KH[H�PZ�WYV]PKLK�PU�YLHS�[PTL��PZ�Z`Z[LT�NLULYH[LK��HUK�OHZ�
complete audit trails.

The metric has been useful for demonstrating the following returns on security investment:

• 40 percent reduction in personnel security clearance processing staff/footprint

• 50 percent reduction in personnel security clearance cycle time, equating to more than $30 
million in increased productivity and revenue

• savings to the enterprise by hiring best-in-class candidates (reducing clearance delays) and 
H]VPKPUN�[OL�SVZZ�VM�JHUKPKH[LZ�[V�V[OLY�VYNHUPaH[PVUZ

;OL�JSLHYHUJL�WYVJLZZPUN�WYVQLJ[�PZ�JSLHYS`�HSPNULK�^P[O�[OL�VYNHUPaH[PVU»Z�NVHSZ��-VY�L_HTWSL!

• 80 percent of corporate revenue comes from cleared staff, so getting them to work faster 
increases revenue.

• WLVWSL�HYL�[OL�JVTWHU`»Z�U\TILY�VUL�HZZL[��ZV�H�TL[YPJ�[OH[�SLHKZ�[V�IL[[LY�OPYPUN�ILULÄ[Z� 
the enterprise.

• personnel security is considered one of the top 10 risks to the enterprise. 

The metric is easy to explain to senior management, as nearly everything in it equates to costs, 
revenue, and risk reduction. The metric helps security demonstrate the results of its work to 
executive staff and gain support for continued funding for security innovations and enhancements.
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Expert reviewers and a member of the research team gave the metric the following scores, using the 
Security MET:

Metric 9 Researcher Expert 1 ,_WLY[��

Criterion Score Score Score Average

1. Reliability 5 5 5 5.00

2. Validity 5 5 5 5.00

���.LULYHSPaHIPSP[` 4 5 4 4.33

Technical Total 14 15 14 �����

4. Cost 1 3 2 2.00

5. Timeliness 5 5 5 5.00

6. Manipulation 5 5 5 5.00

6WLYH[PVUHS��:LJ\YP[`��;V[HS 11 �� �� �����

7. Return on Security Investment 5 5 5 5.00

���6YNHUPaH[PVUHS�9LSL]HUJL 5 5 5 5.00

9. Communication 5 5 5 5.00

:[YH[LNPJ��*VYWVYH[L��;V[HS 15 15 15 15.00

TOTAL ACROSS CRITERIA 40 �� 41 �����

The expert reviewers made the following observations:

Staff understood how gaps in their program were creating unnecessary expenses. They 
examined their processes and developed a four-part metric that scores well on the Security 
MET. The cost of creating an automated, dashboard-driven data collection tool was high, but 
[OL�ILULÄ[�^HZ�ZOV^U�[V�IL�OPNOLY��;OPZ�TL[YPJ�PZ�LHZ`�[V�\UKLYZ[HUK�HUK�ZOV^Z�[OL�ILULÄ[Z�
of security initiatives. It could also be useful at some point to measure personnel quality.

C. Phone Theft Metric

([�H�THQVY�ÄUHUJPHS�ZLY]PJLZ�ÄYT�PU�[OL�4PK^LZ[LYU�<UP[LK�:[H[LZ��[OL�]PJL�WYLZPKLU[�MVY�ZLJ\YP[`�
KL]LSVWLK�H�TL[YPJ�[OH[�[YHJRZ�HZZH\S[Z��:WLJPÄJHSS �̀�P[�[YHJRZ�HZZH\S[Z�VU�LTWSV`LLZ�^OV�^VYR�H[�
[OL�JVTWHU`»Z�VMÄJLZ�PU�[OL�JP[`»Z�JLU[YHS�I\ZPULZZ�KPZ[YPJ[��;OL�TL[YPJ�PZ�WHY[�VM�[OL�JVTWHU`»Z�YPZR�
management effort and its effort to attract and retain workers. 

The metric focuses on “Apple picking,” which is the theft of mobile phones by criminals who grab 
[OL�WOVULZ�V\[�VM�\ZLYZ»�OHUKZ��([�[OL�JVTWHU`»Z�KV^U[V^U�VMÄJL�ZP[LZ��H�ZL]LYL�YHZO�VM�WOVUL�[OLM[�
KL]LSVWLK��,TWSV`LLZ�^LYL�]PJ[PTPaLK�VU�[OL�ZPKL^HSRZ�HSS�HYV\UK�[OL�VMÄJLZ·HZ�[OL`�JHTL�[V�
work, when they went outside for lunch, and when they left to go home.

Matters escalated to the point where employees experienced 40 phone thefts in two months. 
Security’s incident tracking process showed how many thefts occurred, where they occurred exactly, 
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and when. With that data, it was possible to identify hot spots and times for phone theft and apply 
extra security measures at those places and times. The company:

• installed more cameras in the hot spots.

• WSHJLK�ZLJ\YP[`�VMÄJLYZ�V\[ZPKL�[OL�I\PSKPUNZ�PUZ[LHK�VM�PU�[OL�SVIIPLZ�H[�[OL�TVYUPUN�Y\ZO��
lunchtime, and evening rush. 

• asked for and received increased police patrol at the hot spots (the request being supported by 
the company’s incident reports and video images).

• KPYLJ[LK�P[Z�ZLJ\YP[`�VMÄJLYZ�[V�HWWYVHJO�LTWSV`LLZ�^OV�SVVRLK�]\SULYHISL��UV[�WH`PUN�
H[[LU[PVU�^OPSL�[HSRPUN�VU�WOVULZ��HUK�OHUK�[OLT�ZWLJPHS�Å`LYZ�^P[O�PUMVYTH[PVU�VU�ZHML�
behavior and phone retrieval/locator apps.

• created “be on the lookout” sheets and sent them to 30 local security directors and all 
company parking attendants.

• in concert with the local police, investigated the thefts, and some of the thieves were  
subsequently caught.

After the company took these measures, phone theft was eliminated. After a height of 40 thefts in 
[^V�TVU[OZ��[OL�U\TILY�PZ�UV^�KV^U�[V�aLYV��

The metric—the number of mobile phone thefts—is highly reliable, as it is based on incident reports 
from victims (employees), police reports, and video surveillance. Likewise, the metric’s utility 
HWWLHYZ�[V�IL�JVUÄYTLK�I`�[OL�V\[JVTL!�[OL�JVTWHU`�OHK�YLSPHISL�YLWVY[Z�VM�[OLM[��P[�[VVR�ZLJ\YP[`�
action based on those reports, and now the problem is eliminated. Collecting the data presents 
little marginal cost, as the company already tracks and trends security incidents using incident 
management software.

The vice president for security noted that the company values the metric. It is perfectly aligned with 
[OL�JVTWHU`»Z�NVHS�VM�H[[YHJ[PUN��WYV[LJ[PUN��HUK�YL[HPUPUN�[HSLU[�H[�P[Z�VMÄJL�SVJH[PVUZ�PU�H�JP[`�[OH[�
experiences a high rate of crime. The company’s risk management department pays close attention to 
this metric and related metrics. However, it is hard to quantify the value of keeping employees safe 
and continuing to attract new employees.

The vice president for security reports this metric and related data to senior management every 
quarter to show the value of the security program. The following are some graphics used recently:
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Third Quarter 2013

Fourth Quarter 2013 (theft reduced)
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Expert reviewers and a member of the research team gave the metric the following scores,  
using the Security MET:

Metric 14 Researcher Expert 1 ,_WLY[��

Criterion Score Score Score Average

1. Reliability 5 4 5 4.67

2. Validity 4 4 5 4.33

���.LULYHSPaHIPSP[` 4 2 5 3.67

Technical Total �� 10 15 �����

4. Cost 4 4 5 4.33

5. Timeliness 4 4 4 4.00

6. Manipulation 4 3 4 3.67

6WLYH[PVUHS��:LJ\YP[`��;V[HS �� 11 �� �����

7. Return on Security Investment 2 4 5 3.67

���6YNHUPaH[PVUHS�9LSL]HUJL 5 4 5 4.67

9. Communication 5 5 5 5.00

:[YH[LNPJ��*VYWVYH[L��;V[HS �� �� 15 �����

TOTAL ACROSS CRITERIA �� �� �� �����

The expert reviewers made the following observations:

This metric served a useful purpose in quantifying a problematic threat and vulnerability and 
tracking the positive impacts that a multifaceted security countermeasure strategy had over 
time. The simplicity, reliability, and validity of the data led to readily understandable reporting 
[V�JVYWVYH[L�SLHKLYZOPW�HUK�H�Z[YHPNO[MVY^HYK�Q\Z[PÄJH[PVU�MVY�HKKP[PVUHS�ZLJ\YP[`�YLZV\YJLZ�
(where return on investment could clearly be seen). This example shows that a metric may be 
\ZLK�MVY�H�ZOVY[�WLYPVK�HUK�JHU�IL�WOHZLK�V\[�VUJL�H�ZWLJPÄJ�WYVISLT�OHZ�KPZZPWH[LK�
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VII. Presenting Metrics to Senior Management

A key task in this research was to develop guidelines for effectively using security metrics to 
persuade senior management. 

As this project’s literature review notes:

Corporate management tends to view security as overhead (i.e., a cost center rather than 
a production center) and security metrics as merely measuring activity, not value. Security 
WYVMLZZPVUHSZ�UV[L�[OH[�ZLJ\YP[`�ILULÄ[Z�HYL�KPMÄJ\S[�[V�TLHZ\YL�JVTWHYLK�[V�[OL�ILULÄ[Z�VM�
WYVÄ[�JLU[LYZ��HUK�Z\JO�WYVMLZZPVUHSZ�VM[LU�SHJR�[OL�ZRPSSZ�VY�[PTL�[V�JYLH[L�HUK�HKTPUPZ[LY�
effective metrics. Thus, current security metrics, in practice, are generally not compelling and 
are often not taken seriously (Rothke, 2009).

This project’s online survey found that 80 percent of respondents who use metrics share their metrics 
outside the security department. Of those who share, 79 percent share with senior management. 
That means about 56 percent of survey respondents who use metrics share those metrics with  
senior management. 

What would make those presentations more compelling? This section presents advice gathered from 
a variety of sources: the literature review, the online survey, the follow-up telephone interviews, the 
advisory board, and the expert panel. Several key recommendations emerge from those sources:

• 7YLZLU[�TL[YPJZ�[OH[�HYL�HSPNULK�^P[O�[OL�VYNHUPaH[PVU»Z�VIQLJ[P]LZ�VY�YPZRZ�VY�[OH[�TLHZ\YL�[OL�
ZWLJPÄJ�PZZ\LZ�THUHNLTLU[�PZ�TVZ[�PU[LYLZ[LK�PU�

• Present metrics that meet measurement standards.

• Tell a story.

• Use graphics, and keep presentations short.

• Present metric data regularly.

A. Align with Organizational Objectives and Risks

As this project’s literature review observes:

Before choosing a metric, security professionals should identify the data that is most important 
to senior management; metrics should be selected and communicated in accordance with the 
data that is of most importance to the audience (Pironti, 2007). 

,_WLY[Z�HK]PZPUN�[OL�YLZLHYJOLYZ�LTWOHZPaLK�[OL�PTWVY[HUJL�VM�MVJ\ZPUN�TL[YPJZ�VU�VYNHUPaH[PVUHS�
risks and objectives, as well as any other issues that are important to senior executives. Moreover, 
���WLYJLU[�VM�VUSPUL�Z\Y]L`�YLZWVUKLU[Z�ZHPK�[OLPY�TL[YPJZ�HYL�HSPNULK�^P[O�[OL�VYNHUPaH[PVU»Z�YPZR�
WYVJLZZ�VY�VIQLJ[P]LZ��6UL�YLZWVUKLU[�L_WSHPULK�OV^�OPZ�TL[YPJZ�HYL�HSPNULK�^P[O�VYNHUPaH[PVUHS�
objectives: 

The metrics partly demonstrate how objectives are being met. The objectives are set top  
down. Therefore, the security performance directly affects the performance of the C-suite  
member responsible. 

0U�HKKP[PVU�[V�HSPNUPUN�TL[YPJZ�^P[O�[OL�VYNHUPaH[PVU»Z�V]LYHSS�VIQLJ[P]LZ��[OL�ZLJ\YP[`�WYVMLZZPVUHS�
should focus metrics on risk and return on investment (ROI).
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1. Risk

Survey respondents and interviewees offered several insights regarding the use of security metrics to 
HKKYLZZ�HU�VYNHUPaH[PVU»Z�YPZR!

• >L�HYL�WHY[�VM�[OL�VYNHUPaH[PVU»Z�PU[LNYH[LK�YPZR�THUHNLTLU[�WYVJLZZ�

• We mainly use the metric to show business heads that we are not slowing them down. The 
metric shows that we are protecting the company from unsuitable business partners while 
keeping to an announced, short cycle time in our due-diligence investigations. 

• The metrics-based approach helps senior management understand the level of risk in site 
selection and make informed decisions on risk management. In addition, over time, the metrics 
have steered the corporation toward having a smaller percentage of its locations in high-risk 
ZP[LZ¯��6UL�VM�T`�NVHSZ�PZ�[V�OLSW�[OL�VYNHUPaH[PVU�KLJPKL�VU�P[Z�ZLJ\YP[`�YPZR�HWWL[P[L��0�[Y`�[V�
NL[�ZLUPVY�SLHKLYZOPW�[V�WH`�H[[LU[PVU�HUK�OLSW�KLJPKL�OV^�T\JO�YPZR�[V�HJJLW[¯��>L»YL�HU�
PUZ\YHUJL�JVTWHU`¯��;OPZ�TL[YPJ�W\[Z�V\Y�ZLJ\YP[`�^VYR�PU[V�H�SHUN\HNL·YPZR·[OH[�ZLUPVY�
management can understand.

• Our metric helps senior management properly estimate the risk associated with various ways 
of conducting business. For example, our ongoing metric regarding losses averted from several 
[`WLZ�VM�MYH\K¯OLSWZ�ZLUPVY�THUHNLTLU[�KL]LSVW�JVYWVYH[L�Z[YH[LN �̀�PU�WHY[PJ\SHY�I`�OLSWPUN�
to quantify the risks associated with e-commerce. 

2. ROI

The literature review notes:

Return on investment (ROI) is a widely known construct that can be applied to ensure effective 
metric communication. ROI can be a vehicle for metrics to justify budgets and can help in 
L_HTPUPUN�ÄUHUJPHS�PUW\[Z�HUK�V\[W\[Z�VM�]HYPV\Z�ZLJ\YP[`�HJ[P]P[PLZ"�[OLZL�MHJ[VYZ�HYL�VM�\[TVZ[�
importance to management and key stakeholders (Martin, Bulkan, & Klempt, 2011; Hastings, 
2013). Unfortunately, calculating ROI is not straightforward, particularly in the security 
realm (Thompson, 2010). However, when available, ROI data can be a great tool to harness 
management attention and action. 

Interviewees (those who shared details for the metric summaries in this report) offer the following 
PUZPNO[Z�PU[V�OV^�[OL`�\ZL�TL[YPJZ�[V�ZOV^�H�YL[\YU�VU�[OL�VYNHUPaH[PVU»Z�ZLJ\YP[`�PU]LZ[TLU[!

• >L�^LYL�WLYMVYTPUN�ZLJ\YP[`�H\KP[Z�MV\Y�[PTLZ�WLY�`LHY��I\[�HUHS`ZPZ�VM�V\Y�ÄUKPUNZ�Z\NNLZ[LK�
we could cut the audits back to three times per year. Further analysis of the audit metrics over 
[PTL�ZOV^LK�[OH[�ZLJ\YP[`�^LHRULZZLZ��¸ÄUKPUNZ¹��KPK�UV[�PUJYLHZL��;O\Z��^L�YLK\JLK�JVZ[Z�
HUK�HKTPUPZ[YH[P]L�I\YKLUZ�HUK�KPK�UV[�PUJYLHZL�YPZR�[V�[OL�JVYWVYH[PVU¯��4VZ[�SPRLS �̀�H�T\JO�
larger return on investment comes from our reduction of the likelihood of external and internal 
failures. However, that ROI is harder to quantify.

• 6\Y�TL[YPJ·VMÄJL�ZWHJL�\ZHNL·PZ�L_[YLTLS`�]HS\HISL�[V�ZLUPVY�THUHNLTLU[��>L�[YHJR�
the actual savings from renegotiated contracts for space leases. The metric provides a clear 
LJVUVTPJ�ILULÄ[��
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• With our security activity metrics, it is common for us to determine that because little  
HJ[P]P[`�[HRLZ�WSHJL�H[�H�ZP[L��^L�JHU�YLK\JL�VY�LSPTPUH[L�\UPMVYTLK�ZLJ\YP[`�VMÄJLYZ�[OLYL�� 
;OH[�PZ�H�X\HU[PÄHISL�YL[\YU�VU�PU]LZ[TLU[��>L�HSZV�\ZL�V\Y�TL[YPJ�[V�Z\WWVY[�YLX\LZ[Z�MVY�
security expenditures. 

• Senior management’s basic question to us is this: Considering the entire program and all 
L_WLUZLZ��KVLZ�[OL�HZZL[Z�WYV[LJ[PVU�M\UJ[PVU�HJJVTWSPZO�HU`[OPUN�[OH[�JHU�IL�X\HU[PÄLK�HUK�
[OH[�Q\Z[PÄLZ�[OL�HSSVJH[PVU�VM�[OL�M\UKZ�L_WLUKLK&�6\Y�TL[YPJ�KPYLJ[S`�HUZ^LYZ�[OPZ�X\LZ[PVU��
The most important use is to prove to the CEO and to the chairman that it is possible to pilot 
security like all other the processes in the company and obtain a return on investment—to 
LTWSV`�ZLJ\YP[`�PU�SPUL�^P[O�[OL�JVTWHU`»Z�V]LYHSS�ÄUHUJPHS�HWWYVHJO��

• There is a clear link between reducing shrinkage and saving money. Our metrics demonstrate 
that investment in security technology led to reduced losses. We have found that if shortage 
goes up, senior management is willing to allocate resources to help us determine the cause and 
implement solutions.

0M�H�TL[YPJ�YLSH[LZ�[V�YPZR��YL[\YU�VU�PU]LZ[TLU[��VY�V]LYHSS�VYNHUPaH[PVUHS�VIQLJ[P]LZ�HUK�THUHNLTLU[�
interests, the metric is more likely to be compelling to senior management than a metric that merely 
collects security-related data without putting it in a management context.

The following box shows how one security professional proposes to calculate return on investment 
PU�[LYTZ�[OH[�OPZ�JVTWHU`»Z�ÄUHUJPHS�L_LJ\[P]LZ�\UKLYZ[HUK!

ROI Metric
A security executive shared the following:

0[�^V\SK�IL�UPJL�[V�OH]L�H�ÄUHUJPHS�TL[YPJ�[OH[�ZWLHRZ�[OL�SHUN\HNL�VM�V\Y�ÄUHUJL�SLHKLYZ·
ZVTL[OPUN�[OH[�JV\SK�IL�LHZPS`�YLJVNUPaLK�HUK�Z\WWVY[LK�I`�OHYK�KH[H��
Consider this equation: 
Capital Investment (CI) X Cost of Capital (CC) = Target 
CI X CC = T 
Capital Investment: my operating budget—say, $10 million
Cost of Capital: How much the company could expect to make on the security investment if 
the company put that money in the market. The cost of capital is determined by a company’s 
JOPLM�ÄUHUJPHS�VMÄJLY��0U�[OPZ�JHZL�P[�PZ���WLYJLU[�
Target: the amount of savings I need to produce to provide a return on investment 
$10 million X .05 = $500,000 
Most of what we do is based on the cost of what doesn’t happen. Our actuaries are researching 
[OL�H]LYHNL�U\TILY�VM�-)0�0UKL_�JYPTLZ�WLY�JHWP[H�HUK�^OH[�LHJO�TH`�JVZ[�[OL�VYNHUPaH[PVU��
We will then show if we are above or below the average and, if below, what those savings or 
avoided costs are. We hope that total will be more than the target ROI above and thus prove 
]HS\L��;OPZ�ÄN\YL�^PSS�IL�PU�H�SHUN\HNL�V\Y�PUK\Z[Y`�\UKLYZ[HUKZ�ILJH\ZL�^L�\ZL�HJ[\HYPHS�KH[H�
regularly. 
Jay C. Beighley, CPP, CFE 
AVP, Corporate Security 
Nationwide Corporate Security
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B. Present Metrics That Meet Measurement Standards

As the literature review notes:

.YV\UKPUN�TL[YPJZ�PU�[OL�WYPUJPWSLZ�VM�TLHZ\YLTLU[�PZ�JY\JPHS�PU�JHWP[HSPaPUN�VU�[OL�ILULÄ[Z�VM�
metrics (Dix, 2013). 

)LJH\ZL�TL[YPJZ�HYL�X\HU[P[H[P]L��[OL`�L_\KL�H�ZJPLU[PÄJ�H\[OVYP[ �̀�/V^L]LY��PM�H�TL[YPJ�PZ�IHZLK�VU�
invalid or unreliable data, one cannot draw accurate conclusions from it and it will lack external 
JYLKPIPSP[ �̀�(�TL[YPJ�[OH[�OHZ�ILLU�WYVWLYS`�KLZPNULK�MYVT�H�ZJPLU[PÄJ�WVPU[�VM�]PL^�HUK�[OH[�OHZ�
been evaluated against a testing tool (such as the Security MET) may appear more valuable and 
persuasive to senior management. 

Using a metric that meets measurement standards also provides an objectivity that aids decision-
making. As one interviewee noted: 

7YPTHYPS`�P[�OLSWZ�\Z�YLZVS]L�JVUÅPJ[Z�^P[OV\[�WVPU[PUN�ÄUNLYZ�H[�PUKP]PK\HSZ��>L�HYL�HISL�[V�
KLÄUL�[OYV\NO�TL[YPJZ�^OLU�H�WYVJLZZ�VY�WYVJLK\YL�OHZ�UV[�HJOPL]LK�[OL�KLZPYLK�YLZ\S[�HUK�
THRL�[OL�ULJLZZHY`�JVYYLJ[PVUZ�YH[OLY�[OHU�Q\Z[�WVPU[�H�ÄUNLY�H[�HU�PUKP]PK\HS�HUK�ZH`�¸ZOHTL�
on you,” which does not correct the problem. Metrics make it about the process or procedure 
rather than personality.

C. Tell a Story

As the literature review observes:

Communicating metric value remains a challenge. It does not matter how great the data is if it 
JHUUV[�IL�\UKLYZ[VVK�I`�RL`�Z[HRLOVSKLYZ��+P_�������¯��6UL�JHU�IL�TVYL�WLYZ\HZP]L�I`�\ZPUN�
metrics to tell a story—that is, by collecting metrics that are forward-looking and backward-
looking and by addressing the questions “Where are we going?” and “Where have we been?” 
�*HTWILSS������"�)SHKLZ���������:LJ\YP[`�WYVMLZZPVUHSZ�JHU�ILZ[�L_WSHPU�[OLPY�ÄUKPUNZ�I`�
WYV]PKPUN�ZWLJPÄJ��JVUJYL[L�L_HTWSLZ�[OH[�HYL�TLHUPUNM\S�[V�[OL�H\KPLUJL��+LTPUN��������

The metrics-based story that a security professional tells to senior management can be told as a story 
HIV\[�YPZR·[OL�ZWLJPÄJ�YPZR�[OH[�ZLJ\YP[`�PZ�H[[LTW[PUN�[V�TP[PNH[L��HZ�^LSS�HZ�[OL�JVUZLX\LUJLZ�PM�[OL�
event occurs. To make the story compelling, security professionals should name the actual business 
resources threatened and the value of those resources. It is best to be straightforward about risk and 
uncertainties; evasiveness may lead to perceptions of dishonesty. 

Part of a compelling story is the unfolding of events over time. Metrics can show progress toward the 
TLL[PUN�VM�H�ZWLJPÄJ�Z[YH[LNPJ�NVHS��0UJPKLU[�THUHNLTLU[�ZVM[^HYL�TH`�OLSW�THRL�VYNHUPaPUN�HUK�
discerning meaning from data (i.e., trends analysis) faster and less burdensome.

)LUJOTHYRPUN��[VV��JHU�LUYPJO�H�Z[VY �̀�HZ�SVUN�HZ�P[�PZ�HSPNULK�^P[O�Z[YH[LNPJ�VYNHUPaH[PVUHS�NVHSZ��
)LUJOTHYRPUN�NYHU[Z�VYNHUPaH[PVUZ�[OL�VWWVY[\UP[`�[V�HZJLY[HPU�^OLYL�[OL`�Z[HUK�VU�H�NP]LU�TL[YPJ�
PU�YLSH[PVU�[V�[OLPY�JVTWL[P[VYZ��/V^L]LY��ILUJOTHYRPUN�KLWLUKZ�VU�VYNHUPaH[PVUZ»�^PSSPUNULZZ�[V�
share their data, which they often decline to do.
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D. Use Graphics, and Keep Presentations Short

The effectiveness of a metrics presentation has to do not only with content but also with presentation 
style. This project’s advisors and interviewees provided several recommendations for persuasively 
presenting metrics in a clear, concise manner that serves management’s needs:

• As vice president for security, I report this metric to senior management every quarter to 
show the value of the security program. I present the data in summary form in a PowerPoint 
presentation. The key is to keep it simple and clear. Present a few short bullet points—top-level 
information only, rather than complex charts and graphs. A dashboard containing multiple 
charts and graphs may be useful internally (within a security department), but for presentations 
to senior management, simpler is better.

• Our metric is easy to explain to senior management. Over time, we have learned that 
less is more. We asked senior management what they really wanted to see. They said they 
cared about only seven particular items from our 30-page report. Now we give a short slide 
presentation about our metrics—no more than 10 slides. I am working to create an even 
simpler dashboard for senior management.

• We provide a dashboard of only the most important security metrics. We limit our presentation 
 to 5 minutes.

• We use the analytics and graphing features included in our incident management software.

• <ZL�NYHWOPJZ��I\[�UV[�[VV�THU �̀�2LLW�P[�ZPTWSL��HUK�YLTLTILY�[OH[�SLZZ�PZ�TVYL��>L�ÄYZ[�
KL[LYTPUL�^OH[�PZ�ZPNUPÄJHU[��+PMMLYLU[�SLHKLYZ�SPRL�KPMMLYLU[�WYLZLU[H[PVUZ��>L�Z\TTHYPaL�V\Y�
ÄUKPUNZ�HUK�KV�UV[�IV[OLY�L_LJ\[P]LZ�^P[O�[YP]PHS�PUMVYTH[PVU��¸9PZR�JOHY[Z¹��ZLL�PSS\Z[YH[PVU�
below) resonate with senior management. We show the probability and severity of potential 
events and then present our risk mitigation strategy.
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The following boxes present graphics supplied by interviewees for the project’s metric summaries. 
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Employee phone thefts, third quarter 2013

Employee phone thefts, fourth quarter 2013 (theft reduced)
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Graph shows stark decline in a particular category of  
loss shortly after security measure implemented.

E. Present Metric Data Regularly

Survey respondents reported sharing their metrics with senior management at different intervals. 
Among those who share their metrics outside the security department, 40 percent do so monthly,  
43 percent quarterly, and 17 percent annually.

The research does not suggest an optimal interval for sharing security metrics with senior  
THUHNLTLU[��/V^L]LY��JVTIPUPUN�[OL�WYLJLKPUN�ÄN\YLZ��[OL�Z\Y]L`�ZOV^Z�[OH[����WLYJLU[�VM�
security professionals who share metrics outside the department do so at least quarterly. As  
data ages, it could become more historical, less actionable, and thus potentially less valuable.  
Distinguishing metrics that are time-sensitive from those that provide value over time will  
enhance the overall value of metrics.
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VIII. Future Practitioner Needs

Through a literature review, online survey, telephone survey, and guidance from an advisory board 
and expert panel, this research has attempted to increase the body of knowledge about the use of 
metrics in security. It has also produced the following:

• Security Metrics Evaluation Tool. This is a 15-page, self-administered tool for evaluating a 
metric against nine criteria, divided into technical, operational, and strategic categories. It is 
designed to point out a metric’s strong and weak points so that weaknesses can be corrected.

• Database of selected security metrics. The report contains 16 metric summaries, each 
evaluated by three reviewers according to the Security MET criteria. The metrics measure a 
wide variety of issues and come from a wide variety of industries (as well as several different 
countries). Some of the metrics are more sophisticated than others, providing a range of 
examples for potential users to study. The metrics are not presented as models of perfection. 
9H[OLY��[OL`�HYL�H\[OLU[PJ�L_HTWSLZ�[OH[�ZLJ\YP[`�WYVMLZZPVUHSZ�JHU�MVSSV �̂�YLÄUL��VY�V[OLY^PZL�
adapt when developing their own metrics.

• Guidelines for effective use of security metrics to persuade senior management. The report 
presents guidelines gathered from the literature review, the online survey, the telephone 
interviews, the advisory board, and the expert panel. Recommendations include presenting 
TL[YPJZ�[OH[�HYL�HSPNULK�^P[O�[OL�VYNHUPaH[PVU»Z�VIQLJ[P]LZ�VY�YPZRZ�VY�[OH[�TLHZ\YL�[OL�ZWLJPÄJ�
issues management is most interested in; presenting metrics that meet measurement standards; 
telling a story; using graphics; keeping presentations short; and presenting metric data regularly.

-\[\YL�WVZZPISL�ULLKZ�PU�[OL�ÄLSK�PUJS\KL�[OL�MVSSV^PUN!

• Larger metrics library. This report presents 16 metric summaries, evaluated by experts and 
YLZLHYJOLYZ��0[�^V\SK�IL�\ZLM\S�[V�KPZJV]LY��Z\TTHYPaL��HUK�L]HS\H[L�TVYL�TL[YPJZ�HUK�I\PSK�H�
larger library that practitioners can consult. A larger library might also facilitate benchmarking.

• Metrics training for security practitioners. This could take the form of a video, a webinar, 
interactive online training, or an instructor-led module in a workshop or seminar. The training 
could teach security professionals how to use the Security MET, the database of metric 
summaries, and the guidelines for persuasive metric presentations. Successfully developed 
metrics could be included in a growing metrics library.

• Follow-up contact with metric survey respondents who indicated they would like more 
information about metrics.

• Tool for creating a metric from scratch and implementing it in an organization. The present 
research focused on helping security professionals discover existing metrics, evaluate them in 
order to improve and adapt them, and present them to senior management effectively. Another 
research project could take a different approach, attempting to develop a detailed yet simple 
ÄSS�PU�[OL�ISHURZ�[LTWSH[L�[OH[�WYHJ[P[PVULYZ�JV\SK�\ZL�[V�KL]LSVW�HUK�PTWSLTLU[�H�TL[YPJ�MYVT�
scratch. A further possibility is to design a software application to create, collect, and store 
metrics using a dashboard model.
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• Audited metrics. The current metric summaries are based on descriptions provided by the 
TL[YPJ�\ZLYZ��(�KLLWLY�SL]LS�VM�YLZLHYJO�^V\SK�VI[HPU�[OL�ÄUL�KL[HPSZ�VM�H�TL[YPJ�HUK�Z\IQLJ[�P[�
to outside audit. That approach could lead to a highly detailed account of a metric’s creation, 
use, and effects in a particular setting.

• Additional publications.�;V�ZWYLHK�[OL�WYVQLJ[»Z�ÄUKPUNZ�M\Y[OLY��P[�JV\SK�IL�\ZLM\S�[V�KL]LSVW�
V[OLY�W\ISPJH[PVUZ�MYVT�[OL�YLZLHYJO��Z\JO�HZ�THNHaPUL�HY[PJSLZ��QV\YUHS�HY[PJSLZ��VY�OHUKIVVRZ�

• *LY[PÄJH[PVU��(:0:�JV\SK�JVUZPKLY�KL]LSVWPUN�H�ZLJ\YP[`�TL[YPJZ�JLY[PÄJH[PVU��HSVUN�^P[O�
TL[YPJZ�[YHPUPUN��;OL�Z\IQLJ[�VM�TL[YPJZ�JV\SK�HSZV�IL�LTWOHZPaLK�PU�*LY[PÄLK�7YV[LJ[PVU�
Professional training and testing.

• Metrics standard. ASIS has produced numerous standards so far and could create a new 
standard on metrics development and use.
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Appendix A: Security Metrics Evaluation Tool (Security MET)

A particular security metric may seem worthwhile. Collecting data for it may be simple and quick, 
and the metric itself may be easy to explain to senior management. The metric may also have serious 
ÅH^Z��7LYOHWZ�[OL�KH[H�PZ�ZJPLU[PÄJHSS`�\UYLSPHISL�VY�PZ�LHZ`�[V�THUPW\SH[L��VY�[OL�TL[YPJ�OHZ�SP[[SL�
JVUULJ[PVU�[V�[OL�VYNHUPaH[PVU»Z�Z[YH[LNPJ�TPZZPVU�VY�YPZR�THUHNLTLU[�JVUJLYUZ·PU�V[OLY�^VYKZ��
the factors that matter most to senior management. To use a security metric most effectively, security 
WYVMLZZPVUHSZ�ULLK�HU�VYNHUPaLK�^H`�[V�L_HTPUL�P[�HJYVZZ�YLSL]HU[�JYP[LYPH�ZV�[OH[�^LHRULZZLZ�PU�[OL�
metric can be corrected.

This Security Metrics Evaluation Tool (Security MET) is intended to help security professionals assess 
the quality of a given metric. It is a framework for discerning the strong and weak points of a security 
metric, based on criteria that matter to senior management. A metric that scores high on the Security 
4,;�^V\SK�OH]L�H�OPNO�KLNYLL�VM�[LJOUPJHS�]HS\L��ZJPLU[PÄJ�TLYP[���VWLYH[PVUHS�YLHZVUHISLULZZ�
�JVUZPKLYPUN�JVZ[�HUK�[PTL���HUK�Z[YH[LNPJ�YLSL]HUJL��SPUR�[V�VYNHUPaH[PVUHS�YPZRZ�VY�NVHSZ���0[�^V\SK�
also be persuasive when presented to senior management.

You will rate your metric based on nine criteria. The criteria are grouped in three categories: 

Technical Criteria – Category 1

1. Reliability

2. Validity

3. .LULYHSPaHIPSP[`

6WLYH[PVUHS��:LJ\YP[`��*YP[LYPH�¶�*H[LNVY`��

4. Cost 

5. Timeliness

6. Manipulation 

:[YH[LNPJ��*VYWVYH[L��*YP[LYPH�¶�*H[LNVY`��

7. Return on Investment

8. 6YNHUPaH[PVUHS�9LSL]HUJL

9. Communication

,HJO�JYP[LYPVU�PZ�L_WSPJP[S`�KLÄULK��-VY�LHJO�JYP[LYPVU��`V\�^PSS�HZZPNU�[OL�TL[YPJ�H�ZJVYL�VM���[V���
^P[O�KLÄULK�HUJOVYZ�MVY�ZJVYLZ�VM�������HUK����*OVVZL�H�ZJVYL�VM���VY���PM�[OL�JVYYLJ[�HUZ^LY�SPLZ�
between the anchors. Examples after each criterion show how scoring might be applied. 

A score sheet is presented at the end to tabulate the metric’s score across the nine criteria.

Lower scores on particular criteria show where a metric has room for improvement. Total scores may 
be useful for comparing one metric to another.

The Security Metrics Evaluation tool was developed through research funded by a grant from the ASIS Foundation and  
performed by Global Skills X-change (GSX) and Ohlhausen Research, Inc., 2013-2014.
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Technical Criteria – Category 1

Criterion 1: Reliability 

Degree to which the metric yields consistent scores that are unaffected by sources of 
TLHZ\YLTLU[�LYYVY��L�N���[OL�[PTL�^OLU�[OL�TLHZ\YL�^HZ�[HRLU��[OL�PKLU[P[`�VM�[OL�YH[LYZ��[OL�
^LH[OLY�[OH[�KH`���

Illustration of the concept: 

Construct or focus of metric: Product weight.

Description of metric: Weight as measured with a postal scale. 

If a product is placed on a postal scale repeatedly (and at different times of day, by different 
persons), and each time the scale shows the same weight, the measure is highly reliable. In 
contrast, if the scale values change each time, the measure is unreliable. 

Please rate the metric on the following scale. Read the description of each level and select the 
number that most closely corresponds to the metric. Mark the score on the score sheet at the 
end of this tool.

1 = low reliability, 5 = high reliability

Data for this metric 
is not collected very 
carefully; repeated 
measurements by the 
same method reach 
KPMMLYLU[�ÄN\YLZ"�
different methods 
of measuring reach 
different counts when 
they should reach the 
same counts; there 
is over- or under-
counting; the user has 
SV^�JVUÄKLUJL�PU� 
the data.

2

Data for this metric 
is collected fairly 
carefully; repeated 
measurements by the 
same method usually 
YLHJO�[OL�ZHTL�ÄN\YLZ"�
alternate counting 
methods usually reach 
[OL�ZHTL�ÄN\YLZ"�[OLYL�
may be some over- or 
under-counting; yet the 
totals are plausible.

4

Data for this metric 
is collected very 
carefully; alternate 
counting methods 
YLHJO�[OL�ZHTL�ÄN\YLZ"�
repeated measurements 
by the same method 
YLHJO�[OL�ZHTL�ÄN\YLZ"�
there is no over- or 
under-counting; 
overall there is a high 
likelihood that the 
metric is reliable.

1 3 5
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Sample Applications:

Metric: Annual voluntary turnover of employees in a security department. 

Example Score: Human resources staff easily calculate this metric. This measure is 
straightforward and could be consistently applied over time, by different people. It is highly 
unlikely that any errors would be made. As a result, this metric would receive a 4 or 5 on this 
criterion.

Metric: Percentage of company employees who are the subject of current internal investigations.

Example Score: In a large, multisite corporation, some local security branches keep poor 
records, supply their data late or incompletely, or interpret the data request incorrectly. 
The metric user cannot be sure all current investigations are being reported and that closed 
PU]LZ[PNH[PVUZ�HYL�UV[�JV\U[LK��(SZV��P[�TH`�IL�KPMÄJ\S[�[V�VI[HPU�H�YLSPHISL�JV\U[�VM�J\YYLU[�
employees due to poor reporting from corporate branches. As a result, in this setting, the 
metric might receive a 2 on this criterion.
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Criterion 2: Validity

+LNYLL�[V�^OPJO�L]PKLUJL�IHZLK�VU�[OLVY`�VY�X\HU[P[H[P]L�YLZLHYJO��JVUK\J[LK�I`�[OL�\ZLY�VY�V[OLYZ��
supports drawing conclusions from the metric. 

 Illustration of the concept: 

Construct or focus of the metric: Usefulness in retrieving items from high shelves. 

Description of metric: Height of the stool in inches. 

Evidence of validity might be provided by a theory that if people were able to reach higher shelves 
using taller stools, then using taller stools would also allow people to more effectively retrieve items 
from high shelves. Alternatively, empirical research might demonstrate that when people use taller 
stools, they are more effective at retrieving items than when they use shorter stools. 

Please rate the metric on the following scale. Read the description of each level and select the number 
that most closely corresponds to the metric. Mark the score on the score sheet at the end of this tool.

1 = little validation evidence, 5 = much validation evidence

The metric has only a weak 
relation to the problem it 
is trying to measure; there 
is little or no evidence that 
the metric can be used to 
draw conclusions; the user 
has not tested the metric 
to see whether decisions 
based on it are accurate.

2

The user has anecdotal 
evidence that the metric is 
a valid measure; the metric 
appears, on its face, to be 
measuring what matters; 
non-research literature 
(e.g., a trade publication) 
suggests that the metric  
is valid. 

4

Research literature 
suggests the measure 
is valid; the user has 
formally studied the 
connection between 
the metric and the 
security concern 
for which it is being 
collected, and has 
found the metric to 
be valid.

1 3 5

Sample Applications:

Metric: The number of nuisance (i.e., false) alarms per month at all company facilities as a measure 
of user compliance.

Example Score 1: The number of nuisance alarms varies considerably, not based on poor 
employee practices, but based on more random factors, such as buildings being used more or 
less often than usual or temporary interferences from migrating animals. This would warrant a 
1 on this scale. 

,_HTWSL�:JVYL��! The metric has been shown (in studies by the user) to change in predictable 
ways after the user makes changes based on the metric. For example, every time the security 
director holds a series of security alarm awareness sessions for employees, the number of 
false alarms drops for a few weeks; the number rises again after a few weeks until the security 
director conducts more employee training. This would warrant a 5 on this scale.
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Criterion 3: Generalizability

Degree to which conclusions drawn from the metric are consistent and applicable across different 
settings, organizations, timeframes, or circumstances; extent to which metric results allow for external 
comparison across organizations. 

Illustration of the concept: 

If organizations were interested in the weight of the same manufactured object, this measurement 
could be easily obtained over time and could be used by any organization, and organizations 
would be willing to share these results; as a result, there would be high generalizability. In contrast, 
if organizations were interested in the weight of their own unique manufactured object, while this 
measurement could be easily obtained and used by all organizations, meaningful comparisons could 
not be made (as the products are different across organizations); as a result, there would be low 
generalizability. Similarly, if organizations were unwilling to share their measurements, even for the 
same type of object, generalizability would be low.

Please rate the metric on the following scale. Read the description of each level and select the number 
that most closely corresponds to the metric. Mark the score on the score sheet at the end of this tool.

��$�SV^�NLULYHSPaHIPSP[ �̀���$�OPNO�NLULYHSPaHIPSP[`

The conclusions drawn 
from the metric are 
not consistent and not 
applicable across different 
ZL[[PUNZ��VYNHUPaH[PVUZ��
timeframes, and/
or circumstances; 
VYNHUPaH[PVUZ�HYL�not 
willing to share the data 
derived from this metric; 
comparisons to external 
VYNHUPaH[PVUZ�cannot be 
made based on  
this metric.

2

The conclusions drawn 
from the metric are 
sometimes consistent and 
sometimes applicable 
across different settings, 
VYNHUPaH[PVUZ��[PTLMYHTLZ��
and/or circumstances; 
VYNHUPaH[PVUZ�HYL�
sometimes willing to share 
the data derived from this 
metric; comparisons to 
L_[LYUHS�VYNHUPaH[PVUZ�can 
sometimes be made based 
on this metric.

4

The conclusions 
drawn from the metric 
are consistent and 
applicable across 
different settings, 
VYNHUPaH[PVUZ��
timeframes, and/
or circumstances; 
VYNHUPaH[PVUZ�HYL�
willing to share the 
data derived from this 
metric; comparisons to 
L_[LYUHS�VYNHUPaH[PVUZ�
can almost always be 
made based on 
this metric.

1 3 5

Sample Applications:

Metric: Employee satisfaction surveys. 

Example Score:�;OLZL�Z\Y]L`Z�L_PZ[�PU�ZVTL�MHZOPVU�PU�TVZ[�SHYNL�VYNHUPaH[PVUZ��;OL�L_HJ[�
questions vary, but the content of the questions is likely similar. It is somewhat likely that 
VYNHUPaH[PVUZ�^V\SK�IL�^PSSPUN�[V�ZOHYL�[OPZ�KH[H�^P[O�V[OLY�VYNHUPaH[PVUZ��-VY�L_HTWSL��HU�
VYNHUPaH[PVU�TPNO[�^HU[�[V�ZOV^JHZL�OV^�ZH[PZÄLK�P[Z�LTWSV`LLZ�HYL�JVTWHYLK�[V�LTWSV`LLZ�
PU�ZPTPSHY�VYNHUPaH[PVUZ��/V^L]LY��P[�PZ�HSZV�WVZZPISL�[OH[�HU�VYNHUPaH[PVU�TPNO[�UV[�ZOHYL�[OPZ�
KH[H�PM�P[Z�LTWSV`LLZ�HYL�KPZZH[PZÄLK��)HZLK�VU�[OLZL�MHJ[VYZ��[OPZ�TL[YPJ�^V\SK�YLJLP]L�H���VU�
this criterion.
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Metric: Annual voluntary turnover of employees in a security department. 

Example Score: Human resources personnel easily calculate this metric. This measure is 
Z[YHPNO[MVY^HYK�HUK�YLSL]HU[�[V�HSS�VYNHUPaH[PVUZ��0[�^V\SK�IL�LHZ`�[V�JVTWHYL�[OL�U\TILYZ�
KLYP]LK�MYVT�[OPZ�TL[YPJ��4VZ[�VYNHUPaH[PVUZ�HYL�^PSSPUN�[V�ZOHYL�[OPZ�KH[H��(Z�H�YLZ\S[��[OPZ�
metric would receive a 5 on this criterion.
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Operational (Security) Criteria – Category 2

Criterion 4: Cost 

Monetary and non-monetary costs associated with metric development and administration; 
also, negative consequences associated with the metric. 

Illustration of the concept: 

Construct or focus of metric: Product weight. 

Description of metric: Weight as measured on a postal scale. 

If a scale costs $50 to buy, can be used for 10 years by any employee, and the weighing 
process is quick and not disruptive to operations, then the metric has a low cost. In contrast, 
if a scale costs $500 per month to rent, requires extensive employee training, and works so 
slowly that operations are disrupted, then the metric has a high cost.

Please rate the metric on the following scale. Read the description of each level and select the 
number that most closely corresponds to the metric. Mark the score on the score sheet at the 
end of this tool.

1 = high cost, 5 = low cost

The cost of developing or 
administering the metric 
is high; long or expensive 
training of administrators 
is required; obtaining data 
places severe burdens on 
staff; collecting the data is 
offensive to employees or 
customers (intrusiveness, 
complexity, etc.); 
collecting the data puts 
proprietary or personal 
information at risk; the 
TL[YPJ�JYLH[LZ�ZPNUPÄJHU[�
VYNHUPaH[PVUHS�strife or 
disruption; calculating 
the metric is very�KPMÄJ\S[�

2

The cost of developing 
or administering the 
metric is moderate; 
only basic training 
of administrators is 
required; obtaining 
data places only 
moderate burdens on 
staff; collecting the 
data creates at most 
a minimal risk of 
offending employees 
or customers or 
disrupting operations; 
calculating the metric 
YLX\PYLZ�H�ZPNUPÄJHU[�
but acceptable level of 
effort; overall, there are 
few downsides to using 
the metric.

4

The cost of 
developing or 
administering the 
metric is minimal; 
little or no training 
of administrators 
is required; staff 
can obtain the 
data quickly and 
easily; collecting 
the data does not 
offend employees 
or customers or 
disrupt operations; 
calculating the 
metric is quick and 
easy; overall, there 
are no�ZPNUPÄJHU[�
downsides to using 
the metric.

1 3 5
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Sample Applications:

Metric: The number of door alarm annunciations per month. 

Example Score: This measure could be obtained instantly through an incident management 
system; this system might have a reporting capability where reports on the frequency of 
alarms can be calculated in minutes. The installation of the incident management system 
YLX\PYLZ�HU�PUP[PHS�MLL�VM���������(�VUL�OV\Y�[YHPUPUN�PZ�Z\MÄJPLU[�[V�[YHPU�ZLJ\YP[`�WLYZVUULS�
on the system’s capabilities. As a result, this metric would receive a 4.

Metric: The number of attempted computer hacking incidents blocked per month. 

Example Score: Blocking attempts to hack the company’s computers is valuable, but 
JV\U[PUN�[OL�ISVJRLK�H[[LTW[Z�PZ�]LY`�KPMÄJ\S[�HUK�[PTL�JVUZ\TPUN��0[�YLX\PYLZ����OV\YZ�VM�
information technology staff time to determine how many attempts were stopped. The value 
of knowing exactly how many attempts were stopped is uncertain, and the cost of obtaining 
the information is high. In this instance, the costs associated with obtaining the metric are 
\UQ\Z[PÄHIS`�OPNO"�HZ�H�YLZ\S[����VY���^V\SK�IL�HU�HWWYVWYPH[L�ZLSLJ[PVU�
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Criterion 5: Timeliness 

Extent to which metric data can be gathered in a timely fashion so the results can have an 
impact. 

Illustration of the concept: 

If a person is interested in the weight of an object, a scale could be used to instantly capture 
[OPZ�TLHZ\YLTLU["�[OPZ�^V\SK�YLÅLJ[�OPNO�[PTLSPULZZ�VM�KH[H��/V^L]LY��PM�[OL�P[LT�T\Z[�IL�
shipped to another location to be weighed accurately, and there is routinely a backlog of 
items to be weighed, there would be a low timeliness of data. 

Please rate the metric on the following scale. Read the description of each level and select the 
number that most closely corresponds to the metric. Mark the score on the score sheet at the 
end of this tool.

1 =low timeliness, 5 = high timeliness 

The data for this metric 
is out-of-date by the 
time it can be gathered 
and interpreted; the data 
collection process is very 
time-consuming; the 
data is unlikely to have 
an impact (as it  
does not�YLÅLJ[�J\YYLU[�
conditions).

2

The data for this metric is 
fairly up-to-date by the 
time it can be gathered 
and interpreted; the data 
collection process is 
somewhat time-consuming; 
the data is somewhat likely 
to have an impact (as it 
somewhat YLÅLJ[Z� 
current conditions).

4

The data for this metric 
is very up-to-date 
when gathered and 
interpreted; the data 
collection process is 
not time-consuming; 
the data is very likely 
to have an impact 
(as it YLÅLJ[Z current 
conditions).

1 3 5

Sample Applications:

Metric: Laptop computer losses (theft, misplacement, etc.). 

Example Score: Reporting at one company may be slow, so that when the security manager 
SVVRZ�H[�[OL�U\TILYZ��[OL`�YLÅLJ[�SHW[VW�SVZZLZ�MYVT�ZP_�TVU[OZ�HNV��;OPZ�KH[H�^V\SK�IL�[VV�
out-of-date to draw conclusions or guide decisions regarding laptop losses. As a result, this 
metric would receive a score of 1 on this criterion.

Metric: Annual voluntary turnover of employees in a security department. 

Example Score: Human resources personnel easily calculate this metric. This measure is 
straightforward and could be quickly applied over time, by different people. It is highly 
unlikely that any calculations would be out-of-date; thus the data derived could be used for 
drawing conclusions and making decisions regarding annual voluntary turnover. As a result, 
this metric would receive a 5 on this criterion.
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Criterion 6: Manipulation 

Extent to which metric data cannot be coached, guessed, or faked by staff; extent to which 
metric has built-in data quality checks or oversight. 

Illustration of the concept: 

Construct or focus of metric: Product weight. 

Description of metric: Weight as measured with a postal scale. 

If the person weighing the product has no motivation to fake and is being video-recorded to 
ensure accuracy, this metric has a high resistance to manipulation. In contrast, if the person 
weighing has a high motivation to fake and is not being video-recorded, the metric has a 
low resistance to manipulation. 

Please rate the metric on the following scale. Read the description of each level and select the 
number that most closely corresponds to the metric. Mark the score on the score sheet at the 
end of this tool.

1 = high manipulation potential, 5 = low manipulation potential

The metric data is 
quite susceptible to 
manipulation; the persons 
providing the data likely 
have an incentive to 
manipulate it; there are 
no built-in data quality 
checks or oversight.

2

The data underlying 
this metric is mostly 
reliable, but the 
providers of the data 
could alter the data 
if they wanted; there 
is little incentive to 
manipulate the data; 
there are minimally 
acceptable built-in 
data quality checks or 
oversight.

4

The data underlying 
this metric cannot be 
tampered with; the data 
is generated by people 
with no motive for 
manipulating it; there 
are built-in data quality 
checks or oversight.

1 3 5

Sample Applications:

Metric: Number of laptop computer losses (theft, misplacement, etc.). 

Example Score: Laptop loss is hard to conceal and would have to be reported (because 
employees likely cannot work without a laptop). Data is likely to be correct. Human 
resources staff monitor reports and follow up with employees if the loss seems suspicious. 
This would receive a 4 on this scale. 
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Metric: Percentage of company employees who are the subject of current internal investigations.

Example Score: In a large, multi-site corporation, security branches are required to record the 
percentage of company employees who are the subject of current internal investigations. This 
recording is done by entry-level security professionals who monitor the internal investigation 
paperwork. Only branches that have a percentage lower than 5 percent are eligible for annual 
bonuses. In addition, the entry-level professionals are not observed while working and no 
one is responsible for double-checking their tabulations. As a result, in this setting, the metric 
might receive a 1 on this criterion.
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Strategic (Corporate) Criteria – Category 3

Criterion 7: Return on Investment 

Extent to which metric can be used to demonstrate cost savings or loss prevention in relation  
to relevant security spending. This involves expressing the following in terms of dollars or  
some other unit relevant to decision makers: the cost of the security intervention, the  
effects of the security intervention, and any unintended consequences directly related to  
the intervention.

The following is one means of calculating return on investment:
   

Illustration of the concept: 

For example, if a person counted the number of car break-ins in the company parking lot and 
could clearly determine which security expenditures led to a reduction in break-ins, the metric 
would be strong at demonstrating return on investment. If the person could not determine 
which of many security measures affected the break-in rate, or what those measures cost, the 
metric would be poor for demonstrating return on security investment. A metric should  
receive a high rating on this scale if it is capable of clearly demonstrating ROI, even if the  
ROI itself is poor. 

Please rate the metric on the following scale. Read the description of each level and select the 
number that most closely corresponds to the metric. Mark the score on the score sheet at the end 
of this tool.

1 = low ability to show return on investment (ROI), 5 = high ability to show ROI

The causal relation 
between the security 
TLHZ\YL�HUK�[OL�ILULÄ[Z�
gained is not clear; 
the cost of the security 
measure is hard to isolate; 
[OL�ILULÄ[Z�VM�[OL�ZLJ\YP[`�
measure are hard to 
calculate; the security 
action being measured has 
negative consequences 
[OH[�HYL�ZPNUPÄJHU[�I\[�not 
measureable.

2

The metric 
theoretically captures 
[OL�ILULÄ[Z�VM�H�
security action in 
relation to the costs of 
the measure; however, 
it is sometimes 
KPMÄJ\S[ to measure 
[OL�ILULÄ[Z��VY�P[�TH`�
ZVTL[PTLZ�IL�KPMÄJ\S[ 
to isolate the cost of 
the security actions.

4

The metric very clearly 
shows the relation between 
a security action, policy, 
VY�Z`Z[LT�HUK�[OL�ILULÄ[Z�
or returns it provides; both 
[OL�ILULÄ[Z�HUK�[OL�JVZ[Z�
are readily measureable, 
not vague or theoretical; 
the relation between the 
security measure and the 
ILULÄ[�NHPULK�PZ�clear and 
direct.

1 3 5
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Sample Applications:

Metric: The number of computer hacking incidents prevented each month through intrusion 
prevention software and management. 

Example Score: The software has a one-time cost of $10,000, and an information technology 
staffer must devote two hours per month to monitoring the system and viewing and counting 
ÅHNNLK�PUJPKLU[Z��/V^L]LY��PM�[OPZ�ZVM[^HYL�^HZ�UV[�PTWSLTLU[LK��H�ZLYPV\Z�JVTW\[LY�
hacking incident could cost the company $50,000 and would require 40 hours of information 
[LJOUVSVN`�Z[HMM�[PTL�[V�YLWHPY�[OL�PZZ\L��0U�[OPZ�PUZ[HUJL��[OL�ILULÄ[Z�HZZVJPH[LK�^P[O�ZVM[^HYL�
usage far outweigh the costs of the security measures (software and labor), and the metric 
is instrumental in demonstrating that return on investment. As a result, 4 or 5 would be an 
appropriate selection.

Metric: Average net cost per investigation per year (net = cost of investigation minus the value of any 
money or property recovered).

Example Score: This metric should have a high correlation with return on investment. If the 
average investigation costs $2,000 and recovers $4,000 in money or property, the return on 
investment is clear, and the metric might receive a score of 5 on this criterion. By contrast, if 
investigations cost more than they recover, but there is reason to believe losses would grow 
much larger if they were rarely investigated, the metric might receive a lower score, such 
as a 2 or 3, because the metric fails to consider a key factor (deterrence) that would affect 
ROI. In that case, the metric may still have value according to other criteria, but its ability to 
demonstrate ROI would be poor.
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Criterion 8: Organizational Relevance

Extent to which metric is linked to organizational risk management or a strategic mission, 
objective, goal, asset, threat, or vulnerability relevant to the organization—in other words, 
linked to the factors that matter most to senior management. 

Illustration of the concept: 

An organization has a goal of reducing the weight of the object it manufactures. If a scale 
is used to calculate the weight of manufactured products, this metric would be of high 
organizational relevance based on its linkage to the goal. In contrast, if a person measured 
the length of the object, the measurement would be of low organizational relevance.

Please rate the metric on the following scale. Read the description of each level and select the 
number that most closely corresponds to the metric. Mark the score on the score sheet at the 
end of this tool.

��$�SV^�VYNHUPaH[PVUHS�YLSL]HUJL����$�OPNO�VYNHUPaH[PVUHS�YLSL]HUJL

The metric is not 
linked�[V�H�ZWLJPÄJ�
VYNHUPaH[PVUHS�Z[YH[LNPJ�
mission, objective, goal, 
asset, risk, threat, or 
vulnerability; if linked, 
the linkage is weak and 
of minimal relevance to 
[OL�VYNHUPaH[PVU"�[OL�KH[H�
derived from this metric 
is of little importance to 
senior management.

2

The metric is somewhat 
linked�[V�H�ZWLJPÄJ�
VYNHUPaH[PVUHS�Z[YH[LNPJ�
mission, objective, goal, 
asset, risk, threat, or 
vulnerability; the linkage 
is moderate and of 
some relevance to the 
VYNHUPaH[PVU"�[OL�KH[H�
derived from this metric 
is of some importance to 
senior management.

4

The metric is 
explicitly linked to a 
ZWLJPÄJ�VYNHUPaH[PVUHS�
strategic mission, 
objective, goal, 
asset, risk, threat, 
or vulnerability; the 
linkage is strong and 
of high relevance to 
[OL�VYNHUPaH[PVU"�[OL�
data derived from 
this metric is of great 
importance to senior 
management.

1 3 5

Sample Application:

Metric: Number of thwarted hacking attempts against company’s cloud-based software.

Example Score: A software company supplies a cloud-based application to its customers.  
A vital goal of the company is to keep the application properly functioning and available 
to clients 99.99 percent of the time. Therefore, a metric regarding the number of denial-of-
ZLY]PJL�H[[HJRZ�[O^HY[LK�[OYV\NO�ZLJ\YP[`�LMMVY[Z�^V\SK�IL�OPNOS`�YLSL]HU[�[V�[OL�VYNHUPaH[PVU»Z�
goals and would be of great interest to senior management. As a result, the metric would 
receive a 5 on this criterion.
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Criterion 9: Communication 

Extent to which the metric, metric results, and metric value can be communicated easily, 
succinctly, and quickly to key stakeholders, especially senior management. 

Illustration of the concept: 

If a metric is clear, simple, and succinct, and takes very little time to explain to senior 
management, it has high communicative ease. By contrast, if it is complex, obscure, and 
overly involved, and it takes a long time to explain to senior management, it has low 
communicative ease.

Please rate the metric on the following scale. Read the description of each level and select the 
number that most closely corresponds to the metric. Mark the score on the score sheet at the 
end of this tool.

1 = low communicative ease, 5 = high communicative ease

The metric and purpose 
of the metric are�KPMÄJ\S[�
to explain to key 
stakeholders (i.e., C-suite 
personnel, management, 
supervisors, subordinates, 
customers); it is KPMÄJ\S[ 
to explain the value 
the metric will add to 
[OL�VYNHUPaH[PVU"�[OL�
results of the metric and 
implications of the results 
are KPMÄJ\S[ to explain.

2

The metric and purpose of 
the metric are somewhat 
easy to explain to key 
stakeholders (i.e., C-suite 
personnel, management, 
supervisors, subordinates, 
customers); it is 
somewhat easy to explain 
the value the metric will 
HKK�[V�[OL�VYNHUPaH[PVU"�
the results of the metric 
and implications of the 
results are somewhat easy 
to explain.

4

The metric and 
purpose of the metric 
are easy to explain to 
key stakeholders (i.e., 
C-suite personnel, 
management, 
supervisors, 
subordinates, 
customers); it is easy 
to explain the value 
the metric will add to 
[OL�VYNHUPaH[PVU"�[OL�
results of the metric 
and implications of 
the results are easy to 
explain. 

1 3 5

Sample Applications:

Metric:�;OL�U\TILY�VM�]PY\ZLZ�KL[LJ[LK�^LLRS`�PU�\ZLY�ÄSLZ��

Example Score: This metric and the purpose of this metric are easy to explain to key 
stakeholders. Also, the value and results of this metric are straightforward; as a measure of 
information and cyber security, this metric allows security professionals to gauge the security 
of their network and the effectiveness of their information protection systems. As a result, this 
metric would receive a 4 or 5 on this criterion.
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Metric: ;OL�U\TILY�VM�PU[LYUHS�KVJ\TLU[Z�^P[O�PTWYVWLY�ZLUZP[P]P[`�JSHZZPÄJH[PVU�THYRPUNZ�
discovered each month.

Example Score: This metric might be valuable within the security department, but when the 
\ZLY�[YPLZ�[V�L_WSHPU�P[�[V�ZLUPVY�THUHNLTLU[��OL�VY�ZOL�TPNO[�OH]L�[V�ÄYZ[�L_WSHPU�[OL�PU[LYUHS�
JSHZZPÄJH[PVU�Z`Z[LT��[OLU�[OL�THYRPUN�Y\SLZ��HUK�[OLU�[OL�WVZZPISL�PTWSPJH[PVUZ�VM�PTWYVWLY�
marking. At that point, the CEO might lose interest in the explanation; he or she may not even 
particularly care about the number of improperly marked sensitive documents. In this case, the 
metric might receive a 2.

Score Sheet

Criterion Score

1. Reliability

2. Validity

���.LULYHSPaHIPSP[`

Technical Total

4. Cost

5. Timeliness

6. Manipulation

6WLYH[PVUHS��:LJ\YP[`��;V[HS

7. Return on Security Investment

���6YNHUPaH[PVUHS�9LSL]HUJL

9. Communication

:[YH[LNPJ��*VYWVYH[L��;V[HS

TOTAL ACROSS ALL NINE CRITERIA: 
Technical + Operational + Strategic

The numbers on this score sheet, taken from the preceding pages, should provide insights into 
^OL[OLY�[OL�L]HS\H[LK�TL[YPJ�PZ�Z[YVUN�VY�^LHR�^OLU�TLHZ\YLK�HNHPUZ[�ZWLJPÄJ�JYP[LYPH�[OH[�TH[[LY��
Low scores point out areas where a metric needs improvement. After making adjustments to the 
metric, the user might wish to administer the Security MET again and see if the score rises.
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Every criterion is important. For example, a metric could receive high scores on eight of the nine 
JYP[LYPH�I\[�Z[PSS�IL�MH[HSS`�ÅH^LK�PM�P[�ZJVYLK�H���VU�JVZ[��

Scores on the Security MET criteria point out areas where a particular metric may need to be 
strengthened. The total score may suggest how close the metric is to attaining the highest possible 
score (45), but it is not likely to be useful for comparing different metrics, as the scoring would be 
KPMMLYLU[�MVY�\ZLYZ�PU�KPMMLYLU[�VYNHUPaH[PVUZ�
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Appendix B: Library of Evaluated Metrics 

;OPZ�ZLJ[PVU�WYLZLU[Z����Z\TTHYPLZ�VM�TL[YPJZ�PU�\ZL�PU�[OL�ZLJ\YP[`�ÄLSK�HZ�VM�������;OL�Z\TTHYPLZ�
^LYL�KL]LSVWLK�WYPTHYPS`�[OYV\NO�[LSLWOVUL�PU[LY]PL^Z��7HY[PJPWHU[Z�^LYL�PKLU[PÄLK�[OYV\NO�[OPZ�
project’s online survey, which asked respondents if they were currently using metrics and would 
be willing to describe their practices to a researcher. About half of the interviewees also supplied 
examples of the graphics they use to convey their metrics to senior management.

After each metric summary comes an evaluation. Each metric was scored against the Security 
Metrics Evaluation Tool (Security MET) by two members of the project’s expert panel and one 
member of the research team. The outside experts are high-level security professionals who 
currently use metrics, and the researcher was especially well-equipped to focus on each metric’s 
methodological (technical) aspects. Their scores are presented in a score sheet. The two outside 
experts reviewing each metric also supplied written comments about the metric. Those comments 
are condensed and provided below the score sheets. The scoring and written evaluations are meant 
to help readers see where they might strengthen any of these metrics if they chose to import a similar 
TL[YPJ�PU[V�[OLPY�V^U�VYNHUPaH[PVUZ�

The summaries that follow may serve as examples for security professionals considering ways to use 
metrics. Combining the summaries with scoring and expert reviews provides insights not only into 
the metrics but also into the use of the Security MET.

For privacy, names have been left out of the summaries. The interview format (used when collecting 
the information) is preserved in the summaries so that readers can compare metrics against  
particular questions.

;OL�TL[YPJZ�Z\TTHYPaLK�PU�[OPZ�ZLJ[PVU�TLHZ\YL�H�]HYPL[`�VM�PZZ\LZ�HUK�JVTL�MYVT�H�]HYPL[`�VM�
industries and locations:

Metrics Collected and Evaluated

���6MÄJL�:WHJL�<ZHNL�4L[YPJ

2. Security Activity Metric

3. Environmental Risk Metric

4. Averted External Loss Metric

5. Security Audit Metric

���6MÄJLY�7LYMVYTHUJL�4L[YPJ�7HULS

7. Security-Safety Metric

8. Security Incidents Metric

9.  Personnel Security Clearance  
Processing Metric

10. Loss Reduction/Security Cost Metric

11. Operations Downtime Reduction Metric

12. Due Diligence Metric

13. Shortage/Shrinkage Metric

14. Phone Theft Metric

15. Security Inspection Findings Metric

16. Infringing Website Compliance Metric
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Sources of Metrics

Industries Locations

Defense/Aerospace
Energy/oil
Finance/banking 
Government 
Insurance 
Manufacturing/industrial products 
Pharmaceutical 
Real estate management
Retail 
Security services 
Shipping/logistics 
Telecom 

United States
Europe 
(\Z[YHSPH�(ZPH�7HJPÄJ
Africa

The metric summaries attempt to provide the information needed to assess the metrics by using the 
Security Metrics Evaluation Tool (Appendix A). They do not capture every detail of each metric’s 
creation and application, and they are based on self-reporting rather than external audit. Not all 
[OL�TL[YPJZ�KLZJYPILK�OLYL�^V\SK�TLL[�[OL�Z[YPJ[LZ[�KLÄUP[PVU�VM�TL[YPJZ��HZ�VWWVZLK�[V�ZPTWSL�
measurements), and some may use security data for purposes other than traditional security. 
5L]LY[OLSLZZ��[OL�Z\TTHYPLZ�HYL�PU[LUKLK�[V�WYV]PKL�L_HTWSLZ�VM�HJ[\HS�TL[YPJZ�PU�\ZL�PU�[OL�ÄLSK��
with enough detail to determine how they measure up against the Security MET. 
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���3J½GI�7TEGI�9WEKI�1IXVMG�

1.  Respondent title

• CPP, PCI, PSP, Regional Security Manager

• Security Manager–Americas

����6YNHUPaH[PVU»Z�NLVNYHWOPJ�SVJH[PVU��ÄLSK�PUK\Z[Y �̀�U\TILY�VM�LTWSV`LLZ��U\TILY�VM�ZP[LZ��
HUU\HS�YL]LU\L��VY�V[OLY�TLHZ\YL�VM�ZPaL�

The metrics apply to approximately 100 sites in the Americas. Field: communications 
equipment; 72,000 employees worldwide; sales: $19 billion.

����+LZJYPW[PVU�VM�TL[YPJ��^OH[�HYL�`V\�TLHZ\YPUN��HUK�PU�NLULYHS�^O`&�

With our access control systems, we do an unusual form of attendance tracking that is very 
valuable to the corporation.

In the course of measuring many security-relevant activities and incidents, we also track 
access to our facilities by employees and contractors. We are not using this data for normal 
time and attendance or payroll purposes. Rather, we count up to one entry per person per 
day to help the corporation understand usage patterns at these facilities. That data leads to a 
percentage of site use for each person (e.g., Mr. Jones uses his desk approximately 1 workday 
V\[�VM������;OPZ�TL[YPJ�OLSWZ�[OL�JVYWVYH[PVU�KLJPKL�^OL[OLY�TVYL��SLZZ��VY�KPMMLYLU[�VMÄJL�
space is needed at a given site. 

Experience shows that claimed attendance is different from measured attendance, and site 
managers are reluctant to give up space. Having a solid metric regarding each person’s use of 
VMÄJL�ZWHJL�OLSWZ�[OL�JVYWVYH[PVU�WH`�MVY�VUS`�HZ�T\JO�ZWHJL�HZ�PZ�ULLKLK��¸/V[LSPUN�¹�[OL�
WYHJ[PJL�VM�ZOHYPUN�VMÄJL�ZWHJL��PZ�TVYL�JVZ[�LMMLJ[P]L�^OLU�NLU\PUL�\ZHNL�ÄN\YLZ�HYL�RUV^U��
-VY�L_HTWSL��PM�H�WLYZVU�ZH`Z�OL�\ZLZ�OPZ�VMÄJL�����KH`Z�H�^LLR��OL�TH`�UV[�IL�HISL�[V�ZOHYL�
the space, but if he actually uses it only 1-2 days per week, the space may be shareable. 

This metric, provided by security management, is extremely valuable to senior management. 
We track the actual savings from renegotiated contracts for space leases. The metric provides 
H�JSLHY�LJVUVTPJ�ILULÄ[��

4. �/V^�SVUN�OHZ�[OL�TL[YPJ�ILLU�\ZLK�H[�[OL�VYNHUPaH[PVU&

Approximately four years.

5. �/V^�YLSPHISL�PZ�[OL�KH[H�`V\�JVSSLJ[�MVY�[OL�TL[YPJ&�7SLHZL�L_WSHPU�

The data is very reliable. It is based on actual access to the site as measured by our access 
control systems. Moreover, people want to be counted so they take care to swipe in correctly.
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����/V^�KV�`V\�LUZ\YL�[OH[�[OL�JVUJS\ZPVUZ�`V\�KYH^�MYVT�`V\Y�TL[YPJ�HYL�]HSPK&� 
Please explain.

There is a clear correlation between the number of days a user swipes into a building and the 
number of days a person is present at the building. If a person rarely swipes into the building,  
he or she rarely uses that space.

����>V\SK�`V\Y�TL[YPJ�IL�\ZLM\S�[V�V[OLY�VYNHUPaH[PVUZ&�0U�V[OLY�^VYKZ��PZ�P[�NLULYHSPaHISL&

Yes and yes.

8. �>OH[�PZ�[OL�JVZ[�VM�KL]LSVWPUN�HUK�HKTPUPZ[LYPUN�`V\Y�TL[YPJ&�;OPZ�PUJS\KLZ�TVUL[HY`�HUK�
non-monetary costs associated with metric development and administration, as well as any 
ULNH[P]L�JVUZLX\LUJLZ�HZZVJPH[LK�^P[O�JVSSLJ[PUN�[OL�KH[H�VY�\ZPUN�[OL�TL[YPJ��MVY�L_HTWSL��
KH[H�JVSSLJ[PVU�[HRLZ�H�SV[�VM�Z[HMM�[PTL�VY�VMMLUKZ�LTWSV`LLZ��

+H[H�JVSSLJ[PVU�PZ�UV[�KPMÄJ\S[��>L�JVSSLJ[�P[�MYVT�V\Y�ZL]LYHS�HJJLZZ�JVU[YVS�Z`Z[LTZ��;OL�
number crunching takes some time. It takes one analyst a week or more of part-time work.

Not all of our sites are on the same access control system, so we use Crystal Reports, a 
business intelligence application from SAP, to consolidate data from several sources. Crystal 
Reports also helps us design and generate reports. Sometimes we create simple Excel 
spreadsheets.

9.  Can the data for your metric be collected in a timely fashion—so it is relevant for  
KLJPZPVU�THRPUN&

>L�JVSSLJ[�HUK�HUHS`aL�[OL�KH[H�TVU[OS �̀�;OL�TL[YPJ�PZ�JVSSLJ[LK�HUK�WYV]PKLK� 
WYVTW[S`·ÄUPZOLK�HIV\[�[^V�^LLRZ�WHZ[�[OL�[\YU�VM�LHJO�TVU[O·ZV�P[�JHU�IL�\ZLK�MVY�
decision-making. 

10. *V\SK�WLVWSL�MHRL�[OL�TL[YPJ�KH[H�PM�[OL`�^HU[LK�[V&�0Z�[OLYL�HU`�PUJLU[P]L�MVY�[OLT� 
[V�KV�ZV&

0[�^V\SK�IL�OHYK�[V�MHRL�[OL�KH[H��7VZZPIS`�HU�LTWSV`LL�^OV�YHYLS`�NVLZ�[V�HU�VMÄJL�JV\SK�
give his access card to a fellow employee and ask him to swipe it across the access sensor 
^OLU�[OL�ÄYZ[�LTWSV`LL�PZ�UV[�WYLZLU[��I\[�[OH[�^V\SK�YLX\PYL�JVSS\ZPVU�HUK�VUNVPUN�
execution of the con. 

11. *HU�`V\Y�TL[YPJ�IL�\ZLK�[V�KLTVUZ[YH[L�H�YL[\YU�VU�ZLJ\YP[`�PU]LZ[TLU[&

@LZ·[OL�JVYWVYH[L�ZH]PUNZ�MYVT�TVYL�LMÄJPLU[�HSSVJH[PVU�VM�VMÄJL�ZWHJL�HYL�ZPNUPÄJHU[��>L�
can show that beyond the hard-to-quantify return from our access control systems (in terms of 
risk reduction and crime prevention), the access control systems are also valuable for space 
allocation, which clearly saves money.

����0Z�[OL�TL[YPJ�HSPNULK�^P[O�`V\Y�VYNHUPaH[PVU»Z�NVHSZ��TPZZPVU��VIQLJ[P]LZ��HZZL[Z��VY�YPZRZ&�
/V^&

;OL�TL[YPJ�PZ�KPYLJ[S`�HSPNULK�^P[O�[OL�VYNHUPaH[PVU»Z�NVHS�VM�JVZ[�ZH]PUNZ�HUK�UV[�^HZ[PUN�
HZZL[Z��VMÄJL�ZWHJL��
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����Are your metric and metric results easy to explain to others—especially to  
ZLUPVY�THUHNLTLU[&

The metric is simple. If a person comes to the building only 20 percent of the time, he 
WYVIHIS`�KVLZ�UV[�ULLK�OPZ�V^U�WYP]H[L�VMÄJL�ZWHJL�[OLYL�

14. /V^�KV�`V\�\ZL�[OL�TL[YPJ&�>OH[�KVLZ�P[�KV�MVY�`V\&�+VLZ�P[�N\PKL�`V\Y�ZLJ\YP[`� 
KLJPZPVU�THRPUN&

:WLJPÄJHSS �̀�PM�V\Y�YLWVY[Z�ZOV^�[OH[�H�WHY[PJ\SHY�LTWSV`LL�PZ�\ZPUN�OPZ�VY�OLY�VMÄJL�ZWHJL�
less than 40 percent of the time, the real estate division initiates a discussion with site 
management regarding space savings. Generally, the real estate division bases its decision on 
a six-month span of data (to distinguish an unusual period of absence from a genuine trend). 

Interestingly, because employees and contractors want their attendance to be counted 
(for space allocation purposes), they tend to avoid piggybacking; they all want to swipe 
their cards at the reader. Thus, this metric has the effect of increasing compliance with an 
important security practice—badging in and out.

15. *HU�`V\�ZOHYL�ZWLJPÄJZ·MVY�L_HTWSL��ZWLJPÄJ�TLHZ\YLTLU[Z�V]LY�[PTL��ZWLJPÄJ� 
security changes you made in response to the metric, and whether those changes  
OHK�[OL�KLZPYLK�LMMLJ[&

;OL�JVTWHU`�YV\[PULS`�THRLZ�VMÄJL�HSSVJH[PVU�KLJPZPVUZ�IHZLK�VU�[OPZ�TL[YPJ��JSLHYS`� 
saving money.
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Scoring and Comments from Reviewers

Based on the Security Metrics Evaluation Tool (Security MET)

Metric 1 Researcher Expert 1 ,_WLY[��

Criterion Score Score Score Average

1. Reliability 5 4 3 4.00

2. Validity 5 4 1 3.33

���.LULYHSPaHIPSP[` 3 3 5 3.67

Technical Total �� 11 9 11.00

4. Cost 3 3 3 3.00

5. Timeliness 5 3 5 4.33

6. Manipulation 4 3 3 3.33

6WLYH[PVUHS��:LJ\YP[`��;V[HS �� 9 11 �����

7. Return on Security Investment 5 5 1 3.67

���6YNHUPaH[PVUHS�9LSL]HUJL 5 5 1 3.67

9. Communication 5 3 5 4.33

:[YH[LNPJ��*VYWVYH[L��;V[HS 15 �� � �����

TOTAL ACROSS CRITERIA 40 �� �� �����

Expert comments: ;OPZ�PZ�HU�L_JLSSLU[�TL[YPJ�[OH[�WYV]PKLZ�X\HU[PÄHISL��HJ[PVUHISL�ZWHJL�\[PSPaH[PVU�
data that directly impacts the overhead expenses in managing a business. The data also supports the 
return on investment associated with automated facility access control systems. The user will need to 
communicate the metric carefully so as not to offend line employees; also, managers might feel the 
metric undermines their authority. 
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2. Security Activity Metric 

1.  Respondent title

• CPP, PCI, PSP, Regional Security Manager

• Security Manager–Americas

����6YNHUPaH[PVU»Z�SVJH[PVU��ÄLSK�PUK\Z[Y �̀�U\TILY�VM�LTWSV`LLZ��U\TILY�VM�ZP[LZ��HUU\HS�
YL]LU\L��VY�V[OLY�TLHZ\YL�VM�ZPaL�

The metrics apply to approximately 100 sites in the Americas. Field: communications 
equipment; 72,000 employees worldwide; sales: $19 billion.

����+LZJYPW[PVU�VM�TL[YPJ��^OH[�HYL�`V\�TLHZ\YPUN��HUK�PU�NLULYHS�^O`&�

We use a panel of measurements to create a broad security activity metric. We measure such 
items as:

• visitors: preregistered and other

• alarm responses

• door openings

• material bearer passes

• security incidents

• other events

• ZL]LYHS�V[OLY�VMÄJLY�ZLJ\YP[`�HJ[P]P[PLZ

7\YWVZL!�[V�HKQ\Z[�ZLJ\YP[`�YLZV\YJL�L_WLUKP[\YLZ��LZWLJPHSS`�ZLJ\YP[`�VMÄJLY�Z[HMÄUN�HUK�
security equipment/automation) up or down as needed, based on objective measurements.

4. �/V^�SVUN�OHZ�[OL�TL[YPJ�ILLU�\ZLK�H[�[OL�VYNHUPaH[PVU&

At least four years.

5. �/V^�YLSPHISL�PZ�[OL�KH[H�`V\�JVSSLJ[�MVY�[OL�TL[YPJ&�7SLHZL�L_WSHPU�

Much of the data is collected automatically. We have no reason to think the numbers  
are wrong.

����/V^�KV�`V\�LUZ\YL�[OH[�[OL�JVUJS\ZPVUZ�`V\�KYH^�MYVT�`V\Y�TL[YPJ�HYL�]HSPK&� 
Please explain.

;OL�KH[H�ZLLTZ�JSVZLS`�YLSH[LK�[V�OV^�I\Z`�[OL�ZP[LZ�HUK�ZLJ\YP[`�VMÄJLYZ�HYL�HUK�OLUJL�OV^�
THU`�VMÄJLYZ�HYL�ULLKLK��
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����>V\SK�`V\Y�TL[YPJ�IL�\ZLM\S�[V�V[OLY�VYNHUPaH[PVUZ&�0U�V[OLY�^VYKZ��PZ�P[�NLULYHSPaHISL&

;OL�JVUJLW[�PZ�NLULYHSPaHISL·ZLJ\YP[`�Z[HMÄUN�HUK�[LJOUVSVN`�ULLKZ�HYL�YLSH[LK�[V�[OL�SL]LS�
of activity at a site. However, we have not created an objective number or ratio that connects 
[OL�SL]LS�VM�HJ[P]P[`�[V�[OL�U\TILY�VM�VMÄJLYZ�ULLKLK�H[�H�ZP[L��(UV[OLY�VYNHUPaH[PVU�JV\SK�\ZL�
our method but might interpret the results differently.

8. �>OH[�PZ�[OL�JVZ[�VM�KL]LSVWPUN�HUK�HKTPUPZ[LYPUN�`V\Y�TL[YPJ&�;OPZ�PUJS\KLZ�TVUL[HY`�HUK�
non-monetary costs associated with metric development and administration, as well as any 
ULNH[P]L�JVUZLX\LUJLZ�HZZVJPH[LK�^P[O�JVSSLJ[PUN�[OL�KH[H�VY�\ZPUN�[OL�TL[YPJ��MVY�L_HTWSL��
KH[H�JVSSLJ[PVU�[HRLZ�H�SV[�VM�Z[HMM�[PTL�VY�VMMLUKZ�LTWSV`LLZ��

Most of the data is easy to collect. Access data (regarding employees, visitors, customers, 
HUK�V[OLYZ��PZ�NLULYH[LK�I`�V\Y�LSLJ[YVUPJ�HJJLZZ�JVU[YVS�Z`Z[LTZ��:LJ\YP[`�VMÄJLY�HJ[P]P[`�
data is already being tracked. Some data comes to us automatically, while other data must 
IL�WYV]PKLK�I`�ZP[L�THUHNLYZ��6]LYHSS��P[�PZ�UV[�WHY[PJ\SHYS`�[PTL�JVUZ\TPUN��KPMÄJ\S[��VY�
obnoxious to collect the data we need.

9.  Can the data for your metric be collected in a timely fashion—so it is relevant for  
KLJPZPVU�THRPUN&

Yes, we get the data quickly.

10. *V\SK�WLVWSL�MHRL�[OL�TL[YPJ�KH[H�PM�[OL`�^HU[LK�[V&�0Z�[OLYL�HU`�PUJLU[P]L�MVY�[OLT� 
[V�KV�ZV&

It is possible to fake some of the data, but doing so would take work, and the incentive to 
fake it is not great.

11. *HU�`V\Y�TL[YPJ�IL�\ZLK�[V�KLTVUZ[YH[L�H�YL[\YU�VU�ZLJ\YP[`�PU]LZ[TLU[&

It is common for us to determine, through the metric, that because little activity takes place 
H[�H�ZP[L��^L�JHU�YLK\JL�VY�LSPTPUH[L�\UPMVYTLK�ZLJ\YP[`�VMÄJLYZ�[OLYL��;OH[�PZ�H�X\HU[PÄHISL�
return on investment.

����0Z�[OL�TL[YPJ�HSPNULK�^P[O�`V\Y�VYNHUPaH[PVU»Z�NVHSZ��TPZZPVU��VIQLJ[P]LZ��HZZL[Z��VY�YPZRZ&�
/V^&

;OL�TL[YPJ�PZ�HSPNULK�^P[O�[OL�VYNHUPaH[PVU»Z�NLULYHS�NVHSZ�VM�YLK\JPUN�YPZR��[OYV\NO�ZLJ\YP[`��
and controlling costs.

����Are your metric and metric results easy to explain to others—especially to  
ZLUPVY�THUHNLTLU[&

Yes. We use our metric to support requests for security expenditures. We present the metric to 
ZLUPVY�THUHNLTLU[�PU�ZLJ\YP[`�HUK�HSS�[OL�^H`�\W�[V�[OL�JOPLM�VWLYH[PUN�VMÄJLY�
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14. /V^�KV�`V\�\ZL�[OL�TL[YPJ&�>OH[�KVLZ�P[�KV�MVY�`V\&�+VLZ�P[�N\PKL�`V\Y�ZLJ\YP[`� 
KLJPZPVU�THRPUN&

The metric enables us to deploy the right level of security measures for a site. We adjust 
Z[HMÄUN��H\[VTH[PVU��HUK�LX\PWTLU[�IHZLK�VU�H�NLU\PUL�RUV^SLKNL�VM�^OH[�PZ�OHWWLUPUN�H[�
each site. That way, we avoid overdoing security (wasting money) and underdoing security 
(leaving sites  
at risk).

15. *HU�`V\�ZOHYL�ZWLJPÄJZ·MVY�L_HTWSL��ZWLJPÄJ�TLHZ\YLTLU[Z�V]LY�[PTL��ZWLJPÄJ� 
security changes you made in response to the metric, and whether those changes had  
[OL�KLZPYLK�LMMLJ[&

Basically, we have adjusted security expenditures up or down as needed. It seems to  
be working.
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Scoring and Comments from Reviewers

Based on the Security Metrics Evaluation Tool (Security MET)

4L[YPJ�� Researcher Expert 1 ,_WLY[��

Criterion Score Score Score Average

1. Reliability 5 4 4 4.33

2. Validity 4 3 4 3.67

���.LULYHSPaHIPSP[` 3 4 3 3.33

Technical Total �� 11 11 �����

4. Cost 4 4 3 3.67

5. Timeliness 4 4 5 4.33

6. Manipulation 3 3 3 3.00

6WLYH[PVUHS��:LJ\YP[`��;V[HS 11 11 11 11.00

7. Return on Security Investment 4 2 5 3.67

���6YNHUPaH[PVUHS�9LSL]HUJL 5 3 5 4.33

9. Communication 5 4 5 4.67

:[YH[LNPJ��*VYWVYH[L��;V[HS 14 9 15 �����

TOTAL ACROSS CRITERIA �� �� �� �����

Expert comments: ;OPZ�VYNHUPaH[PVU�OHZ�HJOPL]LK�HU�LMÄJPLU[�HUK�LMMLJ[P]L�TL[OVK�VM�JHW[\YPUN� 
relevant data and quantifying necessary security resources based on that data. The data sources 
IHZLK�VU�H\[VTH[LK�Z`Z[LTZ�HUK�WYVJLZZLZ�HYL�OPNOS`�YLSPHISL�HUK�]LYPÄHISL��^OPSL�ZVTL�V[OLY�KH[H�
sources in the metric are more subjective. The metric is easy to explain to senior management, yet 
its ROI claims focus on reducing security costs and may not be able to make the case for greater 
security investment when necessary.
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3. Environmental Risk Metric

1.  Respondent title

Assistant Vice President, Corporate Security

����6YNHUPaH[PVU»Z�SVJH[PVU��ÄLSK�PUK\Z[Y �̀�U\TILY�VM�LTWSV`LLZ��U\TILY�VM�ZP[LZ��HUU\HS�
YL]LU\L��VY�V[OLY�TLHZ\YL�VM�ZPaL�

Insurance company in Midwest U.S.; revenue approximately $18 billion; hundreds of owned 
and leased facilities throughout the United States.

����+LZJYPW[PVU�VM�TL[YPJ��^OH[�HYL�`V\�TLHZ\YPUN��HUK�PU�NLULYHS�^O`&�

This metric is designed to serve the risk management needs of the corporation. We [corporate 
security] have not named the metric, but it could be called an environmental risk metric. 

Our company owns or leases hundreds of facilities across the United States. They include 
VMÄJLZ��KH[H�JLU[LYZ��YL[HPS�Z[VYLMYVU[Z��HUK�JSHPT�JLU[LYZ��6U�H�YLN\SHY�IHZPZ��JVYWVYH[L�
security collects a suite of data, assigns weights to various factors, and develops a numeric 
score that places each facility into a low, medium, or high category of risk. For each risk 
JH[LNVY �̀�^YP[[LU�WVSPJ`�ZWLJPÄLZ�H�JVSSLJ[PVU�VM�ZLJ\YP[`�TLHZ\YLZ�[OH[�ZOV\SK�IL�PU�WSHJL�H[�
the site. Exceptions can be granted, but the systematic approach results in uniformity and in 
LMÄJPLUJ`�PU�KLJPZPVU�THRPUN�HUK�ZLJ\YP[`�Z`Z[LTZ�JVU[YHJ[PUN��4VZ[�PTWVY[HU[��[OL�TL[YPJZ�
based approach helps senior management understand the level of risk in site selection and 
make informed decisions on risk management. In addition, over time, the metrics have 
steered the corporation toward having a smaller percentage of its locations in high-risk sites.

The formula for our ongoing risk assessment metric is as follows:

CAP Index Score (local risk analysis) [CAP Index is a commercial provider of crime risk 
forecasting. CAP stands for Crimes Against Persons and Crimes Against Property.]

The average national crime rating score through CAP is 100. CAP is valued as follows:

1 – CAP score of 100 or lower.

2 – CAP score of 101 to 200.

3 – CAP score of 201 to 300.

4 – CAP score of 301 to 400.

5 – CAP score of 401 to 500.

6 – CAP score of 501 to 600.

3VJH[PVUZ�^P[O�H�ZJVYL�VM�����VY�TVYL�^PSS�UV[�IL�JVUZPKLYLK�HZ�H�SVJH[PVU�MVY�HU�VMÄJL��
0UK\Z[Y`�ILUJOTHYR�PUKPJH[LZ�[OH[�VUS`����VM�ÄUHUJPHS�ZLY]PJLZ�VMÄJLZ�HYL�SVJH[LK�PU�HYLHZ�
with a score of 600 or more
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Type of environment:

1 – Non-critical: storage, empty space, surplus equipment. Locations that, if rendered 
inoperable, would have little or no negative impact on business processes. 

��¶�:LUZP[P]L!�HKTPUPZ[YH[P]L��JSHPTZ��[YPHS�VMÄJL��ZHSLZ�VMÄJL�VY�V[OLY�W\ISPJ�JVU[HJ[��3VJH[PVUZ�
that, if rendered inoperable, could have their work transferred to another location with little 
impact to the business.

5 – Mission critical: IT/data center, call center, headquarters. Locations that, if rendered 
inoperable, would negatively impact the business for an extended period. 

Sensitivity of the asset:

1 – Low: Nothing of irreplaceable value including non-identifying records, furniture, low 
]HS\L�LX\PWTLU[��WLYPZOHISL�Z\WWSPLZ��Z\YWS\Z�HZZL[Z��-HJPSP[`�TH`�UV[�IL�PKLU[PÄLK�IYHUKLK�
as a corporate asset.

3 – Medium: Valuable equipment, associates, personally identifying records. Facility is 
branded as a corporate asset. 

5 - High: Critical information/data, leadership associates, board members, cash/cash 
LX\P]HSLU[Z��HUK�JYP[PJHS�PUMYHZ[Y\J[\YL��-HJPSP[`�PZ�PKLU[PÄLK�HZ�HU�PU[LNYHS�WHY[�VM�[OL�
corporation, branded and well known in the community.

Occupancy type:

1 – Unoccupied space

2 – Mixed tenant space 

3 – Sole tenant 

;OL�YPZR�SL]LSZ�HYL�KLÄULK�I`�[OL�MVSSV^PUN�[V[HS�ZJVYLZ�MYVT�[OL�]HS\LZ�HIV]L!

Low-risk location = 4 to 9 points

Medium-risk location = 10 to 15 points

High-risk location = 16 to 19 points

*VYWVYH[L�WVSPJ`�KLÄULZ�[OL�ZLJ\YP[`�TLHZ\YLZ�YLX\PYLK�H[�LHJO�SL]LS�VM�YPZR�

4. �/V^�SVUN�OHZ�[OL�TL[YPJ�ILLU�\ZLK�H[�[OL�VYNHUPaH[PVU&

12 years.

5. �/V^�YLSPHISL�PZ�[OL�KH[H�`V\�JVSSLJ[�MVY�[OL�TL[YPJ&�7SLHZL�L_WSHPU�

4VZ[�VM�[OL�KH[H�PZ�VIQLJ[P]L��;OL�*(7�0UKL_�ZJVYL�JVTLZ�MYVT�HU�V\[ZPKL�ZV\YJL��+LÄUPUN�
the use of the site (storage, data center, etc.) is fairly straightforward. Site sensitivity depends 
on contents, which are listed in the policy. Occupancy type is straightforward. The data  
seems reliable. 
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����/V^�KV�`V\�LUZ\YL�[OH[�[OL�JVUJS\ZPVUZ�`V\�KYH^�MYVT�`V\Y�TL[YPJ�HYL�]HSPK&� 
Please explain.

Every quarter I present our conclusions to the corporate risk committee. We compare our 
loss and incident history to our policy. We follow the numbers over time. We are then able to 
compare our plan, and the site ratings, to reality.

����>V\SK�`V\Y�TL[YPJ�IL�\ZLM\S�[V�V[OLY�VYNHUPaH[PVUZ&�0U�V[OLY�^VYKZ��PZ�P[�NLULYHSPaHISL&

0�ILSPL]L�ZV��^P[O�J\Z[VTPaH[PVU�

8. �>OH[�PZ�[OL�JVZ[�VM�KL]LSVWPUN�HUK�HKTPUPZ[LYPUN�`V\Y�TL[YPJ&�;OPZ�PUJS\KLZ�TVUL[HY`�HUK�
non-monetary costs associated with metric development and administration, as well as any 
ULNH[P]L�JVUZLX\LUJLZ�HZZVJPH[LK�^P[O�JVSSLJ[PUN�[OL�KH[H�VY�\ZPUN�[OL�TL[YPJ��MVY�L_HTWSL��
KH[H�JVSSLJ[PVU�[HRLZ�H�SV[�VM�Z[HMM�[PTL�VY�VMMLUKZ�LTWSV`LLZ��

In terms of non-monetary costs, the metric seems clean—no negative consequences. We pay 
$130 for a CAP Index score, per location. The initial design of our data collection system for 
[OPZ�TL[YPJ�YLX\PYLK�H�ZPNUPÄJHU[�HTV\U[�VM�HKTPUPZ[YH[P]L�[PTL��;OLYL�PZ�HSZV�[OL�VUNVPUN�
monitoring of incidents. However, the ongoing cost is minimal.

9.  Can the data for your metric be collected in a timely fashion—so it is relevant for  
KLJPZPVU�THRPUN&

Yes, it is timely. Much of the process is automated. We use a Lotus Notes database to compile 
the data. The data comes in constantly.

10. *V\SK�WLVWSL�MHRL�[OL�TL[YPJ�KH[H�PM�[OL`�^HU[LK�[V&�0Z�[OLYL�HU`�PUJLU[P]L�MVY�[OLT�[V�KV�
ZV&

7LVWSL�JV\SK�JVUJLP]HIS`�MHRL�[OL�KH[H��I\[�[OH[�^V\SK�TLHU�S`PUN�HIV\[�]LYPÄHISL�MHJ[Z·H�
fairly serious move. We feel the data is good.

11. *HU�`V\Y�TL[YPJ�IL�\ZLK�[V�KLTVUZ[YH[L�H�YL[\YU�VU�ZLJ\YP[`�PU]LZ[TLU[&

@LZ��PU�[^V�^H`Z��-PYZ[��[OYV\NO�[OL�Z[HUKHYKPaH[PVU�[OH[�[OL�WVSPJ`�JHSSZ�MVY��^L�JHU�ZWLUK�
right, obtaining long-term national contracts at good prices (e.g., alarm monitoring). Second, 
in our company’s associate engagement survey, employees have responded that they feel safe 
in our facilities, and that they can work better when they feel safe. Thus, our metric, which 
increases site safety, also improves employee morale and productivity as is measured by 
survey.
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����0Z�[OL�TL[YPJ�HSPNULK�^P[O�`V\Y�VYNHUPaH[PVU»Z�NVHSZ��TPZZPVU��VIQLJ[P]LZ��HZZL[Z��VY�YPZRZ&�
/V^&

6UL�VM�T`�NVHSZ�PZ�[V�OLSW�[OL�VYNHUPaH[PVU�KLJPKL�VU�P[Z�ZLJ\YP[`�YPZR�HWWL[P[L��0�[Y`�[V�NL[�
senior leadership to pay attention and help decide how much risk to accept.

We had guidelines before. Now we have policy.

>L»YL�HU�PUZ\YHUJL�JVTWHU �̀�>L�SPRL�[V�RLLW�WLVWSL�ZHML�HUK�TPUPTPaL�SVZZ��;OPZ�TL[YPJ� 
puts our security work into a language—risk—that senior management can understand.

����Are your metric and metric results easy to explain to others—especially to  
ZLUPVY�THUHNLTLU[&

I create a PowerPoint with graphs and tables (included below). It is easy for senior  
management to understand.

14. /V^�KV�`V\�\ZL�[OL�TL[YPJ&�>OH[�KVLZ�P[�KV�MVY�`V\&�+VLZ�P[�N\PKL�`V\Y�ZLJ\YP[`� 
KLJPZPVU�THRPUN&

The metric helps senior management place facility site risk in perspective. Over time, it 
steers our site selection toward safer areas. The metric also gives us uniformity in specifying 
site security measures, provides economies of scale in contracting, and measurably adds to 
employee feelings of safety at work.

15. *HU�`V\�ZOHYL�ZWLJPÄJZ·MVY�L_HTWSL��ZWLJPÄJ�TLHZ\YLTLU[Z�V]LY�[PTL��ZWLJPÄJ� 
security changes you made in response to the metric, and whether those changes had the 
KLZPYLK�LMMLJ[&

Since we instituted the metric, security measures at headquarters have been accompanied by 
a roughly 50 percent decline in security incidents there.
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Enterprise Physical Security Risk Dashboard

The following is an example of a graphic we would present to senior management:
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Scoring and Comments from Reviewers

Based on the Security Metrics Evaluation Tool (Security MET)

4L[YPJ�� Researcher Expert 1 ,_WLY[�� ,_WLY[��

Criterion Score Score Score Score Average

1. Reliability 4 3 4 5 4.00

2. Validity 4 3 4 5 4.00

���.LULYHSPaHIPSP[` 3 4 4 5 4.00

Technical Total 11 10 �� 15 �����

4. Cost 3 5 5 3 4.00

5. Timeliness 5 5 5 5 5.00

6. Manipulation 4 4 4 5 4.25

6WLYH[PVUHS��:LJ\YP[`��;V[HS �� 14 14 �� �����

7. Return on Security Investment 5 2 3 5 3.75

���6YNHUPaH[PVUHS�9LSL]HUJL 5 5 5 5 5.00

9. Communication 5 4 4 5 4.50

:[YH[LNPJ��*VYWVYH[L��;V[HS 15 11 �� 15 �����

TOTAL ACROSS CRITERIA �� �� �� �� �����

Expert comments:

This is a useful tool for determining the risk associated with various sites and determining what 
security controls should be in place at each location. Ongoing review of CAP scores provides 
JVU[PU\V\Z�L]HS\H[PVU��0[�TPNO[�IL�ILULÄJPHS�[V�HKK�V[OLY�KH[H�ZV\YJLZ�[V�[OL�TL[YPJ��HZ�^LSS��;OL�
TL[YPJ�PZ�Z[YHPNO[MVY^HYK��LHZ`�[V�THPU[HPU��HUK�MHPYS`�LHZ`�[V�\UKLYZ[HUK��;`PUN�P[�[V�VYNHUPaH[PVUHS�
policy increases the likelihood of consistent implementation of security measures. 
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4. Averted External Loss Metric

1.  Respondent title

CPP, Director of Corporate Security

����6YNHUPaH[PVU»Z�SVJH[PVU��ÄLSK�PUK\Z[Y �̀�U\TILY�VM�LTWSV`LLZ��U\TILY�VM�ZP[LZ��HUU\HS�
YL]LU\L��VY�V[OLY�TLHZ\YL�VM�ZPaL�

U.S. Midwest, distributor of products for use in business facilities (business-to-business sales), 
$9.3 billion annual revenue, 21,000 employees

����+LZJYPW[PVU�VM�TL[YPJ��^OH[�HYL�`V\�TLHZ\YPUN��HUK�PU�NLULYHS�^O`&�

We measure averted losses from fraudulent orders. We quantify the losses prevented via 
security intervention. 

In our business, the biggest loss risk is external. We track external risks in three categories:

• fraud through new or existing accounts (accounts that other businesses—our customers—
have established for purchasing products from us)

• fraud through e-commerce (that is, via our website)

• fraudulent orders placed with credit cards

We examine all three categories of risk for fraud losses. We present our impact in terms of 
H]LY[LK�SVZZLZ·[OH[�PZ��PKLU[PÄLK�OPNO�YPZR�VYKLYZ�[OH[�^LYL�L_HTPULK��MV\UK�[V�IL�SPRLS`�
fraudulent, and subsequently stopped. Orders may be stopped before shipping or even while 
in transit.

4. �/V^�SVUN�OHZ�[OL�TL[YPJ�ILLU�\ZLK�H[�[OL�VYNHUPaH[PVU&

(WWYV_PTH[LS`�Ä]L�`LHYZ�

5. �/V^�YLSPHISL�PZ�[OL�KH[H�`V\�JVSSLJ[�MVY�[OL�TL[YPJ&�7SLHZL�L_WSHPU�

We use a service called Accertify, a subsidiary of Amex. It is a rule-based risk scoring 
application. It assesses orders for purchase, highlighting higher-risk orders so that we can 
focus our prevention efforts effectively. It is straightforward and reliable, and it provides 
automated data.

Chargeback data, which helps us estimate averted losses, comes directly from our bank.

����/V^�KV�`V\�LUZ\YL�[OH[�[OL�JVUJS\ZPVUZ�`V\�KYH^�MYVT�`V\Y�TL[YPJ�HYL�]HSPK&� 
Please explain.

We derive our metric—averted losses—from objective, third-party sources, via an automated 
process. Our security efforts to address high-risk orders result directly and measurably in 
averted losses.
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����>V\SK�`V\Y�TL[YPJ�IL�\ZLM\S�[V�V[OLY�VYNHUPaH[PVUZ&�0U�V[OLY�^VYKZ��PZ�P[�NLULYHSPaHISL&

This metric especially applies to companies engaged in business-to-business transactions. 
However, elements of it would apply to any company that engages in Internet sales.

8. �>OH[�PZ�[OL�JVZ[�VM�KL]LSVWPUN�HUK�HKTPUPZ[LYPUN�`V\Y�TL[YPJ&�;OPZ�PUJS\KLZ�TVUL[HY`�HUK�
non-monetary costs associated with metric development and administration, as well as any 
ULNH[P]L�JVUZLX\LUJLZ�HZZVJPH[LK�^P[O�JVSSLJ[PUN�[OL�KH[H�VY�\ZPUN�[OL�TL[YPJ��MVY�L_HTWSL��
KH[H�JVSSLJ[PVU�[HRLZ�H�SV[�VM�Z[HMM�[PTL�VY�VMMLUKZ�LTWSV`LLZ��

Costs include the following:

• Purchase of fraud-detection software, plus a cost per transaction

• ;PTL�ZWLU[�I`�MYH\K�HUHS`Z[Z�PU�V\Y�ÄUHUJPHS�ZLY]PJLZ�VYNHUPaH[PVU

• Time spent by security staff

Over time, the process becomes more automated, and staff time requirements diminish.

9.  Can the data for your metric be collected in a timely fashion—so it is relevant for 
KLJPZPVU�THRPUN&

We receive ongoing, real-time data from the fraud-detection software. We produce monthly 
totals and year-to-year comparisons.

10. *V\SK�WLVWSL�MHRL�[OL�TL[YPJ�KH[H�PM�[OL`�^HU[LK�[V&�0Z�[OLYL�HU`�PUJLU[P]L�MVY�[OLT� 
[V�KV�ZV&

No. The data is system-generated.

11. *HU�`V\Y�TL[YPJ�IL�\ZLK�[V�KLTVUZ[YH[L�H�YL[\YU�VU�ZLJ\YP[`�PU]LZ[TLU[&

@LZ��(]LY[LK�SVZZLZ�YLWYLZLU[�H�X\HU[P[H[P]L�ILULÄ[�L_WYLZZLK�PU�TVUL[HY`�[LYTZ��HUK�[OH[�
ILULÄ[�PZ�JSVZLS`�[PLK�[V�V\Y�LMMVY[Z�[V�PKLU[PM`�HUK�WYL]LU[�MYH\K\SLU[�VYKLYZ�

����0Z�[OL�TL[YPJ�HSPNULK�^P[O�`V\Y�VYNHUPaH[PVU»Z�NVHSZ��TPZZPVU��VIQLJ[P]LZ��HZZL[Z��VY�YPZRZ&�
/V^&

Yes. This metric helps senior management properly estimate the risk associated with various 
ways of conducting business. For example, our ongoing metric regarding losses averted 
from several types of fraud (accounts, e-commerce, and credit card fraud) helps senior 
management develop corporate strategy, in particular by helping to quantify the risks 
associated with e-commerce.

����Are your metric and metric results easy to explain to others—especially to senior 
THUHNLTLU[&

>L�JVTT\UPJH[L�[OPZ�TL[YPJ�[V�[OL�ÄLSK��IYHUJOLZ�VM�V\Y�JVTWHU`���[OL�*�Z\P[L��[OL�H\KP[�
committee, and the board of directors. 
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We report averted losses to a wide audience via our monthly security report. Quarterly, we 
report averted losses to the audit committee. That report has high visibility and high impact.

14. /V^�KV�`V\�\ZL�[OL�TL[YPJ&�>OH[�KVLZ�P[�KV�MVY�`V\&�+VLZ�P[�N\PKL�`V\Y�ZLJ\YP[`� 
KLJPZPVU�THRPUN&

Metric data directly guides the security department’s investigative efforts. The metric itself—
losses averted in various categories of business—helps senior management assess risk and 
develop corporate strategy.

15. *HU�`V\�ZOHYL�ZWLJPÄJZ·MVY�L_HTWSL��ZWLJPÄJ�TLHZ\YLTLU[Z�V]LY�[PTL��ZWLJPÄJ� 
security changes you made in response to the metric, and whether those changes had the 
KLZPYLK�LMMLJ[&

In the following graphic, the chart at lower left shows our substantial increase in averted 
losses over time, leading to savings in the millions of dollars.
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Scoring and Comments from Reviewers

Based on the Security Metrics Evaluation Tool (Security MET)

Metric 4 Researcher Expert 1 ,_WLY[��

Criterion Score Score Score Average

1. Reliability 5 4 5 4.67

2. Validity 5 3 3 3.67

���.LULYHSPaHIPSP[` 3 1 5 3.00

Technical Total �� 8 �� �����

4. Cost 2 3 5 3.33

5. Timeliness 5 4 5 4.67

6. Manipulation 5 3 5 4.33

6WLYH[PVUHS��:LJ\YP[`��;V[HS �� 10 15 �����

7. Return on Security Investment 5 4 3 4.00

���6YNHUPaH[PVUHS�9LSL]HUJL 5 5 5 5.00

9. Communication 5 5 5 5.00

:[YH[LNPJ��*VYWVYH[L��;V[HS 15 14 �� 14.00

TOTAL ACROSS CRITERIA 40 �� 41 �����

Expert comments: Averted loss is a solid metric that is useful for businesses in detecting and 
TPUPTPaPUN�[YHUZHJ[PVUHS�MYH\K��>OPSL�P[�HSSV^Z�[OL�ZLJ\YP[`�Z[HMM�[V�IL�WYVHJ[P]L��P[�ULLKZ�[V�IL�
carefully managed to ensure a high level of correlation between the indicators and actual fraud. 
Stopping or questioning orders in progress can have a very negative impact on customer satisfaction 
and loyalty if the fraud indicators are not accurate or the system produces too many false positives.
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5. Security Audit Metric 

1.  Respondent title

• Business Process Manager, Global Security Services

• Security System Data Analyst

����6YNHUPaH[PVU»Z�SVJH[PVU��ÄLSK�PUK\Z[Y �̀�U\TILY�VM�LTWSV`LLZ��U\TILY�VM�ZP[LZ��HUU\HS�
YL]LU\L��VY�V[OLY�TLHZ\YL�VM�ZPaL�

Nationwide, defense/electronics/engineering, 68,000 employees, $24 billion in sales

����+LZJYPW[PVU�VM�TL[YPJ��^OH[�HYL�`V\�TLHZ\YPUN��HUK�PU�NLULYHS�^O`&�

This is a panel of measurements—primarily measures of compliance with customer policies 
regarding information assets and containers. The measurements are based on our internal 
ZLJ\YP[`�H\KP[Z��,_HTWSLZ�VM�KLÄJPLUJPLZ�JV\U[LK�HYL�PUMVYTH[PVU�JVU[HPULYZ�SLM[�VWLU�^OLU�
they should be locked and noncompliance with password protocols. We gather this metric to 
WYLZLY]L�V\Y�I\ZPULZZ��HZ�L_JLZZP]L�KLÄJPLUJPLZ�KPZJV]LYLK�K\YPUN�VMÄJPHS��NV]LYUTLU[��H\KP[Z�
would cause us to lose customers.

Here is the philosophy behind our metric:

In a nutshell, you can pay for failure (security breaches) or you can pay for prevention. The 
potential failure cost here is huge. We replace failure cost with process/prevention costs, 
which are both lower and more predictable (and hence more budgetable). 

We base our approach on the “cost of poor quality” concept as described in Juran’s  
Quality Handbook. One can substitute “security” for “quality” throughout. Key concepts that 
we follow:

• External failure costs.�0U�ZLJ\YP[`�[LYTZ��[OPZ�JV\SK�IL�KH[H�ZWPSSZ��JSHZZPÄLK�KH[H�VY�KLZPNU�
information getting into enemies’ hands, etc. The costs in this category could be immense, 
and you can’t plan or budget for them. 

• Internal failure costs. In security terms, these are the costs of cumbersome self-
PUZWLJ[PVUZ"�V[OLY�PULMÄJPLU[�WYVJLZZLZ"�IHK�+LMLUZL�:LJ\YP[`�:LY]PJL�]\SULYHIPSP[`�
HZZLZZTLU[�ZJVYLZ"�SV[Z�VM�YL^VYR�VM�TPZTHYRLK�KVJ\TLU[Z"�VY�Ä_PUN�VM�PUJVYYLJ[�ZL[[PUNZ�
VU�H�JSHZZPÄLK�PUMVYTH[PVU�Z`Z[LT��:VTL�VM�[OL�PULMÄJPLUJ`�JV\SK�YLZ\S[�PU�SH[L�ZOPWTLU[Z��
^OPJO�JV\SK�IL�JSHZZPÄLK�HZ�HU�L_[LYUHS�MHPS\YL�JVZ[��;OPZ�JH[LNVY`�JV\SK�Z[PSS�PU]VS]L�SV[Z�
of cost, but it should be more predictable.

• Appraisal costs. The next step is to reduce the internal failure costs by moving the 
PUZWLJ[PVU�LHYSPLY�PU�[OL�WYVJLZZ��+VPUN�H\KP[Z�VU�H�ZHTWSPUN�IHZPZ�PZ�H�NVVK�^H`�[V�ÄUK�
the trouble spots. Putting your attention here should reduce the high internal failure costs 
in exchange for budgetable appraisal.
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• Prevention costs. The focus of internal audits evolves from product compliance to process 
and system compliance, a much more forward-thinking approach. If you are spending 
money on process audits and are using the data correctly, you are actually saving money 
ILJH\ZL�`V\Y�MHPS\YL�JVZ[Z�HYL�TPUPTPaLK�VY�LSPTPUH[LK��;YHPUPUN�HUK�LYYVY�WYVVÄUN�JHU�
also be considered prevention costs.

4. �/V^�SVUN�OHZ�[OL�TL[YPJ�ILLU�\ZLK�H[�[OL�VYNHUPaH[PVU&

Several years.

5. �/V^�YLSPHISL�PZ�[OL�KH[H�`V\�JVSSLJ[�MVY�[OL�TL[YPJ&�7SLHZL�L_WSHPU�

It is collected by independent auditors, not by the various program directors. It appears to  
be reliable.

����/V^�KV�`V\�LUZ\YL�[OH[�[OL�JVUJS\ZPVUZ�`V\�KYH^�MYVT�`V\Y�TL[YPJ�HYL�]HSPK&� 
Please explain.

There is a clear relationship between our conclusions (internally discovered violations of 
J\Z[VTLY�ZLJ\YP[`�YLX\PYLTLU[Z��HUK�[OL�YPZR�VM�MHPSPUN�L_[LYUHS�H\KP[Z��0M�^L�ÄUK�KLÄJPLUJPLZ��
^L�JHU�YPNO[S`�JVUJS\KL�[OH[�[OL�KLÄJPLUJPLZ�L_PZ[�HUK�[OH[�JVYYLJ[PUN�[OLT�WYVTW[S`��ILMVYL� 
external audits) will result in more favorable scores from external auditors and hence 
preservation of business. 

����>V\SK�`V\Y�TL[YPJ�IL�\ZLM\S�[V�V[OLY�VYNHUPaH[PVUZ&�0U�V[OLY�^VYKZ��PZ�P[�NLULYHSPaHISL&

;OPZ�TL[YPJ��WYVWLYS`�J\Z[VTPaLK��^V\SK�HWWS`�[V�HSTVZ[�HU`�VYNHUPaH[PVU��LZWLJPHSS`�VUL�
that is subject to external audit.

8. �>OH[�PZ�[OL�JVZ[�VM�KL]LSVWPUN�HUK�HKTPUPZ[LYPUN�`V\Y�TL[YPJ&�;OPZ�PUJS\KLZ�TVUL[HY`�HUK�
non-monetary costs associated with metric development and administration, as well as any 
ULNH[P]L�JVUZLX\LUJLZ�HZZVJPH[LK�^P[O�JVSSLJ[PUN�[OL�KH[H�VY�\ZPUN�[OL�TL[YPJ��MVY�L_HTWSL��
KH[H�JVSSLJ[PVU�[HRLZ�H�SV[�VM�Z[HMM�[PTL�VY�VMMLUKZ�LTWSV`LLZ��

The security audits are not costly—they are our regular business. 

We recently reduced the number of security audits per year, reducing the burden on 
employees.

9.  Can the data for your metric be collected in a timely fashion—so it is relevant for  
KLJPZPVU�THRPUN&

Yes. The information is collected three times a year and is compiled quickly.

10. *V\SK�WLVWSL�MHRL�[OL�TL[YPJ�KH[H�PM�[OL`�^HU[LK�[V&�0Z�[OLYL�HU`�PUJLU[P]L�MVY�[OLT� 
[V�KV�ZV&

The security audits are conducted by independent auditors, not by the various program 
directors. The independent auditors should not have an incentive to fake the data.
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11. *HU�`V\Y�TL[YPJ�IL�\ZLK�[V�KLTVUZ[YH[L�H�YL[\YU�VU�ZLJ\YP[`�PU]LZ[TLU[&

One particular use of the metric shows a very clear ROI. We were performing security audits 
MV\Y�[PTLZ�WLY�`LHY��I\[�HUHS`ZPZ�VM�V\Y�ÄUKPUNZ�Z\NNLZ[LK�[OH[�^L�JV\SK�J\[�[OL�H\KP[Z�IHJR�
to three times per year. That change reduced the burden on all employees and enabled us to 
reallocate our security resources. Further analysis of the audit metrics over time showed that 
ZLJ\YP[`�^LHRULZZLZ��¸ÄUKPUNZ¹��KPK�UV[�PUJYLHZL��;O\Z��^L�YLK\JLK�JVZ[Z�HUK�HKTPUPZ[YH[P]L�
burdens and did not increase risk to the corporation. 

Most likely, a much larger return on investment comes from our reduction of the likelihood 
of external and internal failures. However, here the ROI is harder to quantify. Our customers 
require certain security practices. If we fail to carry out those practices, the consequences are 
huge, ranging from loss of business to loss of U.S. defense capabilities. Government audits 
KL[LYTPUL�^OL[OLY�^L�HYL�PU�JVTWSPHUJL�^P[O�[OL�YLX\PYLK�WYHJ[PJLZ��;V�VW[PTPaL�V\Y�ZJVYLZ�
PU�NV]LYUTLU[�H\KP[Z��^L�WLYMVYT�V\Y�V^U�H\KP[Z�[V�KL[LJ[�HUK�JVYYLJ[�WYVISLTZ�ÄYZ[��;O\Z��
V\Y�ZLJ\YP[`�H\KP[�TL[YPJZ�YLK\JL�[OL�SPRLSPOVVK�VM�JLY[HPU�[`WLZ�VM�OPNOS`�ZPNUPÄJHU[�SVZZLZ��

����0Z�[OL�TL[YPJ�HSPNULK�^P[O�`V\Y�VYNHUPaH[PVU»Z�NVHSZ��TPZZPVU��VIQLJ[P]LZ��HZZL[Z��VY�YPZRZ&�
/V^&

The metric is directly aligned to corporate survival, risk management, and cost saving. The 
metric enabled us to save resources.

The metric helps us keep our customers happy. High security compliance may help 
distinguish us from our competitors.

����Are your metric and metric results easy to explain to others—especially to  
ZLUPVY�THUHNLTLU[&

>L�ÄYZ[�KL[LYTPUL�^OH[�PZ�ZPNUPÄJHU[��+PMMLYLU[�SLHKLYZ�SPRL�KPMMLYLU[�WYLZLU[H[PVUZ��>L�
Z\TTHYPaL�V\Y�ÄUKPUNZ�HUK�KV�UV[�IV[OLY�L_LJ\[P]LZ�^P[O�[YP]PHS�PUMVYTH[PVU��¸9PZR�JOHY[Z¹�
(see attached) resonate with senior management. We show the probability and severity of 
potential events and then present our risk mitigation strategy.

14. /V^�KV�`V\�\ZL�[OL�TL[YPJ&�>OH[�KVLZ�P[�KV�MVY�`V\&�+VLZ�P[�N\PKL�`V\Y�ZLJ\YP[`� 
KLJPZPVU�THRPUN&

One: We have used the metric to reduce the number of times per year that we perform 
security audits.

Two: We use the metric to improve compliance with customer security requirements. 

On an ongoing basis we use the metric to create a friendly rivalry between program directors, 
^OV�^VYR�[V�TPUPTPaL�[OL�U\TILY�VM�]PVSH[PVUZ�

We use changes in the metric to guide our security awareness efforts. We also present the 
metric data in our awareness campaigns.
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15. �*HU�`V\�ZOHYL�ZWLJPÄJZ·MVY�L_HTWSL��ZWLJPÄJ�TLHZ\YLTLU[Z�V]LY�[PTL��ZWLJPÄJ� 
security changes you made in response to the metric, and whether those changes  
OHK�[OL�KLZPYLK�LMMLJ[&

We were able to reduce the frequency of audits.

For presentations to senior executives, security managers place various risks into the correct 
boxes to show likelihood and severity of occurrence. Colors represent seriousness of the risk 
in terms of DSS (Defense Security Service) actions.

Risk Chart
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Scoring and Comments from Reviewers

Based on the Security Metrics Evaluation Tool (Security MET)

Metric 5 Researcher Expert 1 ,_WLY[��

Criterion Score Score Score Average

1. Reliability 4 4 5 4.33

2. Validity 5 3 4 4.00

���.LULYHSPaHIPSP[` 4 5 4 4.33

Technical Total �� �� �� �����

4. Cost 4 2 3 3.00

5. Timeliness 4 4 4 4.00

6. Manipulation 5 4 4 4.33

6WLYH[PVUHS��:LJ\YP[`��;V[HS �� 10 11 �����

7. Return on Security Investment 4 4 4 4.00

���6YNHUPaH[PVUHS�9LSL]HUJL 5 4 5 4.67

9. Communication 4 4 4 4.00

:[YH[LNPJ��*VYWVYH[L��;V[HS �� �� �� �����

TOTAL ACROSS CRITERIA � �� �� �����

Expert comments: Overall, the security audit metric provides a high level of reliability and validity  
when determining compliance with customer policies. The correlation between internal security 
violations, found prior to an external audit, and costs savings is very precise. In providing this 
information to the C-suite, by using established theories, such as Juran’s Quality Handbook, the 
TL[YPJ�OHZ�TVYL�NLULYHSPaLK�HWWSPJHIPSP[`�HUK�HZZPZ[Z�^P[O�[OL�WYLZLU[H[PVU�WYVJLZZ��

;OL�TL[YPJ�PZ�\ZLM\S�MVY�WYV]PUN�[OH[�[OL�VYNHUPaH[PVU�JHU�VI[HPU�[OL�ZHTL�YLZ\S[Z�^P[O�ML^LY� 
audits. Depending on how one views the costs, data collection may actually cost more than the 
summary suggests. 
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���3J½GIV�4IVJSVQERGI�1IXVMG�4ERIP

1.  Respondent title

CPP, Vice President, Growth & Contract Management

����6YNHUPaH[PVU»Z�SVJH[PVU��ÄLSK�PUK\Z[Y �̀�U\TILY�VM�LTWSV`LLZ��U\TILY�VM�ZP[LZ��HUU\HS�
YL]LU\L��VY�V[OLY�TLHZ\YL�VM�ZPaL�

:V\[OLYU�<�:���JVU[YHJ[�ZLJ\YP[`�VMÄJLY�ZLY]PJL��������LTWSV`LLZ������TPSSPVU�YL]LU\L

����+LZJYPW[PVU�VM�TL[YPJ��^OH[�HYL�`V\�TLHZ\YPUN��HUK�PU�NLULYHS�^O`&�

>L�TLHZ\YL�ZL]LYHS�JOHYHJ[LYPZ[PJZ�VM�[OL�JVU[YHJ[�ZLJ\YP[`�VMÄJLYZ�^OVT�^L�Z\WWS`�[V�
customers. The complete composition and weighting of the metrics panel is proprietary, but 
in general we measure such items as:

• employee turnover

• employee safety incidents (OSHA) on customer property

• safety/security incidents such as theft and/or vandalism on client property

• time from notice of need to response ‘on site’

• number of safety ‘assists’ provided such as escorts, charging a dead battery, refueling, 
unlocks, etc. for client employees and/or visitors on client property

• U\TILY�VM�[YHPUPUNZ�OLSK�JVUK\J[LK�MVY�LHJO�VMÄJLY�VU�ZP[L�^P[OPU�H�WLYPVK�

• WVZ[�H\KP[Z�JVUK\J[LK�HUK�ÄUKPUNZ�Z\JO�HZ�ºYLMYLZOLY�[YHPUPUN�ULLKLK�»�º\UPMVYT�
replacement needed,’ ‘post instructions need updating,’ etc.

• management site visits conducted per period

• accuracy of invoicing

Turnover by wage as well as BLS statistics are taken into account when we establish wage for 
a contract. Lower turnover represents improved tenure of employees for our customers, who 
are then willing to pay better wages. Other elements of our metrics panel prove the quality 
and quantity of service provided (more than just the number of hours worked).

4. ��/V^�SVUN�OHZ�[OL�TL[YPJ�ILLU�\ZLK�H[�[OL�VYNHUPaH[PVU&

At the original client site, more than 10 years.

5. �/V^�YLSPHISL�PZ�[OL�KH[H�`V\�JVSSLJ[�MVY�[OL�TL[YPJ&�7SLHZL�L_WSHPU�

Data is collected from actual occurrences only, meaning there must be a form of 
documentation that the event actually did occur: incident report, employee assist log, post 
audit report, training records, etc. Therefore, the reliability of the data collected  
is unquestionable.
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����/V^�KV�`V\�LUZ\YL�[OH[�[OL�JVUJS\ZPVUZ�`V\�KYH^�MYVT�`V\Y�TL[YPJZ�HYL�]HSPK&� 
Please explain.

With the turnover data, the market validates our conclusion. New customers demonstrate a 
willingness to pay recommended wages because we have data/documentation to prove our 
point. Customers look for validation, not just recommendations so we can make more money.

When metrics are used as key performance indicators (KPIs) on a given customer site, 
meeting those metrics is a way of measuring whether we are meeting the customer’s 
expectations. When we continually perform to those established metrics month after month, 
dollars invoiced are validated and earned based on the achievement of the KPIs.

����>V\SK�`V\Y�TL[YPJ�IL�\ZLM\S�[V�V[OLY�VYNHUPaH[PVUZ&�0U�V[OLY�^VYKZ��PZ�P[�NLULYHSPaHISL&

Yes, we have repeated the process with several customers. But the customer has to be willing 
to invest time on a regular basis to review the KPIs and metrics we have collected. When the 
customer invests the time, it becomes a win-win situation. KPIs would need to be adjusted 
to the individual site based on the duties to be performed as agreed to by both customer and 
provider.

8. �>OH[�PZ�[OL�JVZ[�VM�KL]LSVWPUN�HUK�HKTPUPZ[LYPUN�`V\Y�TL[YPJ&�;OPZ�PUJS\KLZ�TVUL[HY`�HUK�
non-monetary costs associated with metric development and administration, as well as any 
ULNH[P]L�JVUZLX\LUJLZ�HZZVJPH[LK�^P[O�JVSSLJ[PUN�[OL�KH[H�VY�\ZPUN�[OL�TL[YPJ��MVY�L_HTWSL��
KH[H�JVSSLJ[PVU�[HRL�H�SV[�VM�Z[HMM�[PTL�VY�VMMLUKZ�LTWSV`LLZ��

Data collection is just a matter of tracking what we do. It’s a process of accountability 
MVY�[OVZL�WLYMVYTPUN�[OL�QVI��6UL�HKTPU�WLYZVU�LU[LYZ�[OL�KH[H�PU[V�H�JLU[YHSPaLK�SVN�MVY�
reporting purposes but the results far outweigh the cost of that person’s time plus that person 
has other duties such as scheduling. The reports and accountability fall under the supervisors 
for each shift. Cost of developing and administering the metrics are inconsequential. We 
do NOT have any negative effects of collecting or using the metrics. It does hold everyone 
accountable for their job function and if they are not meeting expectations, it is a measure 
of knowing ‘where’ they fell short. So it turns out to be a positive reinforcement of where 
improvement should be made.

9.  Can the data for your metric be collected in a timely fashion—so it is relevant for  
KLJPZPVU�THRPUN&

Metrics are collected daily and are readily available for any time period; week, month, 
quarter, etc. It’s an ongoing process and is best compared to a similar period in a previous 
year or quarter. As for decision-making, we provide a number of “volume” metrics to help 
establish employee workload: number of trucks through a gate by shift, entries as compared 
to other shifts, delays in getting trucks cleared, etc.
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10. *V\SK�WLVWSL�MHRL�[OL�TL[YPJ�KH[H�PM�[OL`�^HU[LK�[V&�0Z�[OLYL�HU`�PUJLU[P]L�MVY�[OLT� 
[V�KV�ZV&

There is almost always a way to fake a metric, but there is little reason to do so. Employees 
HYL�UV[�PUKP]PK\HSS`�IVU\ZLK�VY�WLUHSPaLK��I\[�YH[OLY�KPYLJ[LK�VU�HYLHZ�VM�PTWYV]LTLU[�

11. *HU�`V\Y�TL[YPJ�IL�\ZLK�[V�KLTVUZ[YH[L�H�YL[\YU�VU�ZLJ\YP[`�PU]LZ[TLU[&

>P[O�[OPZ�TL[YPJ�^L�JHU�ZOV^�J\Z[VTLYZ�[OH[�[OL`�^PSS�YLJLP]L�H�IL[[LY�ZLY]PJL�[OH[�Q\Z[PÄLZ�H�
higher price.

����0Z�[OL�TL[YPJ�HSPNULK�^P[O�`V\Y�VYNHUPaH[PVU»Z�NVHSZ��TPZZPVU��VIQLJ[P]LZ��HZZL[Z��VY�YPZRZ&�
/V^&

;OL�TL[YPJ�PZ�JSLHYS`�HSPNULK�^P[O�[OL�V]LYHSS�NVHS�VM�WYVÄ[HIPSP[ �̀�HZ�P[�LUHISLZ�\Z�[V�WYV]L�[V�
customers that our services are worth more. The metric also strengthens our ability to provide 
OPNO�X\HSP[`�ZLY]PJL�I`�NP]PUN�\Z�J\YYLU[�PUMVYTH[PVU�VU�VMÄJLY�WLYMVYTHUJL�

����Are your metric and metric results easy to explain to others—especially to senior 
THUHNLTLU[&

We create graphs/charts/slides/summaries etc. to inform customers about the performance 
X\HSP[`�VM�V\Y�VMÄJLYZ�^OLU�^L�YLULNV[PH[L�JVU[YHJ[Z�

14. /V^�KV�`V\�\ZL�[OL�TL[YPJ&�>OH[�KVLZ�P[�KV�MVY�`V\&�+VLZ�P[�N\PKL�`V\Y�ZLJ\YP[` 
�KLJPZPVU�THRPUN&

(IZVS\[LS`�KYP]LZ�V\Y�KLJPZPVU�THRPUN�HZ�YLNHYKZ�VMÄJLYZ»�^HNL�PUJYLHZL��JVU[YHJ[�
renegotiations, company-wide award fees (from the customer), etc. It provides us a way to 
know we are meeting our customer’s expectations (customer satisfaction) and justify the 
dollars we invoice.

7YPTHYPS`�P[�OLSWZ�\Z�YLZVS]L�JVUÅPJ[Z�^P[OV\[�WVPU[PUN�ÄUNLYZ�H[�PUKP]PK\HSZ��>L�HYL�HISL�[V�
KLÄUL�[OYV\NO�TL[YPJZ�^OLU�H�WYVJLZZ�VY�WYVJLK\YL�OHZ�UV[�HJOPL]LK�[OL�KLZPYLK�YLZ\S[�HUK�
THRL�[OL�ULJLZZHY`�JVYYLJ[PVUZ�YH[OLY�[OHU�Q\Z[�WVPU[�H�ÄUNLY�H[�HU�PUKP]PK\HS�HUK�ZH`�¸ZOHTL�
on you,” which does not correct the problem. Metrics make it about the process or procedure 
rather than personality.

15. *HU�`V\�ZOHYL�ZWLJPÄJZ·MVY�L_HTWSL��ZWLJPÄJ�TLHZ\YLTLU[Z�V]LY�[PTL��ZWLJPÄJ 
security changes you made in response to the metric, and whether those changes had the 
KLZPYLK�LMMLJ[&

We have certainly increased and/or decreased security manpower coverage based on tracked 
TL[YPJZ��Z\JO�HZ�]VS\TL�VM�^VYR�JVTWSL[LK�PU�ZWLJPÄJ�M\UJ[PVUZ��PUJPKLU[Z�KPZWH[JOLK��
truck entries, badges issued, safety orientation trainings conducted, etc. We often defend 
the number of personnel it takes to meet safety/security requirements by providing data 
collected and tracked such as the number of incidents on property during various periods. No 
personnel on duty versus personnel on duty, armed versus unarmed, response times, etc. 



92 EFFECTIVE, EVALUATED SECURITY METRICS—© ASIS Foundation 2014

Scoring and Comments from Reviewers

Based on the Security Metrics Evaluation Tool (Security MET)

4L[YPJ�� Researcher Expert 1 ,_WLY[��

Criterion Score Score Score Average

1. Reliability 5 3 5 4.33

2. Validity 5 3 4 4.00

���.LULYHSPaHIPSP[` 4 3 5 4.00

Technical Total 14 9 14 �����

4. Cost 3 2 4 3.00

5. Timeliness 5 2 4 3.67

6. Manipulation 4 3 3 3.33

6WLYH[PVUHS��:LJ\YP[`��;V[HS �� � 11 10.00

7. Return on Security Investment 4 3 5 4.00

���6YNHUPaH[PVUHS�9LSL]HUJL 5 3 4 4.00

9. Communication 5 3 5 4.33

:[YH[LNPJ��*VYWVYH[L��;V[HS 14 9 14 �����

TOTAL ACROSS CRITERIA 40 �� � �����

Expert comments:�6MÄJLY�[\YUV]LY�PZ�VUL�VM�[OL�]P[HS�TLHZ\YLTLU[�HYLHZ�MVY�ZLJ\YP[`�VMÄJLY�TL[YPJZ��
(�Z[YVUN�TL[YPJ�PZ�[V�ZL[�[OL�VMÄJLY�[\YUV]LY�H[�VY�ILSV^�[OL�UH[PVUHS�H]LYHNL·L�N���ZLJ\YP[`�VMÄJLY�
turnover will not exceed 16 percent per quarter. Such a metric is sound and has a direct impact on 
H�JVTWHU`»Z�IV[[VT�SPUL��HZ�UL^�VMÄJLYZ�YLX\PYL�ZWPU�\W�[PTL��[YHPUPUN��MHTPSPHYPaH[PVU��L[J����;OL�
data could be manipulated if the metric does distinguish between reasons for departure. Still, total 
turnover is the most important measurement. 
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7. Security-Safety Metric 

1.  Respondent title

PSP, Security Operations Manager

����6YNHUPaH[PVU»Z�SVJH[PVU��ÄLSK�PUK\Z[Y �̀�U\TILY�VM�LTWSV`LLZ��U\TILY�VM�ZP[LZ��HUU\HS�
YL]LU\L��VY�V[OLY�TLHZ\YL�VM�ZPaL�

U.S. Midwest; multiple locations; aerospace/defense; 14,000 employees; $4.4 billion revenue

����+LZJYPW[PVU�VM�TL[YPJ��^OH[�HYL�`V\�TLHZ\YPUN��HUK�PU�NLULYHS�^O`&�

We monitor numerous categories of work performed by the central station operators and 
ZLJ\YP[`�VMÄJLYZ�IHZLK�PU�V\Y�ZLJ\YP[`�VWLYH[PVUZ�JLU[LY��:6*���6UL�JH[LNVY`�LZWLJPHSS`�
supports corporate risk management—security’s contribution to workplace safety.

:PUJL�[OL�JYLH[PVU�VM�V\Y�UL^�:6*��[OL�ZLJ\YP[`�KLWHY[TLU[�OHZ�PKLU[PÄLK�ZLYPV\Z�^VYRWSHJL�
safety issues in the course of its multi-site monitoring and incident tracking. Using automated 
systems to collect incident and other data, we are able to report on incidents in which 
KL[LJ[PVU�HUK�PU[LY]LU[PVU�I`�[OL�ZLJ\YP[`�KLWHY[TLU[�SLK�[V�[OL�TP[PNH[PVU�VM�ZPNUPÄJHU[�
workplace safety risks. It is a constant battle to put a price on protection, but these safety 
issues are more immediate and less theoretical than possible security incidents prevented, 
and hence their value may be easier for senior management to envision. 

On many occasions, often with our video capabilities, we have discovered, intervened in, or 
tracked safety issues such as the following:

• >L�KL[LJ[LK�ZPNUPÄJHU[�^H[LY�SLHRZ�PU�I\PSKPUNZ�HUK�UV[PÄLK�MHJPSP[PLZ�Z[HMM�

• We partnered with the safety department to investigate reckless forklift operators.

• We detected and investigated on-site drug use.

• Incident tracking helped us detect a trend in workplace injuries—namely, people falling 
YLWLH[LKS`�VU�H�WHY[PJ\SHY�ÅVVY�HYLH�ZLHSLK�^P[O�H�ZSPJR�WHPU[��

We also measure the central functions of taking and making phone calls, coding phone 
calls, making badges, processing visitors and contractors, responding to alarms, completing 
incident reports, managing access control systems, and many more functions. We use 
those measures to demonstrate, quantitatively, that security staff members are performing 
substantial amounts of necessary work.

4. �/V^�SVUN�OHZ�[OL�TL[YPJ�ILLU�\ZLK�H[�[OL�VYNHUPaH[PVU&

Three years—since 2010.

5. �/V^�YLSPHISL�PZ�[OL�KH[H�`V\�JVSSLJ[�MVY�[OL�TL[YPJ&�7SLHZL�L_WSHPU�

=LY`�YLSPHISL��HZ�P[�PZ�]LYPÄHISL�[OYV\NO�]PKLV�YLJVYKPUNZ��PUJPKLU[�YLWVY[Z��HUK�YLJVYKZ�VM�
other departments. The key thing is to use automated data so that it is auditable.
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����/V^�KV�`V\�LUZ\YL�[OH[�[OL�JVUJS\ZPVUZ�`V\�KYH^�MYVT�`V\Y�TL[YPJ�HYL�]HSPK&� 
Please explain.

All the numbers we use are pulled from various software sources. If we are audited, we can 
prove their existence and do not have to worry about padding our numbers or making  
things up.

����>V\SK�`V\Y�TL[YPJ�IL�\ZLM\S�[V�V[OLY�VYNHUPaH[PVUZ&�0U�V[OLY�^VYKZ��PZ�P[�NLULYHSPaHISL&

A little bit. I have shared it with local ASIS members.

8.  >OH[�PZ�[OL�JVZ[�VM�KL]LSVWPUN�HUK�HKTPUPZ[LYPUN�`V\Y�TL[YPJ&�;OPZ�PUJS\KLZ�TVUL[HY`�HUK�
non-monetary costs associated with metric development and administration, as well as any 
ULNH[P]L�JVUZLX\LUJLZ�HZZVJPH[LK�^P[O�JVSSLJ[PUN�[OL�KH[H�VY�\ZPUN�[OL�TL[YPJ��MVY�L_HTWSL��
KH[H�JVSSLJ[PVU�[HRLZ�H�SV[�VM�Z[HMM�[PTL�VY�VMMLUKZ�LTWSV`LLZ��

Time. Also, we use D3 incident reporting software.

9.  Can the data for your metric be collected in a timely fashion—so it is relevant for  
KLJPZPVU�THRPUN&

Yes. We collect the data monthly.

10. *V\SK�WLVWSL�MHRL�[OL�TL[YPJ�KH[H�PM�[OL`�^HU[LK�[V&�0Z�[OLYL�HU`�PUJLU[P]L�MVY�[OLT� 
[V�KV�ZV&

It is possible that someone could fake certain measurements in an effort to gain more funding 
for staff or equipment. However, the safety interventions that we measure would not be easy 
to fake.

11. *HU�`V\Y�TL[YPJ�IL�\ZLK�[V�KLTVUZ[YH[L�H�YL[\YU�VU�ZLJ\YP[`�PU]LZ[TLU[&

Yes. Our contributions to workplace safety represent fairly tangible losses avoided: damage, 
injury, crime, productivity loss, etc. 

����0Z�[OL�TL[YPJ�HSPNULK�^P[O�`V\Y�VYNHUPaH[PVU»Z�NVHSZ��TPZZPVU��VIQLJ[P]LZ��HZZL[Z��VY�YPZRZ&�
/V^&

Our central station is geared toward supporting all corporate sites, and the numbers show that 
the staff is working.

����Are your metric and metric results easy to explain to others—especially to  
ZLUPVY�THUHNLTLU[&

0�L_WSHPU�[OL�Z[H[PZ[PJZ��VUL�I`�VUL��[V�[OL�JOPLM�ZLJ\YP[`�VMÄJLY��0�ZOV^�H�ZSPKL�MVY�LHJO�
category of activity or incident. Then he passes the information up the chain.
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14. /V^�KV�`V\�\ZL�[OL�TL[YPJ&�>OH[�KVLZ�P[�KV�MVY�`V\&�+VLZ�P[�N\PKL�`V\Y�ZLJ\YP[`� 
KLJPZPVU�THRPUN&

We use our metrics mainly to show upper management that they are getting their money’s 
worth.

15. *HU�`V\�ZOHYL�ZWLJPÄJZ·MVY�L_HTWSL��ZWLJPÄJ�TLHZ\YLTLU[Z�V]LY�[PTL��ZWLJPÄJ 
security changes you made in response to the metric, and whether those changes had the 
KLZPYLK�LMMLJ[&

0�ILSPL]L�`V\�ULLK�H[�SLHZ[�[OYLL�[V�Ä]L�`LHYZ�VM�JVSSLJ[LK�Z[H[Z�[V�[Y\S`�HUHS`aL�[OL�KH[H�
and watch for patterns that may or may not need to be addressed or monitored for future 
resolution. We are almost there. Our numbers have been going up, up, up, and I’ll be asking 
for additional staff in the future.

We use tables like the following to demonstrate our level of security activity: 
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Scoring and Comments from Reviewers

Based on the Security Metrics Evaluation Tool (Security MET)

4L[YPJ�� Researcher Expert 1 ,_WLY[��

Criterion Score Score Score Average

1. Reliability 5 5 5 5.00

2. Validity 5 5 5 5.00

���.LULYHSPaHIPSP[` 2 4 2 2.67

Technical Total �� 14 �� �����

4. Cost 2 3 2 2.33

5. Timeliness 5 5 3 4.33

6. Manipulation 4 4 4 4.00

6WLYH[PVUHS��:LJ\YP[`��;V[HS 11 �� 9 �����

7. Return on Security Investment 5 3 3 3.67

���6YNHUPaH[PVUHS�9LSL]HUJL 4 5 4 4.33

9. Communication 4 5 5 4.67

:[YH[LNPJ��*VYWVYH[L��;V[HS �� �� �� �����

TOTAL ACROSS CRITERIA �� � �� �����

Expert comments: Safety and security often cross “swim lanes,” and in the current defense market a 
physical security cost must be evaluated closely. Sometimes complying with a contract can helpfully 
spill over into protecting corporate assets. Still, return on security investment is always hard to prove. 
Long periods without incidents may lead senior management to wonder about the necessity for 
countermeasures. The return on security investment comes from catching safety issues on video and 
thereby preventing workplace injury lawsuits. 
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8. Security Incidents Metric 

1.  Respondent title

Physical Security Program Manager

����6YNHUPaH[PVU»Z�SVJH[PVU��ÄLSK�PUK\Z[Y �̀�U\TILY�VM�LTWSV`LLZ��U\TILY�VM�ZP[LZ��HUU\HS�
YL]LU\L��VY�V[OLY�TLHZ\YL�VM�ZPaL�

4HPUS`�(\Z[YHSPH��HSZV�(ZPH�7HJPÄJ�HUK�LSZL^OLYL�PU�[OL�^VYSK"�TVYL�[OHU��������V^ULK�HUK�
leased physical sites in Australia; telecommunications provider; more than 38,000 employees 
and up to 20,000 contractors; annual revenue $25 billion ($Aus).

����+LZJYPW[PVU�VM�TL[YPJ��^OH[�HYL�`V\�TLHZ\YPUN��HUK�PU�NLULYHS�^O`&�

>L�JV\U[�HUK�HUHS`aL�[OL�U\TILY�HUK�[`WL�VM�ZLJ\YP[`�PUJPKLU[Z��<ZPUN�PUJPKLU[�
THUHNLTLU[�ZVM[^HYL�MYVT�774������HUK�V\Y�V^U�J\Z[VTPaLK�>LI�MVYT��^L�OH]L�ILLU�
gathering incident data to monitor losses, study the effect of security interventions, and 
initiate investigations. 

4. �/V^�SVUN�OHZ�[OL�TL[YPJ�ILLU�\ZLK�H[�[OL�VYNHUPaH[PVU&

More than 25 years. 

5. �/V^�YLSPHISL�PZ�[OL�KH[H�`V\�JVSSLJ[�MVY�[OL�TL[YPJ&�7SLHZL�L_WSHPU�

Data reliability varies. Some types of incidents are reported reliably, while others are not. 
It would be useful to link our incident reports directly with other internal systems, but cost 
pressures mean this is rarely done.

Completion of a security incident report (SIR) is compulsory for some loss events. For 
example, a lost or stolen laptop will not be replaced unless an SIR has been completed. Thus, 
reporting of such losses is reliable. 

However, other types of incidents—such as damage or loss of infrastructure assets, especially 
cable cuts, vandalism, or theft of minor equipment—are not reliably reported. For example, 
for a service technician responding to a “loss of dial tone” fault, it is easier simply to repair 
the fault and not identify it as a crime, even if it was the result of a deliberate cable cut. 
Declining to report it means the technician avoids the security incident report, the police 
report (which must be lodged at a police station), and the “recoverable damages” report, 
and he can quickly move on to the next job. By skipping the reporting, technicians who 
are company employee can more easily meet their daily work quota. Technicians who are 
contractors can complete more billable jobs.

����/V^�KV�`V\�LUZ\YL�[OH[�[OL�JVUJS\ZPVUZ�`V\�KYH^�MYVT�`V\Y�TL[YPJ�HYL�]HSPK&�7SLHZL�
explain.

In a few cases, we have been able to see a clear relation between a security intervention 
based on metrics analysis and a decline in losses. Two examples are given below at  
question 16.
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����>V\SK�`V\Y�TL[YPJ�IL�\ZLM\S�[V�V[OLY�VYNHUPaH[PVUZ&�0U�V[OLY�^VYKZ��PZ�P[�NLULYHSPaHISL&

Several of our metrics would be useful to other telecommunications companies. Data relating 
to cable and copper theft may be applicable to power utility companies.

8. �>OH[�PZ�[OL�JVZ[�VM�KL]LSVWPUN�HUK�HKTPUPZ[LYPUN�`V\Y�TL[YPJ&�;OPZ�PUJS\KLZ�TVUL[HY`�HUK�
non-monetary costs associated with metric development and administration, as well as any 
ULNH[P]L�JVUZLX\LUJLZ�HZZVJPH[LK�^P[O�JVSSLJ[PUN�[OL�KH[H�VY�\ZPUN�[OL�TL[YPJ��MVY�L_HTWSL��
KH[H�JVSSLJ[PVU�[HRLZ�H�SV[�VM�Z[HMM�[PTL�VY�VMMLUKZ�LTWSV`LLZ��

The only visible cost associated with the metric is the fee for a multi-user corporate software 
license. The costs of hosting, storage, and communication are buried in a general internal IT 
services support fee.

9.  Can the data for your metric be collected in a timely fashion—so it is relevant for  
KLJPZPVU�THRPUN&

The data is collected in real time via an online form. We have “gatekeepers” who process 
[OL�KH[H�HZ�ZVVU�HZ�P[�OP[Z��K\YPUN�I\ZPULZZ�OV\YZ��HUK�^OV�JHU�MVSSV^�\W�[V�JVUÄYT�VY�ZLLR�
further information, and allocate it for follow-up within minutes. To supplement our online 
forms, we also operate a help line, which is answered 24/7.

10. *V\SK�WLVWSL�MHRL�[OL�TL[YPJ�KH[H�PM�[OL`�^HU[LK�[V&�0Z�[OLYL�HU`�PUJLU[P]L�MVY�[OLT� 
[V�KV�ZV&

There are no rewards for reporting security incidents, so there is no incentive to exaggerate 
the number of issues. Reporting requires more work than not reporting, so we are more likely 
to see underreporting.

11. *HU�`V\Y�TL[YPJ�IL�\ZLK�[V�KLTVUZ[YH[L�H�YL[\YU�VU�ZLJ\YP[`�PU]LZ[TLU[&

In some cases we can demonstrate clear savings due to our metrics-guided security 
interventions. (See details at question 15.) However, overall our losses are moderate. Senior 
management does not consider security risk to be a major component of overall risk to the 
corporation, so ROI is not of great interest to them. 

����0Z�[OL�TL[YPJ�HSPNULK�^P[O�`V\Y�VYNHUPaH[PVU»Z�NVHSZ��TPZZPVU��VIQLJ[P]LZ��HZZL[Z��VY�YPZRZ&�
/V^&

;OL�JVYWVYH[PVU»Z�JOPLM�YPZR�VMÄJL�YL]PL^LK�[OL�JVTWHU`»Z�LU[PYL�YPZR�LU]PYVUTLU[�HUK�
determined that security risk represents 2-3 percent of the total value of risk impacts across 
[OL�JVTWHU �̀�-\UKPUN�MVY�YPZR�TP[PNH[PVU�^PSS�IL�IHZLK�VU�[OVZL�ÄUKPUNZ��6\Y�ZLJ\YP[`�
incident metric and related security interventions are aligned with the general mission of 
mitigating risk. However, since security risk is small, security resources will also be small.

We were aware of the overall range of risk mitigation activities competing for operational and 
capital expense dollars – but had little idea of just how far down the list of priorities we were. 
The reality is that Australia is a comparatively benign security environment and other risk 
treatments will be given higher priority. 
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����Are your metric and metric results easy to explain to others—especially to senior 
THUHNLTLU[&

Yes. We make good use of the analytics in PPM 2000’s Perspective and review data further in 
Excel and other programs to produce visual presentations and demonstrate changes. 

In my experience in Australia, the larger corporations are generally fairly good at using 
security metrics and the penetration of high-end access control systems is high. However, 
ZLJ\YP[`�L_WLUKP[\YL�¶�LZWLJPHSS`�JHWP[HS�¶�PZ�VUL�VM�[OL�ÄYZ[�[HYNL[LK�^OLU�[PTLZ�HYL�[V\NO��0�
think the ability of security people to develop and support business cases is generally poor, 
especially when competing for the same funds as those looking at growing business.

As a general rule, there is a high level of sharing of security-related information amongst 
Australian major corporations. There is an informal network of the security managers of the 
“Top 100” companies, where the key focus is the business case for security.

14. /V^�KV�`V\�\ZL�[OL�TL[YPJ&�>OH[�KVLZ�P[�KV�MVY�`V\&�+VLZ�P[�N\PKL�`V\Y�ZLJ\YP[`� 
KLJPZPVU�THRPUN&

Our corporate security group is not accountable for funding any security programs for the rest 
of the business – only its own costs. So we expend considerable effort in dealing with other 
WHY[Z�VM�[OL�I\ZPULZZ��SVVRPUN�H[�[OLPY�ZLJ\YP[`�YPZRZ�HUK�OLSWPUN�[OLT�ÄUK�ZVS\[PVUZ�[V�[OLPY�
risk exposures. We make extensive use of our data in targeting key areas of the business in 
order to provide support. 

15. *HU�`V\�ZOHYL�ZWLJPÄJZ·MVY�L_HTWSL��ZWLJPÄJ�TLHZ\YLTLU[Z�V]LY�[PTL��ZWLJPÄJ�ZLJ\YP[`�
changes you made in response to the metric, and whether those changes had the desired 
LMMLJ[&

0UJPKLU[�[YHJRPUN�ZOV^LK�H�[YLUK�VM�[OLM[�MYVT�ÄLSK�KLWV[Z��0U�YLZWVUZL��^L�PUZ[HSSLK�**;=�
cameras, fence alarm systems, and security lighting in locations at risk. We experienced an 
immediate reduction in theft.

Incident tracking metrics showed a steep rise in the cutting of communication cables linked 
to EFTPOS (electronic funds transfer at point of sale) transactions. After studying the metrics, 
we negotiated a change in bank policy so that cash-out on EFTPOS transactions would not be 
honored if the transaction was off-line. The graph below shows that cutting of communication 
cables declined precipitously after that security intervention.
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Cable Damage (CAN)
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Scoring and Comments from Reviewers

Based on the Security Metrics Evaluation Tool (Security MET)

Metric 8 Researcher Expert 1 ,_WLY[��

Criterion Score Score Score Average

1. Reliability 2 4 3 3.00

2. Validity 2 4 4 3.33

���.LULYHSPaHIPSP[` 3 3 3 3.00

Technical Total � 11 10  ���

4. Cost 2 4 4 3.33

5. Timeliness 5 4 5 4.67

6. Manipulation 3 3 3 3.00

6WLYH[PVUHS��:LJ\YP[`��;V[HS 10 11 �� 11.00

7. Return on Security Investment 2 5 5 4.00

���6YNHUPaH[PVUHS�9LSL]HUJL 3 5 4 4.00

9. Communication 5 5 5 5.00

:[YH[LNPJ��*VYWVYH[L��;V[HS 10 15 14 �����

TOTAL ACROSS CRITERIA �� �� �� �����

Expert comments: This is an excellent example of a well-thought-out metric that has proven 
LMMLJ[P]L�HUK�YLSPHISL�V]LY�[PTL��*VZ[�^HZ�X\HU[PÄHISL��HUK�960�^HZ�JSLHY��6U�[OL�V[OLY�OHUK��
investigative factors (e.g., inability to determine if theft was internal or external) could reduce the 
metric’s effectiveness. Regarding costs, it can be expensive to buy software and train staff to use it, 
`L[�THU\HS�[YHJRPUN�JV\SK�IL�ZSV^�HUK�KPMÄJ\S[��;OL�TL[YPJ�ZOV^Z�WYVTPZL�MVY�YLK\JPUN�WPSMLYHNL��
thereby enhancing the security ROI. Different companies would need to tailor this metric to their 
ZWLJPÄJ�ULLKZ��9LN\SHY�[YHJRPUN��[YHPUPUN��HUK�YLWVY[PUN�JHU�IL�HU�LMMLJ[P]L�TLHUZ�[V�YLK\JL�SVZZ��
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9. Personnel Security Clearance Processing Metric

1.  Respondent title

Senior Associate 

2.  6YNHUPaH[PVU»Z�SVJH[PVU��ÄLSK�PUK\Z[Y �̀�U\TILY�VM�LTWSV`LLZ��U\TILY�VM�ZP[LZ��HUU\HS�
YL]LU\L��VY�V[OLY�TLHZ\YL�VM�ZPaL�

/LHKX\HY[LYLK�VU�LHZ[�JVHZ[��<�:�"�^VYSK^PKL�VYNHUPaH[PVU"�KLMLUZL�JVU[YHJ[VY"��������
employees; 93 physical locations but deployed to over 200+ sites; $5.2B revenue

����+LZJYPW[PVU�VM�TL[YPJ��^OH[�HYL�`V\�TLHZ\YPUN��HUK�PU�NLULYHS�^O`&�

Because we are a defense contractor, personnel security clearance processing is a vital step 
in our hiring process. We hire about 2,500 new personnel per year, but because of the length 
and unpredictability of the entire clearance process (both our steps and steps taken by the 
NV]LYUTLU[���^L�OHK�UV[�NLULYHSS`�ILLU�HISL�[V�NP]L�JHUKPKH[LZ�ÄYT�Z[HY[PUN�KH[LZ��)LJH\ZL�
^L�NH]L�[OLT�VUS`�JVU[PUNLU[�Z[HY[�KH[LZ��^L�^LYL�SVZPUN�NVVK�JHUKPKH[LZ�[V�ÄYTZ�[OH[�
VMMLYLK�ÄYT�Z[HY[PUN�KH[LZ��4VYLV]LY��LHJO�KH`�VM�^HP[PUN�MVY�JSLHYHUJL�WYVJLZZPUN�^HZ�H�KH`�
that the candidate could not be employed on, and billed to, a project.

By examining the clearance process, step by step, from an enterprise point of view, we were  
able to

• cut the cycle time by 50 percent (through prescreening and process improvement), getting 
people to work faster

• develop a tool that tells hiring managers what start date they should offer to a candidate, 
strengthening our recruiting position

• ZH]L�ZPNUPÄJHU[�Z\TZ�PU�WH`YVSS�WHPK�ILMVYL�LTWSV`LLZ�HYL�IPSSHISL

• Our metric is divided into four parts. We measure the following:

• End-to-end performance (from posting a position requirement to having a billable 
employee). We measure:

 - cycle time reduction 

 - increase in productivity/revenue generation

 - innovations in breaking logjam (unnecessary delays in the process)

 - internal service level agreements (getting commitments to perform certain services in 
H�JLY[HPU�HTV\U[�VM�[PTL"�L�N���H�]PZP[�JLY[PÄJH[PVU�^PSS�IL�ZLU[�PU�MV\Y�OV\YZ�VY�SLZZ��
compared to no requirement in the past)

• Cost/cost by market. We measure:

 - cost by security service offering

 - cost by security service offering as it relates to a market or contract
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 - ROI, investment vs. performance, and increased productivity/revenue generation

 - job family and billing percentage (e.g., two cleared engineers billing 40 percent could 
be changed to one engineer billing 80 percent) 

• Risk reduction. We measure:

 - potential clearance delays

 - reduction of contingent hires and the switch to direct hires with start dates (avoiding 
SVZZ�VM�JHUKPKH[LZ�[V�V[OLY�ÄYTZ�"�J`JSL�[PTL�TL[YPJZ��IV[O�PU[LYUHS�HUK�L_[LYUHS��HYL�
given to program managers or hiring managers so they can establish an appropriate 
start date

 - reduction of error rates

 - reduction of packages rejected because they need additional information

• Savings. We measure:

 - YLK\J[PVU�PU�[OL�JVZ[�VM�IHK�OPYLZ��U\TILY�VM�JHUKPKH[LZ�PKLU[PÄLK�MVY�PU[LY]PL^�^OV�
^LYL�PKLU[PÄLK�HZ�H�YPZR�MVY�H�JSLHYHUJL�KLSH`�?�H]LYHNL�PU[LY]PL^�WYVJLZZ�JVZ[�

 - reduction in processing staff/footprint (total budget saving, plus the ability to scale) 

 - reduction in overhead/sitting on the bench before clearance approval

4. �/V^�SVUN�OHZ�[OL�TL[YPJ�ILLU�\ZLK�H[�[OL�VYNHUPaH[PVU&�

A manual system had been used for several years but captured only half of the data above. 
We successfully presented the business case for capturing the personnel security clearance 
WYVJLZZPUN�^VYRÅV^�HUK�HZZVJPH[LK�TL[YPJZ�^P[O�HU�H\[VTH[LK�Z`Z[LT�HUK�KHZOIVHYK�MVY�
YLHS�[PTL�TL[YPJZ�HUK�WLYMVYTHUJL�KH[H��>L�YLJLP]LK�ZPNUPÄJHU[�M\UKPUN�

5. �/V^�YLSPHISL�PZ�[OL�KH[H�`V\�JVSSLJ[�MVY�[OL�TL[YPJ&�7SLHZL�L_WSHPU�

Extremely. The data is provided in real time, it is system-generated, and it has complete audit 
trails.

����/V^�KV�`V\�LUZ\YL�[OH[�[OL�JVUJS\ZPVUZ�`V\�KYH^�MYVT�`V\Y�TL[YPJ�HYL�]HSPK&� 
Please explain.

Each subset of metrics is measured against a set of dependencies and compared with data 
WVPU[Z�MYVT�]HYPV\Z�M\UJ[PVUHS�HYLHZ��JVU[YHJ[Z��ÄUHUJL��L[J����;OL�TL[YPJZ�HYL�IHZLK�VU�KPYLJ[�
measurement of a process. Industry benchmarks also suggest that the metrics lead to valid 
conclusions.

����>V\SK�`V\Y�TL[YPJ�IL�\ZLM\S�[V�V[OLY�VYNHUPaH[PVUZ&�0U�V[OLY�^VYKZ��PZ�P[�NLULYHSPaHISL&

@LZ��THPUS`�[V�[OL���������KLMLUZL�JVU[YHJ[VY�VYNHUPaH[PVUZ�
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8. �>OH[�PZ�[OL�JVZ[�VM�KL]LSVWPUN�HUK�HKTPUPZ[LYPUN�`V\Y�TL[YPJ&�;OPZ�PUJS\KLZ�TVUL[HY`�HUK�
non-monetary costs associated with metric development and administration, as well as any 
ULNH[P]L�JVUZLX\LUJLZ�HZZVJPH[LK�^P[O�JVSSLJ[PUN�[OL�KH[H�VY�\ZPUN�[OL�TL[YPJ��MVY�L_HTWSL��
KH[H�JVSSLJ[PVU�[HRLZ�H�SV[�VM�Z[HMM�[PTL�VY�VMMLUKZ�LTWSV`LLZ��

$3 million.

9.  Can the data for your metric be collected in a timely fashion—so it is relevant for  
KLJPZPVU�THRPUN&

Yes, real-time. It is used in decision-making for all new hires. 

10. �*V\SK�WLVWSL�MHRL�[OL�TL[YPJ�KH[H�PM�[OL`�^HU[LK�[V&�0Z�[OLYL�HU`�PUJLU[P]L�MVY�[OLT� 
[V�KV�ZV&

No, everything has a date and time stamp or audit trail.

11. *HU�`V\Y�TL[YPJ�IL�\ZLK�[V�KLTVUZ[YH[L�H�YL[\YU�VU�ZLJ\YP[`�PU]LZ[TLU[&

Yes.

• 40 percent reduction in personnel security clearance processing staff/footprint

• 50 percent reduction in personnel security clearance cycle time, equating to more than 
$30 million in increased productivity and revenue

• Savings to the enterprise by hiring best-in-class candidates (reducing clearance delays) 
HUK�H]VPKPUN�[OL�SVZZ�VM�JHUKPKH[LZ�[V�V[OLY�VYNHUPaH[PVUZ

����0Z�[OL�TL[YPJ�HSPNULK�^P[O�`V\Y�VYNHUPaH[PVU»Z�NVHSZ��TPZZPVU��VIQLJ[P]LZ��HZZL[Z��VY�YPZRZ&�
/V^&

Yes.

• 80 percent of revenue comes from cleared staff, so getting them to work faster increases 
revenue

• 7LVWSL�HYL�V\Y�
��HZZL[��ZV�H�TL[YPJ�[OH[�SLHKZ�[V�IL[[LY�OPYPUN�ILULÄ[Z�[OL�LU[LYWYPZL

• Personnel security is considered one of the top 10 risks to the enterprise; moreover, in the 
event of a business disruption, the personnel security shared service center is listed among 
the top ten applications to get back on line

;O\Z��PTWYV]PUN�[OL�WLYZVUULS�ZLJ\YP[`�WYVJLZZ�PZ�JSLHYS`�HSPNULK�^P[O�[OL�VYNHUPaH[PVU»Z�
objectives, as it addresses one of the company’s top risks.

����Are your metric and metric results easy to explain to others—especially to  
ZLUPVY�THUHNLTLU[&

Yes. Nearly everything equates to cost/revenue and risk reduction while remaining compliant.
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14. /V^�KV�`V\�\ZL�[OL�TL[YPJ&�>OH[�KVLZ�P[�KV�MVY�`V\&�+VLZ�P[�N\PKL�`V\Y�ZLJ\YP[`� 
KLJPZPVU�THRPUN&

We use it for the purposes described above and also to demonstrate the results of our work 
to executive staff and to gain support for continued funding for security innovations and 
enhancements.

15. *HU�`V\�ZOHYL�ZWLJPÄJZ·MVY�L_HTWSL��ZWLJPÄJ�TLHZ\YLTLU[Z�V]LY�[PTL��ZWLJPÄJ�ZLJ\YP[`�
changes you made in response to the metric, and whether those changes had the desired 
LMMLJ[&

Already covered above.



106 EFFECTIVE, EVALUATED SECURITY METRICS—© ASIS Foundation 2014

Scoring and Comments from Reviewers

Based on the Security Metrics Evaluation Tool (Security MET)

Metric 9 Researcher Expert 1 ,_WLY[��

Criterion Score Score Score Average

1. Reliability 5 5 5 5.00

2. Validity 5 5 5 5.00

���.LULYHSPaHIPSP[` 4 5 4 4.33

Technical Total 14 15 14 �����

4. Cost 1 3 2 2.00

5. Timeliness 5 5 5 5.00

6. Manipulation 5 5 5 5.00

6WLYH[PVUHS��:LJ\YP[`��;V[HS 11 �� �� �����

7. Return on Security Investment 5 5 5 5.00

���6YNHUPaH[PVUHS�9LSL]HUJL 5 5 5 5.00

9. Communication 5 5 5 5.00

:[YH[LNPJ��*VYWVYH[L��;V[HS 15 15 15 15.00

TOTAL ACROSS CRITERIA 40 �� 41 �����

Expert comments: Staff understood how gaps in their program were creating unnecessary expenses. 
They examined their processes and developed a four-part metric that scores well on the Security 
MET. The cost of creating an automated, dashboard-driven data collection tool was high, but the 
ILULÄ[�^HZ�ZOV^U�[V�IL�OPNOLY��;OPZ�TL[YPJ�PZ�LHZ`�[V�\UKLYZ[HUK�HUK�ZOV^Z�[OL�ILULÄ[Z�VM�ZLJ\YP[`�
initiatives. It could also be useful at some point to measure personnel quality.
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10. Loss Reduction/Security Cost Metric 

1.  Respondent title

*OPLM�:[YH[LNPJ�0U[LSSPNLUJL��:LJ\YP[`�6MÄJLY

����6YNHUPaH[PVU»Z�SVJH[PVU��ÄLSK�PUK\Z[Y �̀�U\TILY�VM�LTWSV`LLZ��U\TILY�VM�ZP[LZ��HUU\HS�
YL]LU\L��VY�V[OLY�TLHZ\YL�VM�ZPaL

Based in France; shipping/logistics/supply chain; 19,500 employees; approximately 3 million 
square meters of sites in 12 countries; revenue ¤900 million 

����+LZJYPW[PVU�VM�TL[YPJ��^OH[�HYL�`V\�TLHZ\YPUN��HUK�PU�NLULYHS�^O`?):

We create a monthly dashboard of key security metrics for the company’s executive 
committee:

• stock discrepancy

• security costs as a percentage of net sales

• saving on security costs compared to budget (budgeted amounts not spent)

These metrics are directly linked to cost savings for the company.

4.  How long has the metric been used at the organization? 

Three years.

5. �/V^�YLSPHISL�PZ�[OL�KH[H�`V\�JVSSLJ[�MVY�[OL�TL[YPJ&�7SLHZL�L_WSHPU��

The data comes from our internal reporting databases. There can be weaknesses in the data if 
WLVWSL�KV�UV[�PUW\[�KH[H�PU[V�[OL�YPNO[�JSHZZPÄJH[PVUZ��I\[�V]LYHSS�[OL�KH[H�ZLLTZ�YLSPHISL��

����/V^�KV�`V\�LUZ\YL�[OH[�[OL�JVUJS\ZPVUZ�`V\�KYH^�MYVT�`V\Y�TL[YPJ�HYL�]HSPK&�7SLHZL�
explain. 

We cannot be sure our conclusions are 100 percent valid. However, our understanding seems 
to be close to the real situation, and with this system we are successfully decreasing losses, so 
it seems to work.

����>V\SK�`V\Y�TL[YPJ�IL�\ZLM\S�[V�V[OLY�VYNHUPaH[PVUZ&�0U�V[OLY�^VYKZ��PZ�P[�NLULYHSPaHISL&�

Yes.
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8. �>OH[�PZ�[OL�JVZ[�VM�KL]LSVWPUN�HUK�HKTPUPZ[LYPUN�`V\Y�TL[YPJ&�;OPZ�PUJS\KLZ�TVUL[HY`�HUK�
non-monetary costs associated with metric development and administration, as well as any 
ULNH[P]L�JVUZLX\LUJLZ�HZZVJPH[LK�^P[O�JVSSLJ[PUN�[OL�KH[H�VY�\ZPUN�[OL�TL[YPJ��MVY�L_HTWSL��
KH[H�JVSSLJ[PVU�[HRLZ�H�SV[�VM�Z[HMM�[PTL�VY�VMMLUKZ�LTWSV`LLZ��

Cost is only internal “time cost” and metric development by IT team and database team 
inside the company. At the beginning of data collection, we had some problems because 
employees were not in line with database processes and data collection was taking a lot of 
Z[HMM�[PTL��(M[LY�[OYLL�TVU[OZ�VM�[OL�WYVJLZZ��^L�ZPTWSPÄLK�[OL�Z`Z[LT�HUK�WYV]PKLK�TVYL�
training to staff.

9.  Can the data for your metric be collected in a timely fashion—so it is relevant for  
KLJPZPVU�THRPUN&

Yes.

10. *V\SK�WLVWSL�MHRL�[OL�TL[YPJ�KH[H�PM�[OL`�^HU[LK�[V&�0Z�[OLYL�HU`�PUJLU[P]L�MVY�[OLT�[V�KV�
ZV&

@LZ��PU�[OLVY �̀�I\[�^P[O�V\Y�Z`Z[LT�VM�THUHNLTLU[�P[�PZ�KPMÄJ\S[��0U�[OL�WHZ[��^L�KPZJV]LYLK�HU�
attempt at fraud in data reporting and changed personnel.

11. *HU�`V\Y�TL[YPJ�IL�\ZLK�[V�KLTVUZ[YH[L�H�YL[\YU�VU�ZLJ\YP[`�PU]LZ[TLU[&

Yes. Our dashboard clearly links security performance to a monetary return on investment. 
>L�HSZV�ZOV^�ZLUPVY�THUHNLTLU[�ZWLJPÄJHSS`�OV^�[OL�ZLJ\YP[`�WYVNYHT�IYPUNZ�ÄUHUJPHS�
ILULÄ[�[V�[OL�LU[LYWYPZL��-VY�L_HTWSL!

• Proof of loss to support enterprise insurance claims (supplied through investigative effort)

• Actual recovery or recapture of physical assets (through investigative or patrol activity or 
both)

• Establishment of claims or legal causes of action against parties other than the enterprise’s 
own insurance carriers (investigative effort)

• Other actions, such as recovering revenue from bad checks issued to the business

����0Z�[OL�TL[YPJ�HSPNULK�^P[O�`V\Y�VYNHUPaH[PVU»Z�NVHSZ��TPZZPVU��VIQLJ[P]LZ��HZZL[Z��VY�YPZRZ&�
/V^&

Senior management’s basic question to us in security is this: Considering the entire program 
and all expenses, does the assets protection function accomplish anything that can be 
X\HU[PÄLK�HUK�[OH[�Q\Z[PÄLZ�[OL�HSSVJH[PVU�VM�[OL�M\UKZ�L_WLUKLK&�6\Y�TL[YPJ�KPYLJ[S`�HUZ^LYZ�
this question.
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����Are your metric and metric results easy to explain to others—especially to  
ZLUPVY�THUHNLTLU[&

6\Y�Z[VJR�KPZJYLWHUJ`�ÄN\YL�PZ�Z[H[LK�JSLHYS`!�[OL�[HYNL[�]HS\L��?�WLYJLU[�VM�Z[VJR�SVZ[�VY�
KHTHNLK��TPU\Z�HJ[\HS��TLHZ\YLK�SVZZ�KHTHNL��^OPJO�LX\HSZ�H�X\HU[PÄHISL��TVUL[HY`�
savings. For example, if the target is 0.5 percent loss or less (¤1 million), and we keep losses 
to ¤600,000), then the security department has saved the company ¤400,000 compared to 
expected or budgeted losses.

Our metric on security costs as a percentage of net sales and our metric on actual versus 
budgeted security costs are given in a chart like this:

Note the purple line showing that security costs have been declining as a percentage of sales 
(actual, not budgeted). Also note the clear emphasis on under-budget security costs. Turnover 
in this context means sales.

Also, we use the chart below to explain to senior management why we focus on certain 
threats more than others:
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14. /V^�KV�`V\�\ZL�[OL�TL[YPJ&�>OH[�KVLZ�P[�KV�MVY�`V\&�+VLZ�P[�N\PKL�`V\Y�ZLJ\YP[`� 
KLJPZPVU�THRPUN&

The most important use is to prove to the CEO and to the Chairman that it is possible to pilot 
security like all other the processes in the company and obtain a return on investment—to 
LTWSV`�ZLJ\YP[`�PU�SPUL�^P[O�[OL�JVTWHU`»Z�V]LYHSS�ÄUHUJPHS�HWWYVHJO��

15. *HU�`V\�ZOHYL�ZWLJPÄJZ·MVY�L_HTWSL��ZWLJPÄJ�TLHZ\YLTLU[Z�V]LY�[PTL��ZWLJPÄJ� 
security changes you made in response to the metric, and whether those changes had  
[OL�KLZPYLK�LMMLJ[&

Shared above.



111EFFECTIVE, EVALUATED SECURITY METRICS—© ASIS Foundation 2014

Scoring and Comments from Reviewers

Based on the Security Metrics Evaluation Tool (Security MET)

Metric 10 Researcher Expert 1 ,_WLY[��

Criterion Score Score Score Average

1. Reliability 4 4 3 3.67

2. Validity 3 5 3 3.67

���.LULYHSPaHIPSP[` 4 5 3 4.00

Technical Total 11 14 9 �����

4. Cost 3 4 5 4.00

5. Timeliness 4 5 3 4.00

6. Manipulation 4 3 3 3.33

6WLYH[PVUHS��:LJ\YP[`��;V[HS 11 �� 11 �����

7. Return on Security Investment 5 5 5 5.00

���6YNHUPaH[PVUHS�9LSL]HUJL 5 5 5 5.00

9. Communication 5 5 5 5.00

:[YH[LNPJ��*VYWVYH[L��;V[HS 15 15 15 15.00

TOTAL ACROSS CRITERIA �� 41 �� �����

Expert comments: The metric speaks to the hearts and minds of executives by focusing on money. 
;OPZ�TL[YPJ�HKKYLZZLZ�[OL�HYLHZ�VM�YPZR��MVJ\ZLZ�ZLJ\YP[`�VU�HYLHZ�[OH[�HYL�PTWVY[HU[�[V�[OL�ÄYT��
shows the impact of security against sales to determine the effectiveness of the program, and, most 
importantly, shows that security aids in revenue generation by keeping loss well below projected 
JVZ[��6UL�JOHSSLUNL�PZ�[OH[�JVSSLJ[PUN�[PTLS`�KH[H�VU�SVZZLZ�HUK�KHTHNLZ�JHU�IL�KPMÄJ\S[��0U�
presenting this metric, it could be useful to add a graphic that breaks down the four targeted areas 
of security by cost of countermeasures in each area against the impact to determine if spending is 
allocated optimally. Such information might aid in making the business case for more security in one 
area or another. 
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11. Operations Downtime Reduction Metric 

1.  Respondent title

Head of Security Strategy, Planning, and Capability

����6YNHUPaH[PVU»Z�SVJH[PVU��ÄLSK�PUK\Z[Y �̀�U\TILY�VM�LTWSV`LLZ��U\TILY�VM�ZP[LZ��HUU\HS�
YL]LU\L��VY�V[OLY�TLHZ\YL�VM�ZPaL�

Africa; energy/oil; part of worldwide company with 87,000 employees; $467 billion revenue

����+LZJYPW[PVU�VM�TL[YPJ��^OH[�HYL�`V\�TLHZ\YPUN��HUK�PU�NLULYHS�^O`&�

We take several measures regarding security’s impact on core corporate activities. For 
example:

• security-related downtime during crude loading and offtake at the terminals (goal <5 
percent)

• amount of planned rig NPT (non-production time) due to security issues versus actual 
amount of NPT due to security issues (goal <5 percent of total rig availability time)

• delays due to crude theft and asset vandalism (goal <10 percent)

4. �/V^�SVUN�OHZ�[OL�TL[YPJ�ILLU�\ZLK�H[�[OL�VYNHUPaH[PVU&

Two years.

5. �/V^�YLSPHISL�PZ�[OL�KH[H�`V\�JVSSLJ[�MVY�[OL�TL[YPJ&�7SLHZL�L_WSHPU�

The data is highly reliable as there are focal points for the collection of data. Some of the data 
comes from security and some from production staff.

����/V^�KV�`V\�LUZ\YL�[OH[�[OL�JVUJS\ZPVUZ�`V\�KYH^�MYVT�`V\Y�TL[YPJ�HYL�]HSPK&� 
Please explain.

Playing back the metrics on a monthly basis shows the trend and it’s easy to see how things 
are playing out. When things get out of balance, we can quickly implement more controls or 
reviews.

����>V\SK�`V\Y�TL[YPJ�IL�\ZLM\S�[V�V[OLY�VYNHUPaH[PVUZ&�0U�V[OLY�^VYKZ��PZ�P[�NLULYHSPaHISL&

:VTL�JHU�IL�NLULYHSPaLK��^OPSL�V[OLYZ�HYL�ZWLJPÄJ�[V�[OL�VPS�HUK�NHZ�I\ZPULZZ�

8. �>OH[�PZ�[OL�JVZ[�VM�KL]LSVWPUN�HUK�HKTPUPZ[LYPUN�`V\Y�TL[YPJ&�;OPZ�PUJS\KLZ�TVUL[HY`�HUK�
non-monetary costs associated with metric development and administration, as well as any 
ULNH[P]L�JVUZLX\LUJLZ�HZZVJPH[LK�^P[O�JVSSLJ[PUN�[OL�KH[H�VY�\ZPUN�[OL�TL[YPJ��MVY�L_HTWSL��
KH[H�JVSSLJ[PVU�[HRLZ�H�SV[�VM�Z[HMM�[PTL�VY�VMMLUKZ�LTWSV`LLZ��

There are no additional costs. These metrics were developed in-house. The staff members 
responsible for administering the metrics are on the company payroll with this included in 
their job description.
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9.  Can the data for your metric be collected in a timely fashion—so it is relevant for  
KLJPZPVU�THRPUN&

Yes.

10. *V\SK�WLVWSL�MHRL�[OL�TL[YPJ�KH[H�PM�[OL`�^HU[LK�[V&�0Z�[OLYL�HU`�PUJLU[P]L�MVY�[OLT�[V�KV�
ZV&

5V[�YLHSS �̀�(Z�[OLZL�TL[YPJZ�HYL�ZOHYLK�HUK�HUHS`aLK��[OL�ÄN\YLZ�JHU�IL�JOHSSLUNLK��

11. *HU�`V\Y�TL[YPJ�IL�\ZLK�[V�KLTVUZ[YH[L�H�YL[\YU�VU�ZLJ\YP[`�PU]LZ[TLU[&

@LZ��;OL�TL[YPJZ�HYL�KPYLJ[S`�SPURLK�[V�JVYWVYH[L�LMÄJPLUJ`�HUK�WYVÄ[HIPSP[ �̀�6\Y�TL[YPJZ�OLSW�
us reduce operations downtime.

����0Z�[OL�TL[YPJ�HSPNULK�^P[O�`V\Y�VYNHUPaH[PVU»Z�NVHSZ��TPZZPVU��VIQLJ[P]LZ��HZZL[Z��VY�YPZRZ&�
/V^&

Yes. These metrics are derived from the business objectives and focus area for the business.

����Are your metric and metric results easy to explain to others—especially to  
ZLUPVY�THUHNLTLU[&

Yes. We share results with senior management quarterly and with other members of the 
leadership team monthly.

14. /V^�KV�`V\�\ZL�[OL�TL[YPJ&�>OH[�KVLZ�P[�KV�MVY�`V\&�+VLZ�P[�N\PKL�`V\Y�ZLJ\YP[`� 
KLJPZPVU�THRPUN&

Our metrics guide security decisions by showing us when and where security incidents are 
getting out of the expected range.

15. *HU�`V\�ZOHYL�ZWLJPÄJZ·MVY�L_HTWSL��ZWLJPÄJ�TLHZ\YLTLU[Z�V]LY�[PTL��ZWLJPÄJ� 
security changes you made in response to the metric, and whether those changes  
OHK�[OL�KLZPYLK�LMMLJ[&

We do change security arrangements based on the data, but we cannot share the details.
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Scoring and Comments from Reviewers

Based on the Security Metrics Evaluation Tool (Security MET)

Metric 11 Researcher Expert 1 ,_WLY[��

Criterion Score Score Score Average

1. Reliability 4 4 2 3.33

2. Validity 4 4 3 3.67

���.LULYHSPaHIPSP[` 3 4 2 3.00

Technical Total 11 �� � 10.00

4. Cost 3 5 5 4.33

5. Timeliness 4 3 3 3.33

6. Manipulation 4 2 3 3.00

6WLYH[PVUHS��:LJ\YP[`��;V[HS 11 10 11 �����

7. Return on Security Investment 5 5 3 4.33

���6YNHUPaH[PVUHS�9LSL]HUJL 5 5 4 4.67

9. Communication 5 3 5 4.33

:[YH[LNPJ��*VYWVYH[L��;V[HS 15 �� �� �����

TOTAL ACROSS CRITERIA �� �� �� �����

Expert comments: This metric focuses on impact, risk reduction, cost, and ROI. It is unclear whether 
the data is susceptible to manipulation. The metric appears to be shared regularly with varying levels 
of management, who would likely be very interested in reducing delays and downtime, the subjects 
of this metric. 
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12. Due Diligence Metric 

1.  Respondent title

*OPLM�:LJ\YP[`�6MÄJLY

����6YNHUPaH[PVU»Z�SVJH[PVU��ÄLSK�PUK\Z[Y �̀�U\TILY�VM�LTWSV`LLZ��U\TILY�VM�ZP[LZ��HUU\HS�
YL]LU\L��VY�V[OLY�TLHZ\YL�VM�ZPaL�

5VY[OLHZ[LYU�<UP[LK�:[H[LZ"�ÄUHUJL�PU]LZ[TLU[�IYVRLYHNL"��������LTWSV`LLZ�PU�VMÄJLZ�
mostly throughout the United States but also in other countries; $2.3 billion operating income

����+LZJYPW[PVU�VM�TL[YPJ��^OH[�HYL�`V\�TLHZ\YPUN��HUK�PU�NLULYHS�^O`&�

We have created a multi-point metric to study the execution of due diligence investigations of 
our vendors (the companies we do business with). We measure: 

• cycle time (how long it takes us to complete our investigation)

• ]HYPV\Z�LSLTLU[Z�VM�V\Y�ÄUKPUNZ��ZWLJPÄJ�[`WLZ�VM�KLYVNH[VY`�ÄUKPUNZ�

• success rate of our vendors (in passing our due diligence investigation)

4. �/V^�SVUN�OHZ�[OL�TL[YPJ�ILLU�\ZLK�H[�[OL�VYNHUPaH[PVU&

(WWYV_PTH[LS`�Ä]L�`LHYZ�

5. �/V^�YLSPHISL�PZ�[OL�KH[H�`V\�JVSSLJ[�MVY�[OL�TL[YPJ&�7SLHZL�L_WSHPU�

No concerns about reliability.

����/V^�KV�`V\�LUZ\YL�[OH[�[OL�JVUJS\ZPVUZ�`V\�KYH^�MYVT�`V\Y�TL[YPJ�HYL�]HSPK&�7SLHZL�
explain.

;OL�ILULÄ[Z�VM�[OL�TL[YPJ�ZLLT�ZLSM�L]PKLU[!�MHZ[�PU]LZ[PNH[PVUZ��X\PJRLY�VWWVY[\UP[`�[V�Z[HY[�
business activities, less chance of doing business with unsuitable partners, etc. However, we 
OH]L�UV[�ZWLJPÄJHSS`�]HSPKH[LK�[OL�TL[YPJZ�[OYV\NO�YLZLHYJO�

����>V\SK�`V\Y�TL[YPJ�IL�\ZLM\S�[V�V[OLY�VYNHUPaH[PVUZ&�0U�V[OLY�^VYKZ��PZ�P[�NLULYHSPaHISL&

Yes.

8. >OH[�PZ�[OL�JVZ[�VM�KL]LSVWPUN�HUK�HKTPUPZ[LYPUN�`V\Y�TL[YPJ&�;OPZ�PUJS\KLZ�TVUL[HY`�HUK��
non-monetary costs associated with metric development and administration, as well as any 
ULNH[P]L�JVUZLX\LUJLZ�HZZVJPH[LK�^P[O�JVSSLJ[PUN�[OL�KH[H�VY�\ZPUN�[OL�TL[YPJ��MVY�L_HTWSL��
KH[H�JVSSLJ[PVU�[HRLZ�H�SV[�VM�Z[HMM�[PTL�VY�VMMLUKZ�LTWSV`LLZ��

There is some cost. We have staff members dedicated to collecting the data for these metrics.
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9.  Can the data for your metric be collected in a timely fashion—so it is relevant for  
KLJPZPVU�THRPUN&

It is timely. We collect the data on an ongoing basis and report it quarterly to business heads.

10. *V\SK�WLVWSL�MHRL�[OL�TL[YPJ�KH[H�PM�[OL`�^HU[LK�[V&�0Z�[OLYL�HU`�PUJLU[P]L�MVY�[OLT�[V�KV�
ZV&

The data seems true and accurate, though it is not 100 percent automated. Faking the data 
^V\SK�UV[�IL�PTWVZZPISL��I\[�P[�^V\SK�IL�OHYK�HUK�^V\SK�UV[�ILULÄ[�HU`VUL�NYLH[S �̀

11. *HU�`V\Y�TL[YPJ�IL�\ZLK�[V�KLTVUZ[YH[L�H�YL[\YU�VU�ZLJ\YP[`�PU]LZ[TLU[&

We can estimate our costs of conducting due diligence investigations, but it is hard to 
TLHZ\YL�[OL�ILULÄ[�VM�H]VPKPUN�I\ZPULZZ�YLSH[PVUZ�^P[O�ZOHK`�JVTWHUPLZ��;OL�SVZZLZ�^L�
WYL]LU[�JV\SK�IL�]LY`�OPNO��I\[�^L�OH]L�UV[�`L[�ÄN\YLK�V\[�OV^�[V�KLTVUZ[YH[L�H�JSLHY��
quantitative ROI with this metric.

����0Z�[OL�TL[YPJ�HSPNULK�^P[O�`V\Y�VYNHUPaH[PVU»Z�NVHSZ��TPZZPVU��VIQLJ[P]LZ��HZZL[Z��VY�YPZRZ&�
/V^&

This metric directly helps our company reduce its likelihood of doing business with bad 
partners—companies that might be unreliable in their dealings with us or that might bring a 
stain to our company’s reputation. Thus, it is aligned with the corporate goal of reducing risk 
�MYVT�\UZ\P[HISL�WHY[ULYZ��HUK�TH_PTPaPUN�NHPU��I`�^VYRPUN�^P[O�[Y\Z[^VY[O`�WHY[ULYZ��

����Are your metric and metric results easy to explain to others—especially to  
ZLUPVY�THUHNLTLU[&

The corporation includes several distinct businesses. We report quarterly to each business 
head. We provide a dashboard of only the most important security metrics. We limit our 
presentation to 5 minutes. 

We are trying to count the cost of security per employee. We would like to be able to speak 
the language of the CFO. I would like to calculate security cost per employee and share that 
ÄN\YL�ZV�[OH[�P[�JHU�ILJVTL�H�ILUJOTHYR�PU�P[Z�ZWLJPÄJ�PUK\Z[Y �̀�6[OLY�PUK\Z[YPLZ�JV\SK�KV�
the same.

14. /V^�KV�`V\�\ZL�[OL�TL[YPJ&�>OH[�KVLZ�P[�KV�MVY�`V\&�+VLZ�P[�N\PKL�`V\Y�ZLJ\YP[`� 
KLJPZPVU�THRPUN&

We mainly use the metric to show business heads that we are not slowing them down. The 
metric shows that we are protecting the company from unsuitable business partners while 
keeping to an announced, short cycle time in our due diligence investigations. 

;OL�^H`�PU�^OPJO�P[�TH`�N\PKL�V\Y�KLJPZPVU�THRPUN�PZ�[OH[�^L�^V\SK�SPRL�[V�ÄUK�[OL�VW[PTHS�
target time for these due diligence investigations. A shorter completion time is better than a 
longer completion time, yet reducing completion time (e.g., by hiring more investigators) may 
JVZ[�TVYL�[OHU�P[�PZ�^VY[O��>L�^V\SK�SPRL�[V�ÄUK�[OL�Z^LL[�ZWV[!�[OL�ZTHSSLZ[�U\TILY�VM�KH`Z�
H[�^OPJO�[OL�ILULÄ[�Z[PSS�V\[^LPNOZ�[OL�JVZ[�



117EFFECTIVE, EVALUATED SECURITY METRICS—© ASIS Foundation 2014

15. *HU�`V\�ZOHYL�ZWLJPÄJZ·MVY�L_HTWSL��ZWLJPÄJ�TLHZ\YLTLU[Z�V]LY�[PTL��ZWLJPÄJ� 
security changes you made in response to the metric, and whether those changes  
OHK�[OL�KLZPYLK�LMMLJ[&

Improved use of metrics is the path for us. It will be a concentration next year.
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Scoring and Comments from Reviewers

Based on the Security Metrics Evaluation Tool (Security MET)

4L[YPJ��� Researchers Expert 1 ,_WLY[��

Criterion Score Score Score Average

1. Reliability 5 2 4 3.67

2. Validity 4 2 3 3.00

���.LULYHSPaHIPSP[` 4 3 5 4.00

Technical Total �� � �� �����

4. Cost 3 1 4 2.67

5. Timeliness 4 3 2 3.00

6. Manipulation 4 3 4 3.67

6WLYH[PVUHS��:LJ\YP[`��;V[HS� 11 � 10  ���

7. Return on Security Investment 3 2 3 2.67

���6YNHUPaH[PVUHS�9LSL]HUJL 5 3 4 4.00

9. Communication 4 3 5 4.00

:[YH[LNPJ��*VYWVYH[L��;V[HS� �� 8 �� �����

TOTAL ACROSS CRITERIA �� �� �� �����

Expert comments: ;OL�VYNHUPaH[PVU�\ZPUN�[OL�K\L�KPSPNLUJL�TL[YPJ�PZ�H[[LTW[PUN�[V�KL[LYTPUL�[OL�
best methods for increasing enterprise security, while balancing return on investment and validity. 
;OL�TL[YPJ»Z�NLULYHS�HWWSPJHIPSP[`�HJYVZZ�KPMMLYLU[�ZL[[PUNZ��VYNHUPaH[PVUZ��HUK�JPYJ\TZ[HUJLZ�
LUOHUJLZ�[OL�TL[YPJ»Z�V]LYHSS�\[PSP[ �̀�;V�PTWYV]L�[OL�TL[YPJ��[OL�VYNHUPaH[PVU�ZOV\SK�PU]LZ[�PU�
PUJYLHZPUN�P[Z�HUHS`[PJHS�JHWHIPSP[PLZ�[V�KYH^�X\HU[PÄHISL�JVYYLSH[PVUZ�IL[^LLU�PKLU[PÄLK�¸\UZ[HISL�
partners” and established security protocols. The metric has been collected consistently over several 
years. Quarterly reports to senior management may not be frequent enough.
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13. Shortage/Shrinkage Metric 

1.  Respondent title

Vice President, Loss Prevention

����6YNHUPaH[PVU»Z�SVJH[PVU��ÄLSK�PUK\Z[Y �̀�U\TILY�VM�LTWSV`LLZ��U\TILY�VM�ZP[LZ��HUU\HS�
YL]LU\L��VY�V[OLY�TLHZ\YL�VM�ZPaL�

Headquartered in western United States; 3,400 retail clothing stores worldwide; 136,000 
employees; net sales approximately $16 billion

����+LZJYPW[PVU�VM�TL[YPJ��^OH[�HYL�`V\�TLHZ\YPUN��HUK�PU�NLULYHS�^O`&�

First, we contribute to the corporation’s calculation of shortage or shrinkage, that is, the 
difference between what our systems say we should have and our actual inventory. The metric 
is primarily calculated by the inventory control department. Shortage is a meta-metric or the 
ultimate metric, as it is the culmination of many different measures, such as losses in stores, 
in the supply chain, in transit, and from system problems that cause inaccurate counting. 

Second, we use the shortage metric to:

• make the case for investment in security technologies, 

• test the effectiveness of that investment, and then

• make the case for more investment in the proven-effective technologies.

:LL�X\LZ[PVU����ILSV^�MVY�H�KLZJYPW[PVU�VM�H�ZWLJPÄJ�\ZL�VM�[OPZ�TL[YPJ�

4. �/V^�SVUN�OHZ�[OL�TL[YPJ�ILLU�\ZLK�H[�[OL�VYNHUPaH[PVU&

Years.

5. �/V^�YLSPHISL�PZ�[OL�KH[H�`V\�JVSSLJ[�MVY�[OL�TL[YPJ&�7SLHZL�L_WSHPU�

The data is good. External theft is reported by loss prevention staff who perform 
HWWYLOLUZPVUZ�HUK�ÄUK�L]PKLUJL�VM�SVZZ��Z\JO�HZ�LSLJ[YVUPJ�HY[PJSL�Z\Y]LPSSHUJL�[HNZ�[OH[�OH]L�
been removed from products and left in the store. We also get reports of losses from store 
video. For internal losses, we perform investigations and make our own counts of losses. 

����/V^�KV�`V\�LUZ\YL�[OH[�[OL�JVUJS\ZPVUZ�`V\�KYH^�MYVT�`V\Y�TL[YPJ�HYL�]HSPK&�7SLHZL�
explain.

The interplay between some of our activities and shortage reduction can be hard to pin 
down. For example, if our number of internal theft investigations is up, that could be a good 
sign, showing that we are becoming aware of more internal thefts and taking action. On the 
other hand, it could be a bad sign, showing that some aspect of a store’s culture or systems is 
HSSV^PUN�PU[LYUHS�[OLM[�[V�VJJ\Y�PU�[OL�ÄYZ[�WSHJL��

However, by using the overall shortage metric, especially after making a clear change 
SPRL�HKKPUN�ZLJ\YP[`�JHTLYHZ��^L�JHU�[LSS�MHPYS`�JVUÄKLU[S`�[OH[�V\Y�PU[LY]LU[PVU�THKL�H�
difference.
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����>V\SK�`V\Y�TL[YPJ�IL�\ZLM\S�[V�V[OLY�VYNHUPaH[PVUZ&�0U�V[OLY�^VYKZ��PZ�P[�NLULYHSPaHISL&

Yes. It is in widespread use in the retail industry.

8.  >OH[�PZ�[OL�JVZ[�VM�KL]LSVWPUN�HUK�HKTPUPZ[LYPUN�`V\Y�TL[YPJ&�;OPZ�PUJS\KLZ�TVUL[HY`�HUK�
non-monetary costs associated with metric development and administration, as well as any 
ULNH[P]L�JVUZLX\LUJLZ�HZZVJPH[LK�^P[O�JVSSLJ[PUN�[OL�KH[H�VY�\ZPUN�[OL�TL[YPJ��MVY�L_HTWSL��
KH[H�JVSSLJ[PVU�[HRLZ�H�SV[�VM�Z[HMM�[PTL�VY�VMMLUKZ�LTWSV`LLZ��

The inventory control department does much of the data collection. The work is happening 
anyway; creating the metric is not an add-on task.

9.  Can the data for your metric be collected in a timely fashion—so it is relevant for  
KLJPZPVU�THRPUN&

The data is collected on an ongoing basis. We can study it for feedback to judge the 
effectiveness of our interventions.

10. *V\SK�WLVWSL�MHRL�[OL�TL[YPJ�KH[H�PM�[OL`�^HU[LK�[V&�0Z�[OLYL�HU`�PUJLU[P]L�MVY�[OLT� 
[V�KV�ZV&

Some data elements of the shortage metric are fully reliable, while others are in a gray 
area, such as the distinction between actual losses due to theft and apparent losses due to 
accounting or inventory errors.

11. *HU�`V\Y�TL[YPJ�IL�\ZLK�[V�KLTVUZ[YH[L�H�YL[\YU�VU�ZLJ\YP[`�PU]LZ[TLU[&

There is a clear link between reducing shrinkage and saving money. Our metrics demonstrate 
that the investment in security technology led to reduced losses. We have found that if 
shortage goes up, senior management is willing to allocate resources to help us determine the 
cause and implement solutions.

����0Z�[OL�TL[YPJ�HSPNULK�^P[O�`V\Y�VYNHUPaH[PVU»Z�NVHSZ��TPZZPVU��VIQLJ[P]LZ��HZZL[Z��VY�YPZRZ&�
/V^&

;OL�ZOVY[HNL�U\TILY�PZ�H�JVTWHU`�^PKL�TL[YPJ��0[�HMMLJ[Z�WYVÄ[�HUK�SVZZ�MVY�L]LY`�Z[VYL�HUK�
MVY�[OL�JVYWVYH[PVU��:LUPVY�SLHKLYZOPW�PZ�JVUJLYULK�ILJH\ZL�ZOVY[HNL�O\Y[Z�WYVÄ[��9L[HPS�
companies accrue for shortage, meaning they plan or budget for a certain percentage of 
ZOVY[HNL�PU�[OLPY�WYVÄ[�HUK�SVZZ�LZ[PTH[LZ��:V�0�OH]L�[V�HPT�[V�KV�IL[[LY�[OHU�[OL�HJJY\HS·[V�
IYPUN�ZOVY[HNL�PU�ILSV^�[OL�LZ[PTH[L��)`�KVPUN�ZV��0�IYPUN�H�ILULÄ[�Z[YHPNO[�[V�[OL�JVYWVYH[L�
bottom line.

����Are your metric and metric results easy to explain to others—especially to senior 
THUHNLTLU[&

Our presentation to management is clear-cut: what is the shortage number, and how did 
^L�JVU[YPI\[L�[V�RLLWPUN�P[�SV^&�>L�HSZV�Z\TTHYPaL�[OL�KVSSHY�ILULÄ[�[OH[�JVTLZ�MYVT�V\Y�
apprehensions and recoveries, but the main item senior management cares about is the 
ultimate metric: shortage.
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14. /V^�KV�`V\�\ZL�[OL�TL[YPJ&�>OH[�KVLZ�P[�KV�MVY�`V\&�+VLZ�P[�N\PKL�`V\Y�ZLJ\YP[`� 
KLJPZPVU�THRPUN&

See below.

15. *HU�`V\�ZOHYL�ZWLJPÄJZ·MVY�L_HTWSL��ZWLJPÄJ�TLHZ\YLTLU[Z�V]LY�[PTL��ZWLJPÄJ�ZLJ\YP[`�
changes you made in response to the metric, and whether those changes had the desired 
LMMLJ[&

One example: we had many stores with no security cameras. We selected a subset of those 
stores based on known shortage numbers, obtained corporate funding to add cameras in 
those stores, and used ongoing metrics to demonstrate that shortage decreased in the stores 
where we added cameras. That evidence of shortage reduction led to further investment in 
security technology, so now we have cameras in 100 percent of our stores. 

>OLU�HUHS`aPUN�[OPZ�TL[YPJ·ZOVY[HNL·P[�PZ�]LY`�PTWVY[HU[�[V�JVUZPKLY�[OL�JH\ZLZ�VM�SVZZLZ��
If faulty accounting shows that we are losing a certain type of item, but we are not actually 
losing it, then the security measures we would put in place to reduce that loss would be a 
waste of resources. In other words, we would be spending money to solve a non-problem.
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Scoring and Comments from Reviewers

Based on the Security Metrics Evaluation Tool (Security MET)

4L[YPJ��� Researcher Expert 1 ,_WLY[��

Criterion Score Score Score Average

1. Reliability 4 4 3 3.67

2. Validity 3 5 2 3.33

���.LULYHSPaHIPSP[` 5 5 4 4.67

Technical Total �� 14 9 �����

4. Cost 4 4 5 4.33

5. Timeliness 4 5 5 4.67

6. Manipulation 3 5 3 3.67

6WLYH[PVUHS��:LJ\YP[`��;V[HS 11 14 �� �����

7. Return on Security Investment 4 5 3 4.00

���6YNHUPaH[PVUHS�9LSL]HUJL 5 5 5 5.00

9. Communication 4 5 4 4.33

:[YH[LNPJ��*VYWVYH[L��;V[HS �� 15 �� �����

TOTAL ACROSS CRITERIA �� �� �� �����

Expert comments: This type of metric is in widespread use throughout the retail industry. The 
]HSPKP[`�HUK�YLSPHIPSP[`�VM�[OL�KH[H�HYL�KPMÄJ\S[�[V�NH\NL��HZ�Z[HMM�YLWVY[PUN�HUK�]PKLV�Z\Y]LPSSHUJL�HYL�
UV[�WLYMLJ[�KH[H�ZV\YJLZ��:[PSS��[OYV\NO�H�TL[PJ\SV\Z�HUK�]LYPÄHISL�HJJV\U[PUN�WYVJLZZ��[OPZ�TL[YPJ�
helps security inform the C-suite why security countermeasures should be implemented to reduce 
ZOVY[HNL��;OL�KPYLJ[�SPURHNL�IL[^LLU�PKLU[PÄLK�ZOVY[HNLZ�HUK�SHJR�VM�ZLJ\YP[`�TLHZ\YLZ�THRLZ�H�
compelling case for the need for additional security. The metric does not necessarily identify the root 
cause of the shortage. 
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14. Phone Theft Metric 

1.  Respondent title

Vice President, Security

2.  6YNHUPaH[PVU»Z�SVJH[PVU��ÄLSK�PUK\Z[Y �̀�U\TILY�VM�LTWSV`LLZ��U\TILY�VM�ZP[LZ��HUU\HS�
YL]LU\L��VY�V[OLY�TLHZ\YL�VM�ZPaL�

4PK^LZ[�<UP[LK�:[H[LZ"�ÄUHUJPHS�ZLY]PJLZ�PU]LZ[TLU[Z�TVY[NHNL�IYVRLY"� �����LTWSV`LLZ

����+LZJYPW[PVU�VM�TL[YPJ��^OH[�HYL�`V\�TLHZ\YPUN��HUK�PU�NLULYHS�^O`&�

>L�[YHJR�HZZH\S[Z�VU�LTWSV`LLZ�^OV�^VYR�H[�V\Y�VMÄJLZ�PU�[OL�JLU[YHS�I\ZPULZZ�KPZ[YPJ[�VM�V\Y�
city. It is part of our risk management effort and our effort to attract and retain workers. 

:WLJPÄJHSS �̀�^L�OH]L�ILLU�[YHJRPUN�¸(WWSL�WPJRPUN�¹�^OPJO�PZ�[OL�[OLM[�VM�TVIPSL�WOVULZ�I`�
JYPTPUHSZ�^OV�NYHI�[OL�WOVULZ�V\[�VM�\ZLYZ»�OHUKZ��([�V\Y�VMÄJL�ZP[LZ�KV^U[V^U��^L�^LYL�
L_WLYPLUJPUN�H�ZL]LYL�YHZO�VM�WOVUL�[OLM[��6\Y�LTWSV`LLZ�^LYL�]PJ[PTPaLK�VU�[OL�ZPKL^HSRZ�
HSS�HYV\UK�V\Y�VMÄJLZ��;OPZ�^HZ�OHWWLUPUN�HZ�[OL`�JHTL�[V�^VYR��^OLU�[OL`�^LU[�V\[ZPKL�MVY�
lunch, and when they left to go home.

See details in question 15.

4. �/V^�SVUN�OHZ�[OL�TL[YPJ�ILLU�\ZLK�H[�[OL�VYNHUPaH[PVU&

Approximately two years.

5. �/V^�YLSPHISL�PZ�[OL�KH[H�`V\�JVSSLJ[�MVY�[OL�TL[YPJ&�7SLHZL�L_WSHPU�

It is highly reliable. It is based on incident reports from victims (our employees), police 
reports (to which we have immediate access through a special relationship), and video 
surveillance (because we have cameras viewing all the areas around our buildings). 

����/V^�KV�`V\�LUZ\YL�[OH[�[OL�JVUJS\ZPVUZ�`V\�KYH^�MYVT�`V\Y�TL[YPJ�HYL�]HSPK&�7SLHZL�
explain.

The validity seems clear. We had reliable reports of theft, we took security action based on 
those reports, and now the problem is eliminated. 

����>V\SK�`V\Y�TL[YPJ�IL�\ZLM\S�[V�V[OLY�VYNHUPaH[PVUZ&�0U�V[OLY�^VYKZ��PZ�P[�NLULYHSPaHISL&

Yes, this metric—showing mobile phone theft trends changing as we changed security 
[HJ[PJZ·JV\SK�IL�\ZLK�PU�HSTVZ[�HU`�VYNHUPaH[PVU�
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8. �>OH[�PZ�[OL�JVZ[�VM�KL]LSVWPUN�HUK�HKTPUPZ[LYPUN�`V\Y�TL[YPJ&�;OPZ�PUJS\KLZ�TVUL[HY`�HUK�
non-monetary costs associated with metric development and administration, as well as any 
ULNH[P]L�JVUZLX\LUJLZ�HZZVJPH[LK�^P[O�JVSSLJ[PUN�[OL�KH[H�VY�\ZPUN�[OL�TL[YPJ��MVY�L_HTWSL��
KH[H�JVSSLJ[PVU�[HRLZ�H�SV[�VM�Z[HMM�[PTL�VY�VMMLUKZ�LTWSV`LLZ��

This metric does not cost any extra money. We are already tracking a range of security 
incidents. This is part of our general mission, not an add-on cost.

We use RSA Archer software that addresses incident management, risk management, and 
compliance. It helps us track incidents and discern trends.

9.  Can the data for your metric be collected in a timely fashion—so it is relevant for  
KLJPZPVU�THRPUN&

;OL�KH[H�[LUKZ�[V�IL�]LY`�\W�[V�KH[L��HZ�WLVWSL�NLULYHSS`�YLWVY[�[OLZL�]PJ[PTPaH[PVUZ�WYVTW[S �̀

10. *V\SK�WLVWSL�MHRL�[OL�TL[YPJ�KH[H�PM�[OL`�^HU[LK�[V&�0Z�[OLYL�HU`�PUJLU[P]L�MVY�[OLT� 
[V�KV�ZV&

(�WLYZVU�JV\SK�ÄSL�H�MHSZL�YLWVY[�^P[O�[OL�ZLJ\YP[`�KLWHY[TLU[�VY�^P[O�JP[`�WVSPJL��I\[�V\Y�
investigation of the reported theft might show (through video) that the claimed incident did 
UV[�[HRL�WSHJL��(SZV��[OLYL�PZ�SP[[SL�PUJLU[P]L�[V�ÄSL�H�MHSZL�YLWVY[�

11. *HU�`V\Y�TL[YPJ�IL�\ZLK�[V�KLTVUZ[YH[L�H�YL[\YU�VU�ZLJ\YP[`�PU]LZ[TLU[&

This metric is important and is valued by the company because it works. The metric helps us 
keep employees safe and continue to attract new employees. Those missions are vital to the 
company, but the ROI would be hard to quantify.

����0Z�[OL�TL[YPJ�HSPNULK�^P[O�`V\Y�VYNHUPaH[PVU»Z�NVHSZ��TPZZPVU��VIQLJ[P]LZ��HZZL[Z��VY�YPZRZ&�
/V^&

0[�PZ�WLYMLJ[S`�HSPNULK�^P[O�V\Y�NVHS�VM�H[[YHJ[PUN��WYV[LJ[PUN��HUK�YL[HPUPUN�[HSLU[�H[�V\Y�VMÄJL�
locations in a city that experiences a high rate of crime. The company’s risk management 
department pays close attention to this metric and related metrics.

����Are your metric and metric results easy to explain to others—especially to senior 
THUHNLTLU[&

I report our metric and related data to senior management every quarter. The purpose is to 
show the value of the security program. I present the data in summary form in a PowerPoint 
WYLZLU[H[PVU��;OL�RL`�PZ�[V�RLLW�P[�ZPTWSL�HUK�JSLHY��0�ÄUK�P[�ILZ[�[V�WYLZLU[�H�ML^�ZOVY[�I\SSL[�
points—the top-level information only, rather than complex charts and graphs. A dashboard 
containing multiple charts and graphs may be useful internally (within a security department), 
but for presentations to senior management, simpler is better.
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14. /V^�KV�`V\�\ZL�[OL�TL[YPJ&�>OH[�KVLZ�P[�KV�MVY�`V\&�+VLZ�P[�N\PKL�`V\Y�ZLJ\YP[`� 
KLJPZPVU�THRPUN&

See below.

15. *HU�`V\�ZOHYL�ZWLJPÄJZ·MVY�L_HTWSL��ZWLJPÄJ�TLHZ\YLTLU[Z�V]LY�[PTL��ZWLJPÄJ� 
security changes you made in response to the metric, and whether those changes had  
[OL�KLZPYLK�LMMLJ[&

A few months ago, we had reached the point where we had 40 phone thefts in two months. 
In these incidents, a thief would snatch a mobile phone from one of our employees and run 
away. Our incident tracking process showed us how many thefts occurred, where exactly, and 
when. We were able to identify hot spots and times for phone theft and apply extra security 
measures at those places and times. 

These were our special measures:

• We installed more cameras in the hot spots.

• ([�[OL�TVYUPUN�Y\ZO��S\UJO[PTL��HUK�L]LUPUN�Y\ZO��^L�WSHJLK�ZLJ\YP[`�VMÄJLYZ�V\[ZPKL�V\Y�
buildings instead of in the lobbies. 

• We asked for, and received, increased police patrol at the hot spots. (We have a close 
relationship with local police, and our request was supported by detailed incident reports 
and video images.)

• >L�KPYLJ[LK�V\Y�VMÄJLYZ�[V�HWWYVHJO�LTWSV`LLZ�^OV�SVVRLK�]\SULYHISL��UV[�WH`PUN�
H[[LU[PVU�^OPSL�[HSRPUN�VU�WOVULZ��HUK�OHUK�[OLT�ZWLJPHS�Å`LYZ�^P[O�PUMVYTH[PVU�VU�
ZHML�ILOH]PVY��[V�H]VPK�ILPUN�]PJ[PTPaLK��HUK�WOVUL�YL[YPL]HS�SVJH[VY�HWWZ�[OH[�[OL`�JHU�
download to their phones.

• With our video images of “Apple picking” incidents, we created “be on the lookout” 
sheets and sent them to 30 local security directors and all our parking attendants.

• In concert with the local police, we investigated the thefts perpetrated against our 
employees. Some of the thieves were subsequently caught.

After taking these measures, we eliminated phone theft. After a height of 40 thefts in two 
TVU[OZ��^L�HYL�UV^�KV^U�[V�aLYV��
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Third Quarter 2013:

Fourth Quarter 2013 (theft much reduced):
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Scoring and Comments from Reviewers

Based on the Security Metrics Evaluation Tool (Security MET)

Metric 14 Researcher Expert 1 ,_WLY[��

Criterion Score Score Score Average

1. Reliability 5 4 5 4.67

2. Validity 4 4 5 4.33

���.LULYHSPaHIPSP[` 4 2 5 3.67

Technical Total �� 10 15 �����

4. Cost 4 4 5 4.33

5. Timeliness 4 4 4 4.00

6. Manipulation 4 3 4 3.67

6WLYH[PVUHS��:LJ\YP[`��;V[HS �� 11 �� �����

7. Return on Security Investment 2 4 5 3.67

���6YNHUPaH[PVUHS�9LSL]HUJL 5 4 5 4.67

9. Communication 5 5 5 5.00

:[YH[LNPJ��*VYWVYH[L��;V[HS �� �� 15 �����

TOTAL ACROSS CRITERIA �� �� �� �����

Expert comments: This metric served a useful purpose in quantifying a problematic threat and 
vulnerability and tracking the positive impacts that a multifaceted security countermeasure strategy 
had over time. The simplicity, reliability, and validity of the data led to readily understandable 
YLWVY[PUN�[V�JVYWVYH[L�SLHKLYZOPW�HUK�H�Z[YHPNO[MVY^HYK�Q\Z[PÄJH[PVU�MVY�HKKP[PVUHS�ZLJ\YP[`�YLZV\YJLZ�
(where return on investment could clearly be seen). This example shows that a metric may be used 
MVY�H�ZOVY[�WLYPVK�HUK�JHU�IL�WOHZLK�V\[�VUJL�H�ZWLJPÄJ�WYVISLT�OHZ�KPZZPWH[LK��
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15. Security Inspection Findings Metric 

1.  Respondent title

Senior Technical Advisor, Security Division

����6YNHUPaH[PVU»Z�SVJH[PVU��ÄLSK�PUK\Z[Y �̀�U\TILY�VM�LTWSV`LLZ��U\TILY�VM�ZP[LZ��HUU\HS�
YL]LU\L��VY�V[OLY�TLHZ\YL�VM�ZPaL�

Government entity; very large; many sites. 

����+LZJYPW[PVU�VM�TL[YPJ��^OH[�HYL�`V\�TLHZ\YPUN��HUK�PU�NLULYHS�^O`&�

We collect three categories of metrics:

• input process metrics (counting personnel and buildings that we must protect)

• output metrics (counting tasks performed, such as security clearances)

• outcome metrics (measuring the results of our work; the hardest type of metric to do well)

Our Security Inspection Findings Metric is an outcome metric. We perform periodic 
inspections at our many facilities around the country to look for compliance with security 
Y\SLZ��0M�^L�KPZJV]LY�H�]PVSH[PVU��JHSSLK�H�¸ÄUKPUN¹���Z\JO�HZ�HU�\USVJRLK�KVVY�VY�\UZLJ\YLK�
computer, we note it and make a recommendation or order for it to be corrected. Before 
^L�Z[HY[LK�RLLWPUN�[OL�:LJ\YP[`�0UZWLJ[PVU�-PUKPUNZ�4L[YPJ��^L�^V\SK�UV[�HS^H`Z�ÄUK�V\[�
^OL[OLY�ÄUKPUNZ�^LYL�JVYYLJ[LK�\U[PS�^L�THKL�V\Y�UL_[�WLYPVKPJ�PUZWLJ[PVU��^OPJO�JV\SK�
IL�H�SVUN�[PTL��TLHUPUN�ÄUKPUNZ�TPNO[�NV�\UJVYYLJ[LK�MVY�H�`LHY��*VYYLJ[PVUZ�^LYL�MHSSPUN�
[OYV\NO�[OL�JYHJRZ��5V^�[OL�WLYZVU�[V�^OVT�[OL�ÄUKPUNZ�^LYL�YLWVY[LK�T\Z[�YLWVY[�[V�\Z�
OV^�HUK�^OLU�LHJO�ÄUKPUN�PZ�YLZVS]LK��HUK�V\Y�[YHJRPUN�TL[OVKVSVN`�LUHISLZ�\Z�[V�LUZ\YL�
[OH[�ÄUKPUNZ�HYL�YLZVS]LK�WYVTW[S �̀�0M�[OL`�HYL�UV[��^L�MVSSV^�\W�^P[O�[OL�ZP[L��;OLYL�PZ�UV�
more falling through the cracks.

:V��[OL�W\YWVZL�VM�[OPZ�TL[YPJ�PZ�[V�LUZ\YL�[OH[�ÄUKPUNZ�HYL�JVYYLJ[LK�PU�H�YLHZVUHISL�WLYPVK��
(KOLYPUN�[V�ZLJ\YP[`�N\PKLSPULZ�PZ�H�JSLHY�HUK�LZZLU[PHS�YLX\PYLTLU[�MVY�V\Y�VYNHUPaH[PVU��ZV�
JVYYLJ[PUN�ÄUKPUNZ�PZ�LZZLU[PHS�[V�V\Y�VYNHUPaH[PVU»Z�TPZZPVU�

4. �/V^�SVUN�OHZ�[OL�TL[YPJ�ILLU�\ZLK�H[�[OL�VYNHUPaH[PVU&

Approximately 10 years.

5. �/V^�YLSPHISL�PZ�[OL�KH[H�`V\�JVSSLJ[�MVY�[OL�TL[YPJ&�7SLHZL�L_WSHPU�

The data is reliable. We collect it ourselves based on our own observations.

����/V^�KV�`V\�LUZ\YL�[OH[�[OL�JVUJS\ZPVUZ�`V\�KYH^�MYVT�`V\Y�TL[YPJ�HYL�]HSPK&�7SLHZL�
explain.

0[�PZ�H�Z[YHPNO[MVY^HYK�WYVWVZP[PVU��0M�H�NYLH[LY�WLYJLU[HNL�VM�ÄUKPUNZ�PZ�JVYYLJ[LK��[OLU�^L�HYL�
experiencing better compliance with the security requirements our entity must meet.
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����>V\SK�`V\Y�TL[YPJ�IL�\ZLM\S�[V�V[OLY�VYNHUPaH[PVUZ&�0U�V[OLY�^VYKZ��PZ�P[�NLULYHSPaHISL&

0[�^V\SK�IL�\ZLM\S�[V�HU`�VYNHUPaH[PVU�[OH[�[YHJRZ�PUZWLJ[PVUZ�

8.  >OH[�PZ�[OL�JVZ[�VM�KL]LSVWPUN�HUK�HKTPUPZ[LYPUN�`V\Y�TL[YPJ&�;OPZ�PUJS\KLZ�TVUL[HY`�HUK�
non-monetary costs associated with metric development and administration, as well as any 
ULNH[P]L�JVUZLX\LUJLZ�HZZVJPH[LK�^P[O�JVSSLJ[PUN�[OL�KH[H�VY�\ZPUN�[OL�TL[YPJ��MVY�L_HTWSL��
KH[H�JVSSLJ[PVU�[HRLZ�H�SV[�VM�Z[HMM�[PTL�VY�VMMLUKZ�LTWSV`LLZ��

Some parts of the data collection are automated, and other parts require manual tabulation.  
We tabulate the data monthly. The metric requires about one day of labor per month.

9.  Can the data for your metric be collected in a timely fashion—so it is relevant for  
KLJPZPVU�THRPUN&

We collect and tabulate the data monthly, which is frequent enough for our decision-making 
purposes.

10. *V\SK�WLVWSL�MHRL�[OL�TL[YPJ�KH[H�PM�[OL`�^HU[LK�[V&�0Z�[OLYL�HU`�PUJLU[P]L�MVY�[OLT�[V�KV�
ZV&

>L�JVSSLJ[�[OL�PUP[PHS�KH[H�V\YZLS]LZ��[OL�ÄUKPUNZ�[OH[�HYPZL�MYVT�V\Y�PUZWLJ[PVUZ���HUK�^L�
[YHJR�JVYYLJ[PVUZ�VM�[OVZL�ÄUKPUNZ��:VTLVUL�JV\SK�MHSZLS`�YLWVY[�[OH[�H�ÄUKPUN�^HZ�JVYYLJ[LK��
I\[�^L�^V\SK�ÄUK�V\[�H[�[OL�UL_[�PUZWLJ[PVU�

11. *HU�`V\Y�TL[YPJ�IL�\ZLK�[V�KLTVUZ[YH[L�H�YL[\YU�VU�ZLJ\YP[`�PU]LZ[TLU[&

;OL�HJ[\HS�ÄUHUJPHS�YL[\YU�VU�PU]LZ[TLU[�JHUUV[�IL�JHSJ\SH[LK�PU�V\Y�LU[P[ �̀�/V^L]LY��[OL�
value of the metric is clear to senior management. This metric enables us, on a tight budget, 
to justify the expense of our inspections. We show our value by measuring our increasing 
Z\JJLZZ�PU�LUZ\YPUN�[OH[�ÄUKPUNZ�HYL�JVYYLJ[LK�WYVTW[S`�HUK�UV[�HSSV^LK�[V�MHSS�[OYV\NO�[OL�
cracks.

����0Z�[OL�TL[YPJ�HSPNULK�^P[O�`V\Y�VYNHUPaH[PVU»Z�NVHSZ��TPZZPVU��VIQLJ[P]LZ��HZZL[Z��VY�YPZRZ&�
/V^&

;OL�TL[YPJ�PZ�[PLK�KPYLJ[S`�[V�[OL�VYNHUPaH[PVU»Z�Z[YH[LNPJ�HUK�I\ZPULZZ�WSHUZ��^OPJO�PUJS\KL�
security goals. The metric shows whether we are successfully executing those plans.

����Are your metric and metric results easy to explain to others—especially to  
ZLUPVY�THUHNLTLU[&

The metric is easy to explain to senior management. Over time, we have learned that less 
is more. We asked senior management what they really wanted to see. They said they 
cared about only seven particular items from our 30-page report. Now we give a short slide 
presentation about our metrics—no more than 10 slides. I am working to create an even 
simpler dashboard for senior management.
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14. /V^�KV�`V\�\ZL�[OL�TL[YPJ&�>OH[�KVLZ�P[�KV�MVY�`V\&�+VLZ�P[�N\PKL�`V\Y�ZLJ\YP[`� 
KLJPZPVU�THRPUN&

The metric results in increased adherence to decisions that have already been made—that is, 
the security rules that sites must follow. The metric partly guides decision-making by senior 
management by showing them that our inspections and follow-up activity are resulting in 
MHZ[LY�HUK�Z\YLY�YLZVS\[PVU�VM�ZLJ\YP[`�KLÄJPLUJPLZ�

15. *HU�`V\�ZOHYL�ZWLJPÄJZ·MVY�L_HTWSL��ZWLJPÄJ�TLHZ\YLTLU[Z�V]LY�[PTL��ZWLJPÄJ�ZLJ\YP[`�
changes you made in response to the metric, and whether those changes had the desired 
LMMLJ[&

>P[O�[OPZ�TL[YPJ��^OPJO�THRLZ�ÄUKPUNZ�MVSSV^�\W�WVZZPISL��^L�OH]L�ILLU�HISL�[V�ZPNUPÄJHU[S`�
PUJYLHZL�[OL�WLYJLU[HNL�VM�ÄUKPUNZ�[OH[�HYL�YLZVS]LK�WYVTW[S �̀�;OPZ�PZ�HU�PTWVY[HU[�ILULÄ[�[V� 
[OL�VYNHUPaH[PVU��
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Scoring and Comments from Reviewers

Based on the Security Metrics Evaluation Tool (Security MET)

Metric 15 Researcher Expert 1 ,_WLY[��

Criterion Score Score Score Average

1. Reliability 4 3 3 3.33

2. Validity 5 3 3 3.67

���.LULYHSPaHIPSP[` 4 4 4 4.00

Technical Total �� 10 10 11.00

4. Cost 4 3 5 4.00

5. Timeliness 4 3 3 3.33

6. Manipulation 4 2 3 3.00

6WLYH[PVUHS��:LJ\YP[`��;V[HS �� 8 11 �����

7. Return on Security Investment 2 3 3 2.67

���6YNHUPaH[PVUHS�9LSL]HUJL 5 4 3 4.00

9. Communication 5 3 3 3.67

:[YH[LNPJ��*VYWVYH[L��;V[HS �� 10 9 �����

TOTAL ACROSS CRITERIA �� �� �� �����

Expert comments: Quantifying and demonstrating ROI from security oversight functions, such as 
surveys, audits, assessments, inspections, and red/blue team operations, is often challenging. This 
example illustrates an innovative approach by not only tabulating instances of vulnerabilities  
detected and instances of regulatory noncompliance, but also documenting corrective actions  
taken and completed as a result of the inspection process. This metric should be of high interest to  
corporate leadership.

Data quality could be a challenge. Inspectors have varying interpretations of the rules, and the use 
of infrequent inspections affects the timeliness of the data. The metric might be even more useful for 
senior management if it reported how many high-, medium-, and low-level risks were mitigated. 
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16. Infringing Website Compliance Metric 

1.  Respondent title

Senior Director, Corporate Security

����6YNHUPaH[PVU»Z�SVJH[PVU��ÄLSK�PUK\Z[Y �̀�U\TILY�VM�LTWSV`LLZ��U\TILY�VM�ZP[LZ��HUU\HS�
YL]LU\L��VY�V[OLY�TLHZ\YL�VM�ZPaL�

Northeastern United States; pharmaceuticals; $1.4 billion revenue; four main sites

����+LZJYPW[PVU�VM�TL[YPJ��^OH[�HYL�`V\�TLHZ\YPUN��HUK�PU�NLULYHS�^O`&�

Thousands of websites claim to offer our products (brand-name prescription drugs) for sale 
without a prescription. These are highly regulated Schedule 2 drugs. Offering our products in 
this manner is a trademark infringement. (And actually selling the drugs in this manner is a 
felony.) 

Suppressing these crooked websites is important because they endanger public health (by 
providing real or fake pills illegally), misuse our intellectual property, and harm our corporate 
brand. Most of the sites are spurious, existing to facilitate credit card fraud and identity theft.

We send cease-and-desist letters to owners of such sites, demanding that the sites be taken 
down because they infringe our trademark. Our metric is the percentage of website owners or 
Internet service providers who comply with these cease-and-desist letters.

Measuring the compliance rate helps us measure our effectiveness in taking the sites down.

4. �/V^�SVUN�OHZ�[OL�TL[YPJ�ILLU�\ZLK�H[�[OL�VYNHUPaH[PVU&

Three and a half years.

5. �/V^�YLSPHISL�PZ�[OL�KH[H�`V\�JVSSLJ[�MVY�[OL�TL[YPJ&�7SLHZL�L_WSHPU�

It is very reliable. Cease-and-desist letters are simple to count, as are taken-down websites. 

����/V^�KV�`V\�LUZ\YL�[OH[�[OL�JVUJS\ZPVUZ�`V\�KYH^�MYVT�`V\Y�TL[YPJ�HYL�]HSPK&�7SLHZL�
explain.

On one level, if our compliance rate rises, that is a clear sign that our cease-and-desist letters 
are more effective in taking down infringing sites.

(Z�MVY�KYH^PUN�V[OLY�JVUJS\ZPVUZ�MYVT�[OL�TL[YPJ��^L�\ZL�V\Y�KH[H�[V�[Y`�[V�PUÅ\LUJL�0U[LYUL[�
policy (through ICANN, the Internet Corporation for Assigned Names and Numbers) and law 
enforcement efforts. We do not draw conclusions that the data cannot support—in particular, 
we cannot say that a high compliance rate necessarily results in fewer infringing websites 
over time. We draw what seems to be a valid conclusion: that a higher compliance rate is 
better than a lower compliance rate if we wish to shut down infringing sites.
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����>V\SK�`V\Y�TL[YPJ�IL�\ZLM\S�[V�V[OLY�VYNHUPaH[PVUZ&�0U�V[OLY�^VYKZ��PZ�P[�NLULYHSPaHISL&

(U`�VYNHUPaH[PVU�^P[O�WYVK\J[Z�VY�PU[LSSLJ[\HS�WYVWLY[`�TPZ\ZLK�VUSPUL�JV\SK�ILULÄ[�MYVT�
establishing a program of sending cease-and-desist letters to infringers and tracking the 
effectiveness of those letters. The work can be done in-house or with a vendor.

8. � �>OH[�PZ�[OL�JVZ[�VM�KL]LSVWPUN�HUK�HKTPUPZ[LYPUN�`V\Y�TL[YPJ&�;OPZ�PUJS\KLZ�TVUL[HY`�HUK�
non-monetary costs associated with metric development and administration, as well as any 
ULNH[P]L�JVUZLX\LUJLZ�HZZVJPH[LK�^P[O�JVSSLJ[PUN�[OL�KH[H�VY�\ZPUN�[OL�TL[YPJ��MVY�L_HTWSL��
KH[H�JVSSLJ[PVU�[HRLZ�H�SV[�VM�Z[HMM�[PTL�VY�VMMLUKZ�LTWSV`LLZ��

We use a vendor to identify the sites, send cease-and-desist letters, and track whether the 
sites are taken down. There is a cost to using the vendor. It is important to use a high-quality 
vendor for this task, and the vendor is not cheap. It would take two to three full-time people 
on our staff to do what the vendor is doing for approximately the cost of one person. 

However, the actual metric—the compliance rate—does not have a marginal cost above the 
main work that the vendor is doing. The metric is a straightforward measurement that would 
need to be taken anyway.

9.  Can the data for your metric be collected in a timely fashion—so it is relevant for  
KLJPZPVU�THRPUN&

Yes. The data is collected quickly and automatically.

10. *V\SK�WLVWSL�MHRL�[OL�TL[YPJ�KH[H�PM�[OL`�^HU[LK�[V&�0Z�[OLYL�HU`�PUJLU[P]L�MVY�[OLT�[V�KV�
ZV&

Our vendor could attempt to fake the data, in order to appear more successful, but the 
numbers are easy to verify.

11. *HU�`V\Y�TL[YPJ�IL�\ZLK�[V�KLTVUZ[YH[L�H�YL[\YU�VU�ZLJ\YP[`�PU]LZ[TLU[&

The ROI is there, but it is not easy to measure. The investment is mainly the cost of the 
vendor we use. The vendor’s work has a known cost, but the return—brand protection, 
intellectual property protection, public health protection, identity theft, and credit card fraud 
prevention—is hard to quantify.

Sometimes the program is a hard sell, even though the costs are visible, the metric is clear, 
HUK�[OL�ILULÄ[Z�HYL�PTWVY[HU[��:[PSS��[OPZ�LMMVY[�JVU[PU\LZ�[V�IL�M\UKLK�L]LU�PU�H�JVZ[�J\[[PUN�
era.

����0Z�[OL�TL[YPJ�HSPNULK�^P[O�`V\Y�VYNHUPaH[PVU»Z�NVHSZ��TPZZPVU��VIQLJ[P]LZ��HZZL[Z��VY�YPZRZ&�
/V^&

I believe 75 percent of a company’s assets are non-physical. Brand protection and protection 
of intellectual property, which our metric supports, are absolutely vital to the corporation’s 
goals. Our compliance metric is an important part of risk management.
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����Are your metric and metric results easy to explain to others—especially to  
ZLUPVY�THUHNLTLU[&

The metric is straightforward: what percentage of websites were taken down after their 
owners or ISPs received our cease-and-desist letters.

14. /V^�KV�`V\�\ZL�[OL�TL[YPJ&�>OH[�KVLZ�P[�KV�MVY�`V\&�+VLZ�P[�N\PKL�`V\Y�ZLJ\YP[`� 
KLJPZPVU�THRPUN&

See below.

15. *HU�`V\�ZOHYL�ZWLJPÄJZ·MVY�L_HTWSL��ZWLJPÄJ�TLHZ\YLTLU[Z�V]LY�[PTL��ZWLJPÄJ� 
security changes you made in response to the metric, and whether those changes  
OHK�[OL�KLZPYLK�LMMLJ[&

Things move fast on the Internet. We use a vendor called MarkMonitor, which searches 
[OL�>LI�MVY�PUMYPUNPUN�ZP[LZ��(M[LY�[OL�H\[VTH[LK��HSNVYP[OT�IHZLK�Z`Z[LT�ÄUKZ�H�WVZZPIS`�
infringing site, the site is quickly investigated (within three to four days) to determine whether 
it is in fact infringing. If so, a cease-and-desist letter is sent to the site owner. A week later, if 
the site is still up, similar letters are sent to the Internet service provider that hosts the site and 
to the domain name registrar. Noncompliance results in further measures from us.

Over the last three and a half years, by using this automated approach we have increased 
compliance from 84 percent to 98 percent. That means 98 percent of the sites to which we 
send cease-and-desist letters actually get taken down. 

Over the course of a month, we generally have a rolling average of 50 problematic sites. Our 
metric does not provide a silver bullet to stop the problem; we cannot identify and stop every 
offender on the Internet. Rather, our orderly, consistent approach to suppressing these sites 
helps us keep the problem to a manageable level.

The metric guides our decision-making by telling us whether our cease-and-desist letters 
continue to be effective. The metric also guides public policy, Internet policy (ICANN), 
HUK�SH^�LUMVYJLTLU[�WYVZLJ\[PVU�HJ[P]P[PLZ�^OLU�^L�ZOHYL�V\Y�ÄUKPUNZ�^P[O�V\[ZPKL�
VYNHUPaH[PVUZ�
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Scoring and Comments from Reviewers

Based on the Security Metrics Evaluation Tool (Security MET)

4L[YPJ��� Researcher Expert 1 ,_WLY[��

Criterion Score Score Score Average

1. Reliability 5 5 3 4.33

2. Validity 4 5 2 3.67

���.LULYHSPaHIPSP[` 4 5 1 3.33

Technical Total �� 15 � �����

4. Cost 2 4 3 3.00

5. Timeliness 5 5 3 4.33

6. Manipulation 5 5 2 4.00

6WLYH[PVUHS��:LJ\YP[`��;V[HS �� 14 8 �����

7. Return on Security Investment 3 4 2 3.00

���6YNHUPaH[PVUHS�9LSL]HUJL 5 5 3 4.33

9. Communication 5 5 2 4.00

:[YH[LNPJ��*VYWVYH[L��;V[HS �� 14 � �����

TOTAL ACROSS CRITERIA �� �� �� �����

Expert comments: This metric shows that compliance with cease-and-desist requests has increased 
substantially over time. The metric is not able to determine the impact on the total number of 
]PVSH[PUN�ZP[LZ��[OL�U\TILY�VM�YL�LZ[HISPZOLK�PUMYPUNPUN�^LIZP[LZ��VY�HU`�WVZZPISL�KL[LYYLU[�ILULÄ[Z��
:[PSS��[OL�TL[YPJ�Q\Z[PÄLZ�[OL�JVU[PU\HUJL�VM�JLHZL�HUK�KLZPZ[�SL[[LYZ�[V�THRL�H[�SLHZ[�H�THYNPUHS�
difference and thus is worth the modest cost of sustaining it. 
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Appendix C: Literature Review

Executive Summary

4L[YPJZ�KYP]L�I\ZPULZZ�KLJPZPVUZ�HUK�ILOH]PVY��;OL`�PUÅ\LUJL�WYVJLZZ�HZZLZZTLU[�HUK�JVU[YVSZ��
I\ZPULZZ�WVSPJPLZ��JVSSHIVYH[PVU�MVY�LU[LYWYPZL�^PKL�ILULÄ[Z��I\ZPULZZ�PU]LZ[TLU[�KLJPZPVUZ��HUK�
Z[YH[LNPJ�HUK�WYVÄ[�JLU[LY�HSPNUTLU[��:LJ\YP[`�TL[YPJZ�HYL�]P[HS��I\[�[OL�ÄLSK�VMMLYZ�ML^�[LZ[LK�TL[YPJZ�
and benchmarks (Guidelines and Metrics Working Group, ASIS Defense and Intelligence Council, 
2012).

This literature review will help security professionals discover and understand metrics that are 
currently in use, present metrics to executive management in a persuasive manner, and evaluate 
L_PZ[PUN�TL[YPJZ��,_PZ[PUN�ZLJ\YP[`�TL[YPJZ�JHU�IL�JH[LNVYPaLK�IHZLK�VU�ZLJ\YP[`�[`WL��.\PKLSPULZ�
and Metrics Working Group, ASIS Defense and Intelligence Council, 2012), business function (“CIS 
consensus information security metrics,” n.d.), degree of automation (McIIravey & Ohlhausen, 
2012), etc. The literature also presents aids in communication to best present these metrics to 
management, including benchmarks (GIA, 2010). In addition, general tips are provided in the 
literature on how to evaluate the effectiveness of a measure, including demonstrating return on 
investment (Gauging security ROI, 2007).

;OL�WYLZLU[�SP[LYH[\YL�YL]PL^�PKLU[PÄLZ�H�NHW�YLNHYKPUN�[OL�L_PZ[LUJL�HUK�L]HS\H[PVU�VM�Z[H[PZ[PJHSS`�
ZV\UK�TL[YPJZ��,_WSPJP[S`�KLÄULK�TL[YPJ�JYP[LYPH��L]PKLUJL�ULLKLK�[V�KVJ\TLU[�[OH[�[OLZL�JYP[LYPH�
were met, and example metrics that meet these criteria do not yet exist within the security literature. 
Valid and reliable metrics are vital in ensuring that accurate conclusions are drawn from data and 
the right information is communicated; this would ultimately drive management to fully comprehend 
the importance and value of security and security metrics. The development of the Security Metrics 
Evaluation Tool (Security MET) should address this crucial gap.

I. Introduction

Metrics drive business decisions and behavior. They enable process assessment and controls, drive 
I\ZPULZZ�WVSPJPLZ��PUÅ\LUJL�JVSSHIVYH[PVU�MVY�LU[LYWYPZL�^PKL�ILULÄ[Z��KYP]L�I\ZPULZZ�PU]LZ[TLU[�
KLJPZPVUZ��HUK�PUÅ\LUJL�Z[YH[LNPJ�HUK�WYVÄ[�JLU[LY�HSPNUTLU[��:LJ\YP[`�TL[YPJZ�HYL�]P[HS��I\[�[OL�ÄLSK�
offers few tested metrics or benchmarks (Guidelines and Metrics Working Group, ASIS Defense and 
0U[LSSPNLUJL�*V\UJPS���������>P[O�H�ZPNUPÄJHU[�YPZL�PU�[OL�H]HPSHIPSP[`�HUK�\ZL�VM�IPN�KH[H��P�L���
datasets that are so voluminous that the ability to structure, process, and comprehend the data is 
HYK\V\Z���P[�PZ�PTWLYH[P]L�[OH[�VYNHUPaH[PVUZ�ZLSLJ[�[OL�YPNO[�TL[YPJZ��-VY�L_HTWSL!

/HYULZZPUN�IPN�KH[H�[OYV\NO�TL[YPJZ�^PSS�IL�LZZLU[PHS�PU�OLSWPUN�VYNHUPaH[PVUZ�YLTHPU�JVTWL[P[P]L�
�)L^SL �̀�����"�2PYVU��:OVJRSL �̀�2Y\ZJO^P[a��-PUJO���/H`KVJR���������

¸*:*¯WYLKPJ[Z�[OH[�I`�������^L�^PSS�ZLL�H�������WLYJLU[�PUJYLHZL�PU�[OL�YH[L�VM�HUU\HS�KH[H�
generation” (Van Till, 2013, para. 3).
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A. Evolution of Security Metrics

Historically, there has been a disconnect between security programs and the core businesses they 
serve. However, the risk environment has dramatically changed within the last 30 years, in part 
due to new avenues in technology (Campbell, 2006). Security programs must now gauge their 
effectiveness in terms of risk mitigation and do so in a way that speaks to senior executives.  
Metrics are a vital tool for this gauge, and as such, the perceived value of metrics is on the rise 
(Campbell, 2007). 

-VY�L_HTWSL��PU�¸4HRL�)L[[LY�+LJPZPVUZ�¹�+H]LUWVY[����� ��KLZJYPILZ�[OL�ILULÄ[Z�VM�TL[YPJZ��
Davenport uses the term “analytics” to describe decision-making driven by quantitative analysis and 
data. When a company uses metrics or analytics, the decisions made are more likely to be the right 
VULZ��HZ�[OLZL�KLJPZPVUZ�HYL�NYV\UKLK�PU�[OL�ZJPLU[PÄJ�TL[OVK��

Security metrics support the value proposition of  
HU�VYNHUPaH[PVU»Z�ZLJ\YP[`�VWLYH[PVU��/V^L]LY��[OL�MVJ\Z�PZ�TVYL�VU�JV\U[PUN�L]LU[Z�[OHU�JYLH[PUN�
TLHUPUNM\S��YPZR�IHZLK�TL[YPJZ��/H`LZ��2V[^PJH���������;OL�VW[PTPaH[PVU�VM�TL[YPJ�]HS\L�PZ�UV[�
widely understood. In their Harvard Business Review article, Davenport and Harris (2010) report 
results from their study of 400 companies in 35 countries and 19 industry sectors. They write, “Those 
who view [metrics] as just reporting on past performance don’t understand the full scope and value 
of analytics” (Davenport & Harris, 2010, p.1).

&��(I½RMXMSR�SJ�7IGYVMX]�1IXVMGW�

;OL�HKQHJLU[�IV_�JVU[HPUZ�HU�VSK�KLÄUP[PVU�VM�ZLJ\YP[`�
metrics from Carnegie Mellon University (1995):

;OPZ�KLÄUP[PVU�JHU�IL�IYVHKLULK�[V�PUJS\KL�[OL�WYV[LJ[PVU�
of people, property, and information. Security metrics are a 
JY\JPHS�HZWLJ[�VM�YPZR�THUHNLTLU[��(a\^H��(OTHK��:HOPI��
�:OHTZ\KKPU���������0U�[OL�PUMVYTH[PVU�ZLJ\YP[`�ÄLSK��
YLZLHYJOLYZ�OH]L�KLÄULK�TL[YPJ�PU�U\TLYV\Z�^H`Z��(a\^H�
et al., 2012):

• a measurement that is compared to a scale or 
benchmark to produce a meaningful result

• a quantitative and objective basis for security 
assurance, comparing two or more measurements 
taken over time with a predetermined baseline

• an indicator, not an absolute value with respect to an external scale

• H�TLHZ\YLTLU[�Z[HUKHYK�[OH[�JHU�IL�X\HU[PÄLK�HUK�YL]PL^LK�[V�TLL[�ZLJ\YP[`�VIQLJ[P]LZ��
facilitate relevant actions for improvement, and aid decision making and compliance with 
security standards

The term metrics is sometimes used interchangeably with measurements, analytics, and performance 
metrics throughout the security literature. To aid in clear and consistent communication, only the 
term metrics is used throughout this review.

¸4L[YPJZ�HYL�X\HU[PÄHISL�
measurements of some aspect  
VM�H�Z`Z[LT�VY�LU[LYWYPZL¯��
Security metrics focus on the 
actions (and results of those 
HJ[PVUZ��[OH[�VYNHUPaH[PVUZ�
take to reduce and manage the 
risks of loss of reputation, theft 
of information or money, and 
business discontinuities that 
arise when security defenses 
are breached” (Carnegie Mellon 
University, 1995, para.1-2).
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C. Purpose of This Literature Review

;OL�W\YWVZL�VM�[OPZ�YL]PL^�PZ�[V�Z`U[OLZPaL�SP[LYH[\YL�Z\YYV\UKPUN�L_PZ[PUN�TL[YPJZ��JVTT\UPJH[PUN�
TL[YPJZ��HUK�L]HS\H[PUN�TL[YPJZ��;OPZ�^PSS�ZLY]L�HZ�[OL�ÄYZ[�Z[LW�PU�N\PKPUN�ZLJ\YP[`�WYVMLZZPVUHSZ�[V�
develop metrics that meet measurement standards, present metrics to executive management in a 
WLYZ\HZP]L�THUULY��HUK�L]HS\H[L�L_PZ[PUN�TL[YPJZ��4L[YPJZ�HSSV^�VYNHUPaH[PVUZ�[V�OVSK�PUKP]PK\HSZ�
HJJV\U[HISL�MVY�ZWLJPÄLK�YLZ\S[Z�HUK�NVHSZ��HUK�HYL�H�]LOPJSL�[OYV\NO�^OPJO�ZLJ\YP[`�WYVNYHTZ�
JHU�KLTVUZ[YH[L�[OLPY�TLHZ\YHISL�PTWHJ[�VU�HU�VYNHUPaH[PVU»Z�Z[YH[LNPJ��VYNHUPaH[PVUHS��ÄUHUJPHS��
HUK�VWLYH[PVUHS�YPZRZ�HUK�WYVÄ[Z��*HTWILSS���������(Z�Z\JO��HU�PU[LNYH[PVU�VM�TL[YPJZ�SP[LYH[\YL�PZ�
essential for furthering the understanding of what metrics exist, how to effectively communicate 
metrics, and what makes a good metric.

It is important to note that the metrics discussed, and principles of communicating and  
evaluating metrics, are applicable across all domains of security. Below is a list of the ASIS 
International Councils to illustrate the widespread applicability of this literature review to the  
IYVHK�ÄLSK�VM�ZLJ\YP[`!

• Academic and Training Programs Council

• Banking and Financial Services Council

• Commercial Real Estate Council

• Crime/loss Prevention Council

• Crisis Management and Business Continuity Council

• Cultural Properties Council

• Defense and Intelligence Council

• Economic Crime Council

• Fire and Life Safety Council

• Food Defense and Agriculture Security Council

• Gaming and Wagering Protection Council

• Global Terrorism, Political Instability and International Crime Council

• Healthcare Security Council

• Hospitality, Entertainment and Tourism Security Council 

• Information Asset Protection & Pre-employment Screening Council

• Information Technology Security Council

• Investigations Council

• Law Enforcement Liaison Council

• Leadership and Management Practices Council

• Military Liaison Council

• Petrochemical, Chemical and Extractive Industries Security Council

• Pharmaceutical Security Council
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• Physical Security Council

• Retail Loss Prevention Council

• School Safety and Security Council

• Security Architecture and Engineering Council

• Security Services Council

• Supply Chain and Transportation Security Council

• Utilities Security Council

• Women In Security Ad-hoc Council

II. Existing Security Metrics

There have been multiple efforts aimed at  
examining existing security metrics. Perhaps 
the most thorough treatment of the topic to 
date is that by Campbell (2007). Existing 
ZLJ\YP[`�TL[YPJZ�JHU�IL�JH[LNVYPaLK�IHZLK�
on security type (Guidelines and Metrics 
Working Group, ASIS Defense and 
Intelligence Council, 2012), business 
function (“CIS consensus information 
security metrics,” n.d.), degree of automation 
(McIIravey & Ohlhausen, 2012), etc.

Examples of metric categories and corresponding metrics that will be discussed include:

• Baseline performance metrics, such as emergency service response time (Campbell, 2007)

• Physical security metrics, such as the number of persons who voluntarily showed 
PKLU[PÄJH[PVU�IHKNLZ�]LYZ\Z�[OVZL�^OV�KPK�UV[��:JHNSPVUL�������

• Financial metrics, such as the security cost per employee (McIIravey & Ohlhausen, 2012)

• Return-on-investment metrics, such as decline in amount of network downtime (Gauging 
security ROI, 2007)

• Metrics managed via incident management software, such as the number of policy violations 
(Gips, 2004)

A. Campell’s 2007 Metric Review

In his review, Campbell (2007) provides a description of numerous types of metrics and discusses 
THU`�VM�[OL�PZZ\LZ�WLY[HPUPUN�[V�[OLPY�\ZL�PU�VYNHUPaH[PVUZ��2L`�WLYMVYTHUJL�PUKPJH[VYZ��270Z��HYL�
one type of metric; KPIs are established by identifying a desired performance level and assessing the 
progression, or lack thereof, toward that level (Campbell, 2007). Examples of KPIs include employee 
and customer satisfaction surveys, the number of shipped goods that arrive to their destination intact, 
and the number of information security events that occur within a year (Mayor, 2006; Pironti, 2007). 

Existing Security Metrics Outline:

A. Campbell’s 2007 Metric Review

B. Metrics by Security Type

C. Metrics by Business Function

D. Return-on-Investment Metrics

E. Metrics – Incident Management Software

F. Existing Metrics – Concluding Remarks
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Risk analyses are another category of metric. This could involve measuring assets in terms of cost of 
SVZZ�VY�SVZZ�L]LU[Z��VY�JVUK\J[PUN�H�JVZ[�ILULÄ[�HUHS`ZPZ��*HTWILSS���������)HZLSPUL�WLYMVYTHUJL�
metrics can also be valuable; emergency service response time would be an example of a baseline 
performance metric. Diagnostic metrics involve identifying the root causes of trends; for example, 
HU�VYNHUPaH[PVU�TPNO[�L_HTPUL�[OL�JH\ZLZ�VM�PUJYLHZLK�^VYRWSHJL�]PVSLUJL�PUJPKLU[Z�PU�H�ZWLJPÄJ�
branch. Additional metric categories are listed below: 

• Risk rating or ranking

• Threat assessment

• Vulnerability assessment

• (UU\HSPaLK�SVZZ�L_WLJ[HUJ`

For a more comprehensive discussion of these metric types, see Campbell (2007).

B. Metrics by Security Type

(WHY[�MYVT�[OL�YL]PL^�JVUK\J[LK�I`�*HTWILSS���������ZLJ\YP[`�TL[YPJZ�HYL�VM[LU�JH[LNVYPaLK�IHZLK�
on the type of security (human resources/personnel security, physical security, industrial security, 
information and cyber security, etc.) in which they are used. Human resources or personnel security 
HKKYLZZLZ�TLHZ\YHISL�PZZ\LZ�PUJS\KPUN�JVTWSPHUJL��JVZ[�JVU[YVSZ�HUK�LMÄJPLUJ �̀�HUK�JVU[PU\V\Z�
evaluation (Guidelines and Metrics Working Group, ASIS Defense and Intelligence Council, 2012). 
For example, a proposed metric for human resources security, in regard to employee changes/
terminations, can be found in the box below: 

An additional metric for human resources security is the rate of turnover (i.e., staff retention; 
*HTWILSS���������;OL�WLYJLU[HNL�VM�LTWSV`LLZ�^OVZL�IHJRNYV\UK�JOLJRZ�`PLSK�ULNH[P]L�ÄUKPUNZ�
is also a personnel security metric, as is the average time needed to conduct background checks 
(Getting started using performance metrics, 2005; How metrics can link security to the business, 
2011; Wailgum, 2005).

Measureable events within industrial security include security reviews and workforce factors. 
0UK\Z[YPHS�ZLJ\YP[`�TL[YPJZ�TPNO[�PUJS\KL�[OL�U\TILY�VM�KLÄJPLUJPLZ�YLWVY[LK"�[OL�U\TILY�VM�
JSHZZPÄLK�JVU[YHJ[Z�JV\SK�HSZV�IL�\ZLM\S��.\PKLSPULZ�HUK�4L[YPJZ�>VYRPUN�.YV\W��(:0:�+LMLUZL�HUK�
Intelligence Council, 2012). 

Physical security metrics can include measureable issues surrounding alarms, protective barriers, 
theft, etc. Garcia (2008, p. 8) writes:

The performance measures for a PPS [physical protection system] function include 
probability of detection; probability of and time for alarm communication and assessment; 
frequency of nuisance alarms; time to defeat obstacles; probability of and time for accurate 
JVTT\UPJH[PVU�[V�[OL�YLZWVUZL�ÅVVY"�WYVIHIPSP[`�VM�YLZWVUZL�MVYJL�KLWSV`TLU[�[V�HK]LYZHY`�
location; time to deploy to a location; and response force effectiveness after deployment.

¸7LYJLU[HNL�VM�\ZLY�0+Z�ILSVUNPUN�[V�WLVWSL�^OV�OH]L�SLM[�[OL�VYNHUPaH[PVU��ZLWHYH[LK�PU[V�HJ[P]L�
(pending deactivation) and inactive (pending archival and deletion) categories” (ISO27k, 2007, p.4).
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These measures or metrics play an important role in a performance-based approach to meeting 
the objectives of a physical protection system (Garcia, 2008). They are also useful in vulnerability 
assessment. For example (Garcia, 2006, pp. 14-16):

The goal of exterior sensor evaluation is to provide an estimate of sensor performance (PD) 
HNHPUZ[�KLÄULK�[OYLH[Z��HSVUN�^P[O�Z\WWVY[PUN�UV[LZ��WPJ[\YLZ��HUK�VIZLY]H[PVUZ�[OH[�Z\WWVY[�
this estimate. This will help establish the baseline performance of the overall PPS and, if not 
acceptable, will provide opportunities for upgrade improvements. Factors that will cause 
performance degradation include nuisance alarm rate and ease of defeat of the sensor 
[OYV\NO�I`WHZZ�VY�ZWVVÄUN¯�

[In] this part of the VA [vulnerability assessment], an estimate of the probability of assessment 
(PAs) must be provided for use in the system analysis. This probability is a result of the 
combined effects of video image quality and resolution, speed of capture of images, proper 
PUZ[HSSH[PVU�HUK�THPU[LUHUJL�VM�HSS�JVTWVULU[Z��HUK�PU[LNYH[PVU�VM�ZLUZVY�KL[LJ[PVU�aVULZ�
^P[O�JHTLYH�ÄLSK�VM�]PL^�JV]LYHNL�

Another example of a physical security metric is the number of patients searched by emergency 
ZLY]PJLZ�H[�H�OVZWP[HS"�[OL�U\TILY�VM�HYTLK�YVIILYPLZ�H[�H�ZWLJPÄJ�Z[VYL�SVJH[PVU�HUK�PU]LU[VY`�
shrinkage are additional examples (Health Resource Network, Inc., 2000; Wailgum, 2005). The 
number of door alarm annunciations is another physical security metric that is often implemented. 
This metric has been used to explore the cause of false alarms so that all alarms do not have to be 
treated as emergency security situations (Treece & Freadman, 2010). The number of persons who 
]VS\U[HYPS`�ZOV^�PKLU[PÄJH[PVU�IHKNLZ�]LYZ\Z�[OVZL�^OV�KV�UV[�PZ�HUV[OLY�TL[YPJ��:JHNSPVUL���������
0U�HKKP[PVU��[OL�;YHUZWVY[H[PVU�:LJ\YP[`�(KTPUPZ[YH[PVU�PZ�W\YZ\PUN�ÅPLY�[OYLH[�SL]LS�JHSJ\SH[PVUZ��
conducted by private data brokers, to determine whom to screen at security checks (Sternstein, 2013).

In establishing a metric to assess a given security function, security professionals are advised to ask 
[OL�MVSSV^PUN�X\LZ[PVUZ��2V]HJPJO��/HSPIVaLR�������!

• >OH[�ZWLJPÄJ�KH[H�^PSS�IL�JVSSLJ[LK&

• How will the data be collected? 

• When will the data be collected?

• Who will collect the data?

• Where (at what point in the function’s process) will the data be collected?

• What will the data depict?

• How will it be communicated?

• In what form will it be displayed?

An important new treatment of physical security metrics is found in The Risk Management Process 
for Federal Facilities: An Interagency Security Committee Standard (Interagency Security Committee, 
2013). The Interagency Security Committee, chaired by the U.S. Department of Homeland Security, 
develops security standards and best practices for nonmilitary federal facilities in the United States. 
;OL�Z[HUKHYK�YLJVNUPaLZ�ZLJ\YP[`�TL[YPJZ�HZ�HU�PTWVY[HU[�JVTWVULU[�VM�YPZR�THUHNLTLU[��0[�Z[H[LZ�
that, pursuant to Executive Order 12977, “the following policy is hereby established for the security 
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and protection of all buildings and facilities in the United States occupied by Federal employees for 
UVUTPSP[HY`�HJ[P]P[PLZ¯!�

• Federal departments and agencies shall assess and document the effectiveness of their 
physical security programs through performance measurement and testing; 

• Performance measures shall be based on agency mission goals and objectives; and

• Performance results shall be linked to goals and objectives development, resource needs, and 
program management.”

The standard addresses input or process measures, output measures, and outcome measures.

The security domain that has by far the greatest presence in the metrics literature is information and 
J`ILY�ZLJ\YP[ �̀�0U[LYUH[PVUHS�6YNHUPaH[PVU�MVY�:[HUKHYKPaH[PVU��0:6��0U[LYUH[PVUHS�,SLJ[YV[LJOUPJHS�
*VTTPZZPVU��0,*��������PZ�H�^PKLS`�\ZLK��ILZ[�WYHJ[PJL�JLY[PÄJH[PVU�[OH[�V\[SPULZ�PUMVYTH[PVU�
technology security standard requirements surrounding the range of threats and vulnerabilities. 
The ISO/IEC 27001 standard mandates the measurement of information security as a requirement 
�(a\^H��(OTHK��:HOPI���:OHTZ\KKPU���������6UL�Z\JO�YLX\PYLTLU[�PZ�ZOV^U�PU�[OL�HJJVTWHU`PUN�
box. In addition, the ISO/IEC 27002 standard dictates security techniques for managing information 
security (ISO/IEC, 2005b). These standards highlight the importance of information and cyber 
security, as well as related metrics.

0UMVYTH[PVU�HUK�J`ILY�ZLJ\YP[`�ZOV\SK�MVJ\Z�VU�HUHS`aPUN�KH[H�PU�YLHS�[PTL"�[OL�YLZ\S[Z�VM�[OL�
analyses should instantaneously trigger defensive action (Embracing big data can lead to greater 
security, 2013). Measurable issues within information security include inspection, incident 
THUHNLTLU[��JOHUNL�THUHNLTLU[��HUK�JSHZZPÄJH[PVU�TLHZ\YLTLU[��.\PKLSPULZ�HUK�4L[YPJZ�
Working Group, ASIS Defense and Intelligence Council, 2012; Rathbun, 2009). Other assessable 
PUMVYTH[PVU�ZLJ\YP[`�JVU[YVSZ�PUJS\KL�PKLU[PÄJH[PVU�HUK�H\[OLU[PJH[PVU��H\KP[�HUK�HJJV\U[HIPSP[ �̀�L[J��
�(a\^H��(OTHK��:HOPI���:OHTZ\KKPU���������(U�L_HTWSL�VM�HU�PUMVYTH[PVU�ZLJ\YP[`�TL[YPJ�PZ�[OL�
WLYJLU[HNL�VM�ZLJ\YP[`�PUJPKLU[Z�JH\ZLK�I`�PTWYVWLY�HJJLZZ�JVU[YVS�JVUÄN\YH[PVU��*OL �̂�*SH �̀�/HZO��
)HY[VS��)YV^U������"�>HPSN\T���������;OL�SVHKPUN�[PTL�MVY�[OL�ÄYZ[�^LIWHNL�IHZLK�VU�UL[^VYR�
SPULZ�PZ�HU�HKKP[PVUHS�TL[YPJ�MVY�PUMVYTH[PVU�ZLJ\YP[`��:[YH\I��/VMMTHU��>LILY���:[LPUÄLSK���������
;OL�U\TLYPJ�[V[HS�VM�UL^�]PY\ZLZ�PKLU[PÄLK�VU�[OL�0U[LYUL[�PZ�H�TL[YPJ�VM�HJ[P]L�ZLJ\YP[`�WVZ[\YL��HU�
aspect of information security (Garigue & Stefaniu, 2003). 

Additional information and cyber security metrics include:

• =PY\ZLZ�KL[LJ[LK�PU�\ZLY�ÄSLZ��9H]LULS��������

• The percentage of information systems with annual testing focused on contingency planning 
(Whitman & Mattord, 2012) 

• Balanced circuit security (Burns, Bystrov, Koelmans, & Yakolev, 2011)

• 0U[LYVWLYHIPSP[`�WYVISLTZ�HZZVJPH[LK�^P[O�JLY[PÄJH[PVU�H\[OVYP[PLZ�HUK�W\ISPJ�RL`�
PUMYHZ[Y\J[\YL��*HZVSH��4HaaLV��4HaaVJJH���=P[[VYPUP�������

• Viruses/trojans received and internal incidents (Collins, 2004)

4.2.3(c) “Measure the effectiveness of controls to verify that security requirements have been met”  
(ISO/IEC, 2005a, p.6).
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• Time needed to encrypt a sensitive document (Doinea & Pavel, 2010)

• Number of weak password breaches reported by employees in the past year (Aleem, 
>HRLÄLSK���)\[[VU�������

The literature on information and cyber security metrics is voluminous. Even so, all security  
KVTHPUZ��L�N���WLYZVUULS��WO`ZPJHS��PUK\Z[YPHS��YLTHPU�PU�ULLK�VM�TVYL��IL[[LY�KLÄULK��HUK� 
empirically tested metrics. 

C. Metrics by Business Function

4L[YPJZ�JHU�HSZV�IL�VYNHUPaLK�I`�I\ZPULZZ�M\UJ[PVU��-VY�L_HTWSL��H]LYHNL�[PTL�MVY�JOHUNL�
JVTWSL[PVU�PZ�H�TL[YPJ�MVY�JVUÄN\YH[PVU�JOHUNL�THUHNLTLU[��HUK�I\KNL[�HSSVJH[PVU�MVY�PUMVYTH[PVU�
ZLJ\YP[`�PZ�H�ÄUHUJPHS�TL[YPJ��¸*0:�JVUZLUZ\Z�PUMVYTH[PVU�ZLJ\YP[`�TL[YPJZ�¹�U�K�"�)LYPUH[V���������
(KKP[PVUHS�ÄUHUJPHS�TL[YPJZ�PUJS\KL�[OL�ZLJ\YP[`�JVZ[�WLY�LTWSV`LL�HUK�HUU\HS�ZLJ\YP[`�JVZ[Z�
in relation to annual revenue (McIIravey & Ohlhausen, 2012). Average recovery time would fall 
into the incident management function. Patch compliance with policy and patch latency are both 
examples of patch management metrics. Scan coverage for vulnerabilities would be considered 
within the vulnerability management function (“CIS consensus information security metrics,” n.d.; 
Berinato, 2005). 

D. Return-on-Investment Metrics

0U�HKKP[PVU�[V�I\ZPULZZ�M\UJ[PVU��YL[\YU�VU�PU]LZ[TLU[�JHU�ZLY]L�HZ�H�MYHTL^VYR�MVY�JH[LNVYPaPUN� 
existing metrics. A Global Information Security Survey was conducted by Information Week and 
(JJLU[\YL�VU�TVYL�[OHU�������WYVMLZZPVUHSZ�PU�[OL�ÄLSK�VM�I\ZPULZZ�[LJOUVSVN`��.H\NPUN�ZLJ\YP[`�
ROI, 2007). Below are the results to the question “How does your company measure the value of  
your security investments?”

• Fewer worker hours spent on security-related issues—43%

• Better protection of customer records—35%

• Decline in breaches—33%

• Decline in amount of network downtime—33%

• Improved protection of intellectual property—27%

• Better risk-management strategies—25%

• Reduction in incident-response time—24%

• We don’t measure the value—24%

An interview- and literature-based report titled “Demonstrating the Value of Security” offers  
[OPZ�ÄUKPUN!

“An annual savings or cost avoidance of $9.2 million, 41 percent of the security budget, was gained in the 
ĮƌƐƚ�ǇĞĂƌ�ƐŝŶĐĞ�ŝŵƉůĞŵĞŶƚĂƟŽŶ�ŽĨ�ƚŚĞ�ŶĞǁ�ƉƌŽŐƌĂŵ͘�dŚŝƐ�ƐĂǀŝŶŐƐ�ƌĞŇĞĐƚƐ�Ă�ŶƵŵďĞƌ�ŽĨ�ĐŚĂŶŐĞƐ�ƚŽ�ƚŚĞ�ƐĞĐƵƌŝƚǇ�
ƉƌŽŐƌĂŵ͕�ďƵƚ�ƚŚĞ�ŵĂŝŶ�ĐŚĂŶŐĞ�ǁĂƐ�ƚŚĞ�ĚĞƉůŽǇŵĞŶƚ�ŽĨ�ƐĞĐƵƌŝƚǇ�ƉĞƌƐŽŶŶĞů�ĚƵƌŝŶŐ�ŚŝŐŚĞƌͲƌŝƐŬ�ƟŵĞƐ͘��ĞĨŽƌĞ�ƚŚĞ�
ƵƐĞ�ŽĨ�ƚŚĞ�ƉƌŽŐƌĂŵ͕�ƐĞĐƵƌŝƚǇ�ƉĞƌƐŽŶŶĞů�ǁĞƌĞ�ƵƐĞĚ�ŚĂƉŚĂǌĂƌĚůǇ͕ �ǁŝƚŚ�ŶŽ�ƌĞŐĂƌĚ�ĨŽƌ�ĂĐƚƵĂů�ƌŝƐŬ�ůĞǀĞůƐ͘��Ǉ�ĚĞƉůŽǇŝŶŐ�
ƉĞƌƐŽŶŶĞů�ŽŶůǇ�ĚƵƌŝŶŐ�ƉĞĂŬ�ƌŝƐŬ�ƟŵĞƐ͕�ƚŚĞ�ĐŽŵƉĂŶǇ�ƐĂǀĞĚ�ŽǀĞƌ�Ψϵ�ŵŝůůŝŽŶ͘�/ƚ�ĞǆƉĞĐƚƐ�ƚŽ�ƌĞƚĂŝŶ�Ă�ƐŝŵŝůĂƌ�ƐĂǀŝŶŐƐ�
level in the years to come” (Vellani, 2004, p. 35).
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6UL�HWWSPJH[PVU�VM�960�PZ�L_LTWSPÄLK�I`�[OL�*PZJV�*`ILYJYPTL�9L[\YU�VU�0U]LZ[TLU[�4H[YP_��
which is used to predict successful cybercrime techniques (Cisco 2010 annual security report: 
Highlighting global security threats and trends, n.d.). Another application of ROI involves a retail 
chain implementing crime analysis software that captured the nature, time, location, and date of 
store crimes. )HZLK�VU�[OPZ�KH[H��H�ZPNUPÄJHU[�960�^HZ�IV[O�HJOPL]LK�HUK�TLHZ\YLK!

E. Metrics – Incident Management Software

Some metrics are captured instantaneously through incident management software (IMS), such 
as the IMS used in emergency preparedness (McIIravey & Ohlhausen, 2012; Dallas county uses 
+/:�NYHU[�[V�NYHI�PUJPKLU[�THUHNLTLU[�ZVM[^HYL�������"�[OL�ZVM[^HYL�JHU�IL�JVUÄN\YLK�IHZLK�VU�
I\ZPULZZ�Y\SLZ��HUK�UV[PÄJH[PVUZ�JHU�IL�ZL[�\W�IHZLK�VU�ZWLJPÄJ�Y\SL�]PVSH[PVUZ��/\MM���������04:�
from iViewsystems is currently being used at Hershey Entertainment & Resorts (HE&R) to manage 
security metrics, such as employee injuries, and to document and share data (Case study: Hershey 
Entertainment & Resorts, n.d.). Delta Air Lines uses Perspective from PPM 2000 to track compliance 
PZZ\LZ��HJJPKLU[Z��TLKPJHS�LTLYNLUJPLZ��HUK�ÄUHUJPHS�JYPTLZ"�[OL�TL[YPJZ�[OLU�SLHK�[V�WVSPJ`�
recommendations both inside and outside the security department (McIIravey & Ohlhausen, 2012). 
(K]HUJLK�KH[H�JVSSLJ[PVU�TH`�HSZV�MHJPSP[H[L�ILUJOTHYRPUN�HUK�H�TVYL�Z[HUKHYKPaLK�HWWYVHJO�[V�
security return on investment. 

In the IT world, enterprise rights management (ERM) software has grown in usage over the past 
several years; this technology can be used to remove employee access to networks and thus mitigate 
LTWSV`LLZ�[OH[�HYL�SLH]PUN�HU�VYNHUPaH[PVU�MYVT�HJJLZZPUN�WYVWYPL[HY`�PUMVYTH[PVU�H[�H�SH[LY�WVPU[�PU�
time (Wagley, 2007). InSight Security Manager software can be used to identify anomalies, such as 
the number of policy violations (Gips, 2004). 

F. Existing Metrics – Concluding Remarks

This section explored the status of existing security metrics. The most thorough metric review to 
date was done by Campbell (2007); in his summary, Campbell describes metrics as falling into 
numerous categories, such as key performance indicators, risk analyses, and diagnostic measures. 
:LJ\YP[`�TL[YPJZ�OH]L�HSZV�ILLU�JH[LNVYPaLK�IHZLK�VU�ZLJ\YP[`�[`WL��PUJS\KPUN�O\THU�YLZV\YJLZ�
personnel security, physical security, industrial security, information and cyber security, etc. 
(Guidelines and Metrics Working Group, ASIS Defense and Intelligence Council, 2012). Business 
function is an additional framework used to explore different metrics, such as metrics that fall 
^P[OPU�[OL�ÄUHUJPHS�VY�YPZR�THUHNLTLU[�M\UJ[PVUZ��¸*0:�JVUZLUZ\Z�PUMVYTH[PVU�ZLJ\YP[`�TL[YPJZ�¹�
n.d.). Metrics can also be explored based on their degree of automation, such as metrics obtained 
from an incident management system (McIIravey & Ohlhausen, 2012). Unfortunately, many metrics 
HYL�WYLZLU[LK�VUS`�H[�H�JVUJLW[\HS�SL]LS"�P[�PZ�KPMÄJ\S[�[V�HZJLY[HPU�^OH[�L_HJ[S`�PZ�ILPUN�TLHZ\YLK�
and how this measurement is obtained. As such, duplicating the measures presented above would 
likely not be a straightforward process. In addition, the current focus of security metrics remains 
more on summative indicators rather than meaningful, risk-based metrics (Hayes & Kotwica, 2012). 

“;OL�ZLJ\YP[`�M\UJ[PVU�ULLKZ�[V�JVSSLJ[�TL[YPJZ�[V�OPNOSPNO[�OV^�P[�PZ�HKKPUN�]HS\L¯��B>DP[OV\[�TL[YPJZ� 
it is not possible to show value in a form that business leaders will most clearly understand” (Gill,  
Burns-Howell, Keats, & Taylor, 2007).
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Grounding metrics in risk assessment, key business goals and objectives, and the principles of 
TLHZ\YLTLU[�PZ�JY\JPHS�PU�JHWP[HSPaPUN�VU�[OL�ILULÄ[Z�VM�TL[YPJZ�HUK�LUZ\YPUN�[OL�YPNO[�PUMVYTH[PVU�
is being used and communicated effectively.

Examples of Metrics Discovered Through Literature Review

emergency service response time
WLYZVUZ�^OV�]VS\U[HYPS`�ZOV^LK�PKLU[PÄ-

cation badges versus those who did not 
security cost per employee
network downtime
security policy violations
percentage of user IDs belonging to peo-
WSL�^OV�OH]L�SLM[�[OL�VYNHUPaH[PVU�

rate of employee turnover
percentage of employees whose back-
NYV\UK�JOLJRZ�`PLSK�ULNH[P]L�ÄUKPUNZ

average time needed to conduct back-
ground checks

patients searched by emergency services 
at a hospital

HYTLK�YVIILYPLZ�H[�H�ZWLJPÄJ�Z[VYL� 
location

door alarm annunciations
cost or loss avoidance

average time for change  
completion

annual security costs in relation 
to annual revenue

security incidents caused by 
improper access control con-
ÄN\YH[PVU

]PY\ZLZ�KL[LJ[LK�PU�\ZLY�ÄSLZ�
percentage of information sys-

tems tested annually 
viruses/trojans received
weak password breaches report-

ed by employees
hours spent on security-related 

issues
network downtime
countermeasures tested
countermeasures deployed
incident response time

loss amount per trip 
password resets
adverse comments in customer 

surveys
alarm activations that run more 

than one minute before being 
turned off

systems that police will no lon-
ger respond to because of false 
alarms

defective pieces of detection and 
signaling equipment

discrepancies per delivery
value of losses through discrepant 

deliveries
percentage of searches that  

discover contraband
value of property recovered
inventory shrinkage

III. Metrics Communication

Regardless of the type of metric being used,  
communicating metric value remains a 
challenge. It does not matter how great the 
data is if it cannot be understood by key 
stakeholders (Dix, 2013). Corporate 
management tends to view security as 
overhead (i.e., a cost center rather than a 
production center) and security metrics as 
merely measuring activity, not value. 
Security professionals note that security 
ILULÄ[Z�HYL�KPMÄJ\S[�[V�TLHZ\YL�JVTWHYLK�
[V�[OL�ILULÄ[Z�VM�WYVÄ[�JLU[LYZ��HUK�Z\JO�
professionals often lack the skills or time to 
create and administer effective metrics. Thus, current security metrics, in practice, are generally not 
compelling and are often not taken seriously (Rothke, 2009). The literature does offer suggestions in 
terms of improving metric communication, including making metrics meaningful to key 
stakeholders, benchmarking, and demonstrating return on investment.

Metrics Communication Outline:

A.  Making Metrics Meaningful to Key Stakeholders

 1. Tailor to Audience

 2. Communicate Based on Risk

 3. Measure and Communicate Over Time

B. Benchmarking

C. Return on Investment

D.  Communicating Metrics –  
Concluding Remarks
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A. Making Metrics Meaningful to Key Stakeholders

Prior to choosing a metric, security professionals should identify the data that is most important to 
executive management and other stakeholders; metrics should be selected and communicated in 
accordance with the data that is of most importance to the audience (Pironti, 2007). It is important to 
identify concrete objectives and goals in accordance with this information (McCourt, 2011). Based 
on this determination, it may be of most importance to assess programs, behavioral change, people 
WLYMVYTHUJL��ÄUHUJPHSZ��L]VS\[PVUZ�PU�YPZR��L[J���*HTWILSS���������;OPZ�MVYL[OV\NO[�^PSS�NYLH[S`�
ease the process of communicating metric results and value to management. Additional techniques 
include tailoring the communication to the audience, communicating based on risk, and measuring 
and communicating over time.

1. Tailor to Audience

When communicating metrics, it is essential for the audience to include both executive management 
and technical specialists who are knowledgeable about the metric and its security content domain 
�>OP[THU��4H[[VYK���������:LJ\YP[`�WYVMLZZPVUHSZ�ZOV\SK�KLÄUL�[OLPY�TL[YPJ�]HS\LZ�PU�[LYTZ�[OH[�
management will understand (Ting & Comings, 2010). One can be more persuasive by using metrics 
to tell a story—that is, by collecting metrics that are forward-looking and backward-looking and by 
addressing the questions “Where are we going?” and “Where have we been?” (Campbell, 2011; 
)SHKLZ���������:LJ\YP[`�WYVMLZZPVUHSZ�JHU�ILZ[�L_WSHPU�[OLPY�ÄUKPUNZ�I`�WYV]PKPUN�ZWLJPÄJ��JVUJYL[L�
examples that are meaningful to the audience (Deming, 2012). 

To link security to the business, one source recommends that a metric should:

2. Communicate Based on Risk

In addition, metrics should be communicated in terms of the risks they are designed to mitigate. 
It is advantageous to discuss metrics and risks in terms of the probability of future events and the 
ZL]LYP[`�VM�[OL�JVUZLX\LUJLZ�PM�[OLZL�L]LU[Z�VJJ\Y��+VPULH��7H]LS������"�(a\^H��(OTHK��:HOPI��
& Shamsuddin, 2012). Communicating statistics to executives can be challenging. When discussing 
and presenting risk-based data, it is important to also disclose the inherent uncertainties of the 
metrics used. Managers factor uncertainties into their daily decision-making; not communicating 
\UJLY[HPU[PLZ�SLHKZ�[V�WLYJLW[PVUZ�VM�KPZOVULZ[`��9LÄUPUN�YPZR�THUHNLTLU[���������:LJ\YP[`�
WYVMLZZPVUHSZ�HYL�HSZV�HK]PZLK�[V�[HSR�ZWLJPÄJHSS`�HIV\[�YPZRZ�PU�[LYTZ�VM�[OL�HJ[\HS�I\ZPULZZ�YLZV\YJLZ�
threatened and the value of these resources (Brenner, 2010). In “Leveraging Corporate Security 
for Business Growth and Improved Performance: The Transformative Effect of 9/11” (2012), the 
Conference Board Council of Corporate Security Executives names security metrics as part of 
building a security-aware culture. (The report is based on meetings that included the International 
Security Management Association and the CSO Roundtable of ASIS International.) The report notes, 
¸0[�PZ�\W�[V�HU�VYNHUPaH[PVU»Z�[VW�SLHKLYZOPW��PUJS\KPUN�[OL�*:6��[V�JOHUNL�HU`�SPUNLYPUN�WLYJLW[PVUZ�

¸)L�SPURLK�[V�HU�VYNHUPaH[PVU»Z�TPZZPVUZ�HUK�NVHSZ"�IL�JSLHYS`�Z[H[LK"�OH]L�X\HU[PÄHISL�[HYNL[Z�VY�V[OLY�
TLHZ\YHISL�]HS\LZ"�IL�YLHZVUHIS`�MYLL�VM�ZPNUPÄJHU[�IPHZ�VY�THUPW\SH[PVU�[OH[�^V\SK�KPZ[VY[�[OL�HJJ\YH[L�
HZZLZZTLU[�VM�WLYMVYTHUJL"�WYV]PKL�H�YLSPHISL�^H`�[V�HZZLZZ�WYVNYLZZ"�Z\MÄJPLU[S`�JV]LY�H�WYVNYHT»Z�JVYL�
HJ[P]P[PLZ"�OH]L�SPTP[LK�V]LYSHW�^P[O�V[OLY�TLHZ\YLZ"�OH]L�IHSHUJL��VY�UV[�LTWOHZPaL�VUL�VY�[^V�WYPVYP[PLZ�
at the expense of others; [and] address enterprise-wide priorities” (ASIS & Institute of Finance &  
Management, 2013).



147EFFECTIVE, EVALUATED SECURITY METRICS—© ASIS Foundation 2014

that security is an imposition rather than an essential component of how you do business. 
Business units ultimately own the risk, with security as a critical partner, identifying those risks and 
developing ways to manage them.”

3. Measure and Communicate Over Time

Lastly, it is essential to measure and communicate metric results over time. Ultimately, metrics 
are the marketing tool for the security program (McIIravey & Ohlhausen, 2012). Examining metric 
trends over time allows for meaningful comparisons to be made and can be a useful vehicle for 
communicating metric value and results. Metrics should be communicated in terms of the strategic 
goal they are linked to; progression toward this goal should be measured over time (Drugescu & 
Etges, 2006; Enescu, Enescu, & Sperdea, 2011). Incident management software (IMS) can help make 
VYNHUPaPUN�HUK�KPZJLYUPUN�TLHUPUN�MYVT�KH[H��P�L���[YLUKZ�HUHS`ZPZ��MHZ[LY�HUK�SLZZ�I\YKLUZVTL�VU�
WLYZVUULS��HUK�[O\Z�JV\SK�ZLY]L�HZ�H�JY\JPHS�HPK�PU�LMÄJPLU[�HUK�LMMLJ[P]L�JVTT\UPJH[PVU��4J00YH]L`�
& Ohlhausen, 2013). 

B. Benchmarking

)LUJOTHYRPUN�PZ�H�RL`�[VVS�\ZLK�[V�OLSW�VYNHUPaH[PVUZ�JVTT\UPJH[L�HUK�X\HSPM`�[OL�Z[H[L�VM�[OLPY�
TL[YPJZ��)LUJOTHYRPUN��ZPTWS`�W\[��PU]VS]LZ�JVTWHYPUN�VUL»Z�VYNHUPaH[PVU�[V�HUV[OLY�VYNHUPaH[PVU�
IHZLK�VU�H�WYL�LZ[HISPZOLK�HUK�Z[HUKHYKPaLK�TLHZ\YLTLU[��.0(���������)LUJOTHYRPUN�KH[H�JHU�IL�
gathered by analysts, third-party consultants, individual employees, or publicly available surveys 
�7PYVU[P���������0[�PZ�LZZLU[PHS�[OH[�ILUJOTHYR�ZLSLJ[PVU�IL�HSPNULK�^P[O�Z[YH[LNPJ�VYNHUPaH[PVUHS�
goals rather than solely based on appeasing management (Hayes & Kotwica, 2011). Products and 
ZLY]PJLZ��WYVJLZZLZ��ÄUHUJPHS�WLYMVYTHUJL��HUK�Z[YH[LNPLZ�JHU�HSS�IL�ILUJOTHYRLK��)LUJOTHYRPUN�
YLZ\S[Z�PU�[OL�LZ[HISPZOTLU[�VM�ILZ[�WYHJ[PJLZ�HUK�SLHYUPUN�HJYVZZ�VYNHUPaH[PVUZ��;OPZ�[LJOUPX\L�NYHU[Z�
VYNHUPaH[PVUZ�[OL�VWWVY[\UP[`�[V�HZJLY[HPU�^OLYL�[OL`�Z[HUK�VU�H�NP]LU�TL[YPJ�PU�YLSH[PVU�[V�[OLPY�
competitors. This results in a more effective interpretation of metric outcomes, and, in turn, more 
LMMLJ[P]L�TL[YPJ�JVTT\UPJH[PVU�HUK�H�IL[[LY�KLÄULK�WH[O^H`�[V^HYK�PTWYV]LTLU[��.0(���������

Unfortunately, the benchmarking approach is contingent on the availability of data, widespread 
\ZL�VM�[OL�ZHTL�TL[YPJ��HUK�VYNHUPaH[PVUZ»�^PSSPUNULZZ�[V�ZOHYL�[OLPY�KH[H��4J00YH]L`��6OSOH\ZLU��
�������6YNHUPaH[PVUZ�HUK�PUK\Z[Y`�HYL�VM[LU�\U^PSSPUN�[V�ZOHYL�PUMVYTH[PVU��>OLLSLY���������
However, with the advent of social media, including Facebook, LinkedIn, and Twitter, information 
sharing is becoming more and more common (GIA, 2010). When available, strategically selected 
benchmarks can be a crucial aid in communication.

C. Return on Investment

Return on investment (ROI) is a widely known construct that can be applied to ensure effective 
metric communication. ROI can be a vehicle for metrics to justify budgets and can help in 
L_HTPUPUN�ÄUHUJPHS�PUW\[Z�HUK�V\[W\[Z�VM�]HYPV\Z�ZLJ\YP[`�HJ[P]P[PLZ"�[OLZL�MHJ[VYZ�HYL�VM�\[TVZ[�
importance to management and key stakeholders (Martin, Bulkan, & Klempt, 2011; Hastings, 2013). 
Unfortunately, calculating ROI is not straightforward, particularly in the security realm (Thompson, 
2010). However, when available, ROI data can be a great tool to harness management attention and 
action. ROI calculations and applications are discussed further in the metrics evaluation  
section below.
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D. Communicating Metrics – Concluding Remarks

This section explored the suggestions presented in the security literature to improve metric 
communication. Ways of making metrics meaningful to key stakeholders were explored; these 
include tailoring metrics and metric communication to the audience, communicating based on risk, 
and collecting and communicating data over time. Benchmarking is an additional communication 
HPK��HSSV^PUN�VYNHUPaH[PVUZ�[V�ZLL�^OLYL�[OL`�Z[HUK�VU�H�NP]LU�TL[YPJ�PU�YLSH[PVU�[V�[OLPY�
competitors; unfortunately, this approach is contingent on the widespread use of identical metrics 
HUK�VYNHUPaH[PVUZ»�^PSSPUNULZZ�[V�ZOHYL�[OLPY�KH[H��*VTT\UPJH[PUN�TL[YPJZ�IHZLK�VU�960�PZ�HUV[OLY�
tactic used to illustrate the importance of the data being collected; however, this calculation is not 
straightforward (this discussion continues in the following section). At a high level, these strategies 
can help security practitioners better understand how to effectively communicate their metric, metric 
results, and metric value. The evaluation techniques presented in the following section can also be 
used to frame metric communications.

IV. Metrics Evaluation 

Effective metric communication is 
irrelevant if one is not using a statistically 
sound measure. The movement toward the 
use, perceived value, and communicability 
of security metrics has also led to an 
increased interest in metric evaluation. 
Within the security realm, suggested 
evaluative factors include data automation 
(McIIravey & Ohlhausen, 2012), metric 
type (Campbell, 2007), relevance to 
VYNHUPaH[PVUHS�VIQLJ[P]LZ��7YPUJL����� ���
SMART criteria (Campbell, 2006), and 
return on investment (Martin, Bulkan, & 
Klempt, 2011). Outside the security realm, 
evaluative factors such as fairness, bias, 
YLSPHIPSP[ �̀�HUK�]HSPKP[`�HYL�LTWOHZPaLK�^P[OPU�[OL�JVU[L_[�VM�WLYZVUULS�ZLSLJ[PVU�HUK�LK\JH[PVUHS�
and psychological testing (SIOP, 2003; AERA, APA, & NCME, 1999).

A. Current Practices in Security Metric Evaluation

What makes a good metric? At present the security research focuses more on overarching themes, 
MYHTL^VYRZ��HUK�WYPUJPWSLZ�YH[OLY�[OHU�ZWLJPÄJ��KLÄULK�TL[YPJ�L]HS\H[PVU�JYP[LYPH��-VY�L_HTWSL��
hypothesis testing is one framework that can be used to assess metric value. This involves 
developing an overall hypothesis, related sub-hypotheses, and pertinent diagnostic questions 
that can be supported or disproved based on the metric and security domain of interest (Jaquith, 
2007). Principles of measurement that should be employed include reproducibility, relevance, and 
timeliness (Jansen, 2009). 

Metrics Evaluation Outline:

A. Current Practices in Security Metric Evaluation

 1. Data Automation

 2. Metric Type

� ���9LSL]HUJL�[V�6YNHUPaH[PVUHS�6IQLJ[P]LZ

 4. SMART Criteria

 5. Return on Investment

B.  Metrics Evaluation – Beyond the  
Security Realm 

 1. Reliability and Validity in Evaluation

C.  Security Metrics Evaluation –  
Concluding Remarks
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1. Data Automation

In addition to frameworks and principles, the ease and automation of data is a factor that can 
OLSW�KL[LYTPUL�TL[YPJ�LMMLJ[P]LULZZ��(a\^H��(OTHK��:HOPI���:OHTZ\KKPU���������0UJPKLU[�
management software (IMS), for example, can deliver timely, orderly, and accurate security data in 
a variety of contexts (McIIravey & Ohlhausen, 2012; Dallas county uses DHS grant to grab incident 
THUHNLTLU[�ZVM[^HYL���������0)4�VMMLYZ�:THY[LY�(UHS`[PJZ�ZVM[^HYL�[OH[�HSSV^Z�VYNHUPaH[PVUZ�
to combine consumer data with their internal data to identify patterns (Neeley, 2013). Cloud 
computing is an additional technology that can meaningfully automate data mining. For example, 
Data Tactics Corporation in Alexandria won a $24.8 million data mining contract with the Army 
to conduct cloud computing; in this case, cloud computing involves conducting data, event, and 
VIQLJ[�L_[YHJ[PVU�HUK�TPUPUN�VU�ÄUHUJPHS�KH[H��ZPNUHSZ�PU[LSSPNLUJL��]PKLV��H\KPV��L[J���2LSSLY���������
(\[VTH[LK�PUMVYTH[PVU�ZOHYPUN�Z`Z[LTZ�JHU�HSZV�IL�HZZLZZLK�PU�[LYTZ�VM�ÄILY�VW[PJ�JVUULJ[PVUZ��
network architecture, and geospatial information systems (Anderson, n.d.). However, automation 
does not guarantee infallible metrics. For example, data mining systems have been used to support 
JV\U[LY[LYYVYPZT"�H�YLWVY[�JVUK\J[LK�I`�[OL�.V]LYUTLU[�(JJV\U[HIPSP[`�6MÄJL�OPNOSPNO[Z�[OL�
challenges the Department of Homeland Security faces in ensuring the effectiveness of its system 
and privacy protections (GAO, 2011). Nonetheless, metrics that automatically yield reliable, 
accurate data are advantageous.

2. Metric Type

4L[YPJ�[`WL�JHU�IL�HU�HKKP[PVUHS�JH[LNVYPaH[PVU�VM�L_PZ[PUN�TL[YPJZ�[OH[�JHU�OLSW�MVZ[LY�LMMLJ[P]L�
metric evaluation. For example, a distinction can be made between descriptive and prescriptive 
metrics. Descriptive metrics focus on past performance, whereas prescriptive metrics focus on 
forecasting future performance. Prescriptive metrics have inherent advantages over descriptive 
TL[YPJZ��PUJS\KPUN�NYHU[PUN�VYNHUPaH[PVUZ�H�OPNOLY�JVTWL[P[P]L�LKNL�HUK�TVYL�HK]HUJLK�PU[LSSPNLUJL�
(McIIravey & Ohlhausen, 2012). The distinction between leading, lagging, and coincident indicators 
is another crucial distinction among metrics (see adjacent box; Campbell, 2007; Jansen, 2009). 

(UV[OLY�\ZLM\S�JH[LNVYPaH[PVU�VM�TL[YPJZ�PZ�[OL�JVU[L_[\HS�MVJ\Z�VM�[OL�TL[YPJ��-VY�L_HTWSL��KVLZ�[OL�
metric focus on cost or risk management? Is it based on a legal or policy requirement (Campbell, 
2007)? An evaluation based on metric type would allow security professionals to best identify the 
TL[YPJ�[OH[�PZ�TVZ[�HWWYVWYPH[L�NP]LU�[OL�JVU[L_[�VM�[OLPY�VYNHUPaH[PVU��

3. Relevance to Organizational Objectives

4L[YPJZ�ZOV\SK�IL�HSZV�L]HS\H[LK�PU�[LYTZ�VM�[OLPY�YLSL]HUJL�[V�OPNO�SL]LS�VYNHUPaH[PVUHS�VIQLJ[P]LZ�
�7YPUJL����� ���4L[YPJZ�ZOV\SK�IL�[HPSVYLK�[V�HKKYLZZ�H�ZWLJPÄJ�I\ZPULZZ�ULLK��9H[OI\U����� ���
(S[OV\NO�VYNHUPaH[PVUZ�HYL�\UPX\L��VYNHUPaH[PVUZ�^P[O�ZPTPSHY�^VYR�M\UJ[PVUZ�^PSS�ZOHYL�JVTTVU�
VIQLJ[P]LZ��0KLU[PM`PUN�^OH[�TL[YPJZ�HYL�\ZLM\S�MVY�H�NP]LU�W\YWVZL�^PSS�OLSW�VYNHUPaH[PVUZ�JOVVZL�
TL[YPJZ�[OH[�HYL�IL[[LY�Z\P[LK�MVY�[OLPY�ULLKZ�HUK�THRL�[OLZL�JOVPJLZ�MHZ[LY��;OPZ�PKLU[PÄJH[PVU�^V\SK�
HSSV^�MVY�TL[YPJZ�WYVNYLZZPVU�HJYVZZ�VYNHUPaH[PVUZ��1HUZLU����� ���

¸(�JVPUJPKLU[�PUKPJH[VY�YLÅLJ[Z�ZLJ\YP[`�JVUKP[PVUZ�OHWWLUPUN�JVUJ\YYLU[S �̀�^OPSL�SLHKPUN�HUK� 
SHNNPUN�PUKPJH[VYZ�YLÅLJ[�ZLJ\YP[`�JVUKP[PVUZ�[OH[�L_PZ[�YLZWLJ[P]LS`�ILMVYL�VY�HM[LY�H�ZOPM[�PU�ZLJ\YP[`¹� 
(Jansen, 2009, p. 6).
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4. SMART Criteria

SMART criteria can also be used to assess metric value. In order for metrics to be effective, they must 
IL�ZWLJPÄJ��TLHZ\YHISL��H[[HPUHISL��YLSL]HU[��HUK�[PTLS �̀�;OLZL�JYP[LYPH�^PSS�OLSW�LUZ\YL�[OH[�TL[YPJZ�
HYL�X\HU[PÄHISL�HUK�[OH[�[OL�\ZLY�OHZ�TLHZ\YHISL�TLHUZ�VM�JVTT\UPJH[PUN�YPZR�[V�[OL�VYNHUPaH[PVU»Z�
stakeholders (Campbell, 2006; Campbell, 2007; Martin, Bulkan, & Klempt, 2011; Payne, 2006).

5. Return on Investment

(�YL[\YU�VU�PU]LZ[TLU[��960��JHSJ\SH[PVU�L_HTPULZ�NHPUZ�VY�ILULÄ[Z�H[[HPULK�WLY�KVSSHY�ZWLU[��
ROI can be applied to determine the effectiveness of a metric. A common objective for metrics is 
to justify budgets and to examine inputs and outputs (Martin, Bulkan, & Klempt, 2011; Hastings, 
�������.H[OLYPUN�PTWHJ[�HUK�ÄUHUJPHS�SVZZ�KH[H�PZ�LZZLU[PHS�PU�VYKLY�[V�THRL�KLJPZPVUZ�YLSH[LK�[V�
information security (Baker, Rees, & Tippett, 2007). Unfortunately, ROI is not a straightforward 
TLHZ\YLTLU[��WHY[PJ\SHYS`�PU�[OL�ÄLSK�VM�ZLJ\YP[ �̀�

/V^L]LY��[OL�ÄLSK�VM�ZLJ\YP[`�PZ�Z[HY[PUN�[V�HK]HUJL�PU�[LYTZ�VM�H�TVYL�KLÄULK�VWLYH[PVUHSPaH[PVU�
of ROI. ROI should focus on both quantitative factors, such as dollar amounts, and qualitative 
MHJ[VYZ��Z\JO�HZ�HU[PJPWH[LK�VWLYH[PVUHS�LMÄJPLUJ`�PTWYV]LTLU[�HUK�SVZZ�WYL]LU[PVU��4J3LHU��
)YV^U������"�/HYV^P[a���������7HJS��������Z[H[LZ�[OH[�ZLJ\YP[`�960�ZOV\SK�MVJ\Z�VU�[OYLL�MHJ[VYZ!�
regulation, revenue, and reputation. Regulation refers to being in compliance with relevant laws, 
Z\JO�HZ�[OL�/LHS[O�0UZ\YHUJL�7VY[HIPSP[`�HUK�(JJV\U[HIPSP[`�(J[��9L]LU\L�YLMLYLUJLZ�WYVÄ[�PU�[LYTZ�
of a dollar amount. Reputation refers to the reactions and beliefs that key stakeholders would form 
and share with others should a breach in security occur (Pacl, 2003). This illustrates how metrics can 
demonstrate ROI, and the extent to which a metric can demonstrate ROI is a crucial determinant of 
the metric’s effectiveness.

B. Metrics Evaluation – Beyond the Security Realm 

Outside the security realm, behavioral scientists with a background in statistical analysis research 
OH]L�KL]LSVWLK�HUK�LTWSV`LK�]HYPV\Z�Z[HUKHYKZ�MVY�L]HS\H[PUN�TL[YPJZ�\ZLK�PU�V[OLY�ÄLSKZ��Z\JO�HZ�
employee selection (SIOP, 2003) and educational measurement (e.g., AERA, APA, & NCME, 1999). 
The Principles for the Validation and Use of Personnel Selection Procedures (2003) and Uniform 
Guidelines on Employee Selection Procedures (1978) focus on fairness, bias, and adverse impact 
determinations. Subgroup differences are the degrees of difference between racial and gender 
subgroup scores typically observed for the instrument. This is relevant if the instrument is used in 
H�^H`�[OH[�^PSS�PTWHJ[�LTWSV`LL�ZLSLJ[PVU�KLJPZPVUZ��OPYPUN��WYVTV[PVU��IVU\ZLZ��JLY[PÄJH[PVU��
PKLU[PÄJH[PVU�VM�LTWSV`LLZ�MVY�HKKP[PVUHS�[YHPUPUN��L[J����;OL�Standards for Educational and 
Psychological Testing (1999) also examine fairness in testing.

In addition, Schmidt and Hunter (1998) examined personnel selection methods for variability 
and selection ratio (i.e., the number of applicants that are hired divided by the number of total 

“Outside of compliance, it is becoming common for companies to actually reduce their security budgets 
ILJH\ZL�[OL�UH[\YL�VM�ZLJ\YP[`�JHU�THRL�P[�KPMÄJ\S[�[V�TLHZ\YL�P[Z�^VY[O¹��;OVTWZVU��������W����
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applicants). These measurement standards are crucial in determining the effectiveness of a metric. 
It is essential for security practitioners to also examine issues of fairness, bias, and variance. These 
factors are crucial in determining the validity and reliability of metrics, the importance of which is 
discussed in the following section.

1. Reliability and Validity in Evaluation

The Uniform Guidelines on Employee Selection Procedures (1978) and Principles for the Validation 
and Use of Personnel Selection Procedures �������^LYL�LUHJ[LK�[V�LUZ\YL�[OL�Z[HUKHYKPaH[PVU�VM�
guidelines used to evaluate employee selection procedures in accordance with federal law. The 
Standards for Educational and Psychological Testing (1999) provides standards against which to 
evaluate educational and psychological measurements. Each document provides stringent guidelines 
in terms of effectively demonstrating evidence for reliability and validity. 

Reliability is the degree to which the metric yields reliable scores as measured by traditional 
psychometric methods such as test-retest, internal consistency, or parallel forms reliability. 
Validity refers to the degree of cumulative evidence in the research literature, or original studies 
conducted by the user, supporting inferences drawn from the metric. The Uniform Guidelines on 
Employee Selection Procedures (1978) provides guidelines surrounding three types of validity 
(content, criterion, and construct) and their corresponding technical standards. The Principles for 
the Validation and Use of Personnel Selection Procedures (2003) and the Standards for Educational 
and Psychological Testing ��   ��HSZV�WYV]PKL�N\PKHUJL�VU�[OL�Z\MÄJPLUJ`�HUK�[`WLZ�VM�]HSPKP[`�HUK�
reliability evidence that should be collected. 

Consequential validity is an additional component of validity that should be considered when 
evaluating metrics; it means the extent to which use of the metric is free from unintended negative 
consequences, such as an undue time burden on staff. Although not mentioned explicitly in the 
security literature, this concept is illustrated through the following quotes:

=HSPKP[`�JHU�HSZV�IL�PSS\Z[YH[LK�[OYV\NO�[OL�NLULYHSPaHIPSP[`�VM�[OL�TLHZ\YL�[V�V[OLY�ZP[\H[PVUZ��
ZHTWSLZ��[LZ[Z��L[J���:[YH\I��/VMMTHU��>LILY���:[LPUÄLSK���������*VUJLW[Z�ZPTPSHY�[V�]HSPKP[`�PUJS\KL�
the notions of correctness and effectiveness as described by Jansen (2006).

C. Security Metrics Evaluation – Concluding Remarks

The security literature discusses many factors that should be examined when determining the 
effectiveness of a metric, including ROI, metric type, data automation, SMART criteria, relevance 
[V�VYNHUPaH[PVUHS�VIQLJ[P]LZ��L[J��/V^L]LY��P[�PZ�PTWVY[HU[�[V�UV[L�[OH[�[OLZL�MHJ[VYZ�HYL�NLULYHSS`�
WYLZLU[LK�VUS`�H[�H�JVUJLW[\HS�SL]LS�^P[OPU�[OL�ZLJ\YP[`�SP[LYH[\YL��+LÄUP[PVUZ�[OH[�`PLSK�ZWLJPÄJ�

¸:\JO�PZ�[OL�WYLZZ\YL�PU�ZVTL�VYNHUPZH[PVUZ�[V�TLL[�[HYNL[Z�[OH[�ZVTL�TH`�IL�SLK�[V�LUNHNL�PU�ÄKKSPUN�
or lesser tactics to meet the metric. Such approaches might include the non-reporting of events, 
discouragement of reporting by third parties, reassigning incidents and completely fabricating data” 
�(SLLT��>HRLÄLSK���)\[[VU��������W������

“The harder [a metric is] to collect and the longer it takes people to collect it the less likely it is to 
succeed over time, because people are just going to get frustrated with it” Jones, Kodak (Prince, 2009, 
para. 11).
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measurements are not provided; the evidence needed to show that these factors are met is not 
discussed; examples of metrics that illustrate the desired measurement criteria are not provided.

In addition, explicit empirical evidence regarding security metric validity and reliability  
information is absent from the security literature; this is a crucial gap that must be addressed. If a 
metric is not reliable or valid, then the conclusions drawn from it will be inaccurate. For example, 
if the number of door alarm annunciations increases tenfold in one month, a security professional 
might conclude that this represents an increase in attempted burglaries; however, this increase could 
merely be due to a faulty door alarm system. Drawing inaccurate conclusions and communicating 
misinformation would undermine the security professional’s attempt at describing and improving 
security, which in turn would drive management to further underestimate the importance of security 
and security metrics.

Overall Conclusions:

• +LZJYPW[PVUZ�VM�L_PZ[PUN�ZLJ\YP[`�TL[YPJZ�HYL�VM[LU�]HN\L��THRPUN�P[�KPMÄJ\S[�[V�HKVW[�
those metrics.  The focus is more on counting events than creating meaningful,  
risk-based metrics.

• Strategies for communicating metrics are general and may be hard to implement.

• Typically, evaluation criteria are only presented at a conceptual level within the  
ZLJ\YP[`�SP[LYH[\YL��^P[OV\[�L_WSPJP[�KLÄUP[PVUZ�

• -L^�L_HTWSLZ�VM�LTWPYPJHSS`�ZV\UK�TL[YPJZ��^P[O�Z[H[PZ[PJHS�Q\Z[PÄJH[PVU�HUK�L]PKLUJL��
are present within the security literature. Physical security and information security 
HWWLHY�[V�OH]L�TVYL�TL[YPJZ�PU�\ZL�[OHU�V[OLY�ZLJ\YP[`�ÄLSKZ�

• The development of the Security Metrics Evaluation Tool (Security MET) will address 
these limitations.
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V. Conclusion

Without compelling metrics, security professionals, and the budgets that power their operations, 
continue largely on the intuition of company leadership. With metrics, the security function grounds 
itself on measurable results that correlate with investment, and the security professional can speak 
[V�SLHKLYZOPW�PU�H�MHTPSPHY�I\ZPULZZ�SHUN\HNL��;OL�W\YWVZL�VM�[OPZ�YL]PL^�^HZ�[V�Z`U[OLZPaL�SP[LYH[\YL�
surrounding existing metrics, communicating metrics, and evaluating metrics. This work will help 
security professionals better comprehend metrics that are currently in use, more effectively present 
metrics to executive management in a persuasive manner, and more comprehensively evaluate 
existing metrics. 

;OL�WYLZLU[�SP[LYH[\YL�YL]PL^�PKLU[PÄLK�H�NHW�YLNHYKPUN�[OL�L_PZ[LUJL�HUK�L]HS\H[PVU�VM�Z[H[PZ[PJHSS`�
ZV\UK�TL[YPJZ��,_PZ[PUN�TL[YPJZ�HYL�NLULYHSS`�WYLZLU[LK�VUS`�H[�H�JVUJLW[\HS�SL]LS"�P[�PZ�KPMÄJ\S[�
[V�HZJLY[HPU�^OH[�ZWLJPÄJHSS`�PZ�ILPUN�TLHZ\YLK��OV^�[OPZ�TLHZ\YLTLU[�PZ�VI[HPULK��HUK�^OLU�
the measurement should be used. As such, duplicating the measures presented would likely not 
be a straightforward process. In addition, the present focus of security metrics remains more on 
summative indicators rather than meaningful, risk-based metrics (Hayes & Kotwica, 2012). Also, the 
communication strategies proposed within the security literature, including tailoring metrics to the 
audience, return on investment, and benchmarking, are general guidelines; the implementation of 
these guidelines would likely not be straightforward. In addition, the evaluative factors presented 
^P[OPU�[OL�ZLJ\YP[`�SP[LYH[\YL��PUJS\KPUN�TL[YPJ�[`WL��YLSL]HUJL�[V�VYNHUPaH[PVUHS�VIQLJ[P]LZ��L[J���
are only provided at a conceptual level. Reliability and validity are also not meaningfully explored 
within the security literature. Examples of metrics that illustrate the desired evaluation criteria, and 
TLHZ\YHISL�KLÄUP[PVUZ�VM�[OLZL�JYP[LYPH��^LYL�UV[�MV\UK�PU�[OL�ZLJ\YP[`�SP[LYH[\YL��7O`ZPJHS�ZLJ\YP[`�
HUK�PUMVYTH[PVU�ZLJ\YP[`�HWWLHY�[V�OH]L�TVYL�TL[YPJZ�PU�\ZL�[OHU�V[OLY�ZLJ\YP[`�ÄLSKZ�

The development of the Security Metrics Evaluation Tool (Security MET) will address these gaps. The 
Security MET will provide a framework and explicit statistical and business criteria that will advance 
[OL�ÄLSK�VM�ZLJ\YP[`�TL[YPJZ�I`�WYV]PKPUN�H�]LOPJSL�[OYV\NO�^OPJO�TL[YPJZ�JHU�IL�NYV\UKLK�PU�YPZR�
assessment, key business goals and objectives, and the principles of measurement; this process, 
PU�[\YU��^PSS�OLSW�LUZ\YL�[OL�LMMLJ[P]L�JVTT\UPJH[PVU�VM�TL[YPJZ�I`�WYV]PKPUN�ZWLJPÄJ�JYP[LYPH�[V�
KPZJ\ZZ��;OL�:LJ\YP[`�4,;�^PSS�IL�Z\MÄJPLU[S`�YVI\Z[�ZV�[OH[�P[�JHU�IL�HWWSPLK�[V�KL]LSVW�TL[YPJZ�
across the various security domains, business functions, etc.

:LJ\YP[`�TL[YPJZ�HSSV^�VYNHUPaH[PVUZ�[V�OVSK�PUKP]PK\HSZ�HJJV\U[HISL�MVY�ZWLJPÄLK�YLZ\S[Z�HUK�NVHSZ��
and they are a vehicle through which security programs can demonstrate their measurable impact 
VU�HU�VYNHUPaH[PVU»Z�Z[YH[LNPJ��VYNHUPaH[PVUHS��ÄUHUJPHS��HUK�VWLYH[PVUHS�YPZRZ�HUK�WYVÄ[Z��*HTWILSS��
2007). Therefore, it is paramount to advance the understanding of which metrics are in use, how to 
effectively communicate metrics, and what makes a good metric.
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Appendix D: Online Survey

The research team invited more than 3,000 ASIS members to participate in an online survey. 
Invitations were sent to all ASIS council members and the CSO Roundtable, plus an ASIS-created 
pool of top-level security professionals. 

:WLJPÄJHSS �̀�[OL�(:0:�0;�+LWHY[TLU[�W\SSLK�[OL�UHTLZ�VM�HSS�(:0:�JV\UJPS�TLTILYZ��������HSS�*:6�
Roundtable members (320), and all ASIS members with titles of “director” and above (4,521). The 
pool was selected as being more likely to include metrics users (compared to a random sample of 
ASIS members). After the list was deduplicated and corrected, a link to the survey was e-mailed 
to 3,304 individuals. Of the e-mails sent, 95 percent were successfully delivered. Of those, 22 
percent were opened. Of those opened, 43 percent led to survey participation. A total of 297 people 
responded to the survey.

This data collection process was not designed to determine the prevalence of security metrics use 
in the security profession generally (e.g., to learn that 22 percent of security managers use security 
TL[YPJZ���0UZ[LHK��P[�^HZ�KLZPNULK�[V�\UJV]LY�ZWLJPÄJ�PUZ[HUJLZ�VM�ZLJ\YP[`�TL[YPJZ�\ZL��MVY�MVSSV^�\W�
interviews) and gain an understanding of the different ways in which security professionals may be 
using metrics.  

I. Invitation to Participate

E-mail subject line: Metrics in Security: Share Your Insights and Strengthen Your Profession 

ASIS Survey

Strengthen Your Profession:

Help Build Security’s Use of Metrics

:LJ\YP[`�TL[YPJZ�HYL�X\HU[PÄHISL�TLHZ\YLTLU[Z�VM�HU�HZWLJ[�VM�H�Z`Z[LT�VY�LU[LYWYPZL��JVSSLJ[LK�
HUK�HUHS`aLK�[V�OLSW�HU�VYNHUPaH[PVU�WYV[LJ[�P[Z�WLVWSL��WYVWLY[ �̀�HUK�PUMVYTH[PVU��<ZPUN�]HYPV\Z�
metrics, security can measure results that correlate with investment and speak to leadership in 
MHTPSPHY�I\ZPULZZ�SHUN\HNL��*\YYLU[S`�[OL�ÄLSK�SHJRZ�[LZ[LK�TL[YPJZ�HZ�^LSS�HZ�N\PKHUJL�VU�LMMLJ[P]LS`�
communicating metrics to executive management.

Two groups within ASIS are studying security metrics. By participating in their short, shared online 
survey, you can support both projects at once. 

• The ASIS Leadership and Management Practices Council (LMPC) is capturing a snapshot of 
how security practitioners use metrics today.

• The ASIS Foundation has funded the Security Metrics Research Project, which aims to 
develop a tool for evaluating current and future metrics. The project will produce (1) an 
evaluation tool that security professionals can self-administer to develop and improve 
security metrics; (2) a database of selected, evaluated security metrics; and (3) guidelines for 
effective use of security metrics to demonstrate return on investment. 
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You are part of a select group of security professionals whose insights are being solicited for these 
two important projects. 

Please take a moment to complete this short, important survey. Estimated time: 10 minutes.

Thank you!

ASIS Leadership and Management Practices Council
ASIS Foundation Security Metrics Research Project
4VYL�PUMVYTH[PVU!�)HYIHYH�)\aaLSS'HZPZVUSPUL�VYN
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II. Survey Results by Question

Survey results are presented by question. The total sample for the survey included 297 participants. 
Note that not all participants answered every question, and that participants could select multiple 
YLZWVUZLZ�MVY�ZVTL�X\LZ[PVUZ��(SZV�UV[L�[OH[�VWLU�LUKLK�YLZWVUZLZ�^P[O�H�ZHTWSL�ZPaL�VM�NYLH[LY�
[OHU����WHY[PJPWHU[Z�^LYL�JH[LNVYPaLK�[V�LHZL�PU�YLZ\S[Z�PU[LYWYL[H[PVU��^P[O�[OL�L_JLW[PVU�VM�
questions pertaining to participant contact information). Each response was coded in up to two 
categories to ensure that the coding was comprehensive. The questions are presented below:

Q1: Collection And Use Of Security Metrics 

Q2: Metric Comparison To External Benchmarks

Q3: Would You Use Metrics?

Q4: Measured Security Program Aspects

Q5: Who Records Metrics?

Q6: Metrics Provisions To Non-Security Persons

Q7: Metrics Provisions To Non-Security Persons – If No, Why Not?

Q8: Metrics Provisions To Non-Security Persons – Who?

Q9: Metrics Provisions To Non-Security Persons – How Often?

Q10: Metric Elements Shared With C-Suite Personnel

Q11: Most Important Metrics – Senior Management

Q12: Most Important Metrics – Why?

Q13: Metric Alignment With Risk/Objectives

Q14: Metric Alignment With Risk/Objectives – How?

Q15: Dashboard Tool Usage 

Q16: Who Developed Dashboard Tool?

Q17: Third-Party Dashboard Tool Name

Q18: Metrics Interview Volunteers

Q19: Work Region

Q20: Desire Information Regarding Metrics

Given the limitations of the sample (e.g., participation was optional, and those who chose to 
participate probably are not representative of all security managers), the survey was not meant to 
HZJLY[HPU�[OL�WYL]HSLUJL�VM�WHY[PJ\SHY�TL[YPJZ�WYHJ[PJLZ�PU�[OL�ÄLSK�I\[�PUZ[LHK�[V�KPZJV]LY�TL[YPJZ�
practices and identify metrics users for follow-up interviews.
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Q1: Collection and Use of Security Metrics 

���(YL�`V\�JVSSLJ[PUN�HUK�\ZPUN�ZLJ\YP[`�TL[YPJZ&��:LJ\YP[`�TL[YPJZ�HYL�X\HU[PÄHISL�TLHZ\YLTLU[Z�
of an aspect of a system or enterprise, collected and analyzed to help an organization protect its 
WLVWSL��WYVWLY[ �̀�HUK�PUMVYTH[PVU��

Answer Options Response % Response Count

Yes 76.5% 225

No 23.5% 69

23.5%

76.5%

Yes

1. Are you collecting and using security metrics? 
(Security metrics are quantifiable measurements of an aspect of a 

system or enterprise, collected and analyzed to help an 
organization protect its people, property, and information.)

No
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Q2: Metric Comparison to External Benchmarks

���+V�`V\�JVTWHYL�`V\Y�TL[YPJZ�[V�HU`�L_[LYUHS�ILUJOTHYRZ&

Answer Options Response % Response Count

Yes 38.8% 85

No 61.2% 134

If yes, please name or describe those benchmarks. 60

�����-VY�ZLJ\YP[`�VMÄJLY�Z\WWSPLYZ��PUK\Z[Y`�ILUJOTHYRZ�VU�[\YUV]LY�HUK�[YHPUPUN�

2)   We look at other retailer’s shortage metrics and investigative metrics (internal and  
external cases).

������>L�ILUJOTHYR�VM[LU�^P[O�SPRL�VYNHUPaH[PVUZ��PUMVYTHS��HUK�^L�HZZLZZ�V\Y�WYVNYHTZ�HNHPUZ[�
benchmarks established by ISMA, OSAC, ASIS, PSIC, etc.

4)   Compare against competitors in the marketplace as well as year over year performance

5)   Local CAP reports and crime stats; discussions with similar properties and lines of business; 
industry publications and reports

6)   DoD Benchmarks

7)   Industry reports from big four and local companies

8)   Depends on the metrics and the external counterpart

9)   Other telecommunications operations and retail segments

10)   ISMA, ASIS Benchmarks by the USC

11)  Crime rates at other HOA’s

12)   We compare our metrics with other bank security directors and with American Banking 
Association (banking industry group) statistics.

�����6[OLY�WLLY�VYNHUPaH[PVUZ�HUK�[OYV\NO�PUK\Z[Y`�[YHKL�NYV\W��()(�

14)  ASIS and ISMA benchmark surveys.

15)  Currently No, but will do so in near future

16)  Police data

17)  ASIS, Local and Federal Law Enforcement summaries, State Department information

18)  Telecom Industry primarily

19)   Not really. Unfortunately, comparable data across the security industry really isn’t there. 
There really isn’t much way either because the data would likely be very different from sector 
to sector.

20)   Numbers, losses, recoveries, adverted losses of reported cases of internal (non claims) fraud 
within the company (insurance business) on a global scale.
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21)  ASIS/ANSI/ISO Standards, Core Business practices based in TQM.

22)   SC-ISAC Cargo Theft Report 
CargoNet Cargo Theft reports

�����6YNHUPaH[PVUZ�^P[O�ZPTPSHY�JVUZ[P[\LUJPLZ��ZPaL��NLVNYHWOPJ�KLTVNYHWOPJZ

������6WLYH[PVUHS�270»Z"�ÄUHUJPHS�ILUJOTHYRZ"�MHJPSP[PLZ�HUK�NLVSVJH[PVU"�Z[HMÄUN�SL]LSZ��
allocations; SLA’s

25)   The eBenchmarks are set based on data collected from sister hospitals as well as  
surrounding similar hospitals

26)   Various crisis management benchmarks 
ISMA and ASIS benchmarks 
BOMA and other facility benchmarks as it relates to operational security costs per square foot

27)  United Nations Dept. of Safety and Security Threat and Risk Matrix.

28)   External response times; save rates; investigative costs; Liability costs; clearance processing 
times; system approval times

29)   In select areas where we have comparable/like data points for functions. For example span  
of control, ratios of staff per associate, security cost per associate etc.

30)     Cost of security as a % or revenue. Cost of security CAPEX. Number of security employees  
to workforce.

31)   Compare to peer companies

32)  We have a standard checklist across the board with standards

33)  Benchmark for academic medical centers in the Netherlands.

34)  Police metrics

�����-PN\YLZ�YLÅLJ[PUN�[OL�[`WPJHS�L_WLUKP[\YL�VU�WO`ZPJHS�ZLJ\YP[`�MYVT�0-4(�HUK�)64(

36)  Neighboring crime statistics

37)  Gartner

38)   We benchmark all operations and technology every two years. It is usually a formal survey 
form which we apply in person when interviewing fellow security professionals

39)  All company plants worldwide

40)  Best Practices in similar industry

41)   # Job related kidnap incidents, #travel related security incident, #operations disruptions from 
a. Community b. labor activities etc.

42)  Call Center Metrics

43)  Theft, comparing number of events and amounts versus other companies

44)  Financial and industry standard benchmarks.

45)   National crime statistics.  
6[OLY�ZLJ\YP[`�TL[YPJZ�[V�JVYWVYH[PVUZ�^P[O�ZPTPSHY�ZP[\H[PVUZ��THYRL[��VYNHUPaH[PVU�
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46)   Use various industry benchmarks. Some examples are Corporate Governance and 
Compliance Hotline Benchmarking Report, Krolls Global Fraud report.

������>OLU�WVZZPISL��^L�JVTWHYL�H]LYHNL�^HNL�WHPK�[V�ZLJ\YP[`�VMÄJLYZ�[V�[OL�Z[H[L�SHIVY� 
statistics. Incident rates are compared to local crime rates.

48)   1. Vendor information 
2. Academic peer review journals 
3. Internal data 
4. Benchmarking of like companies

49)  But have looked at doing so. Other companies with similar missions.

50)  Numbers related to reportable incidents

51)   FBI bank crime stats 
Ad hoc benchmarking for other security and fraud stats

52)   ASIS published data, Security 500, independent surveys, CSO Roundtable surveys,  
ISMA surveys.

53)  Similar companies

54)  With Pharmaceutical industry

55)   ASIS standards 
Other peers 
Regulatory standards

56)  Access control measures, investigative numbers on demographics,

57)  Compare supply chain losses, number of incidents and dollar amount to industry average.

�����6YNHUPaH[PVUHS�NVHSZ

59)  I have been unable to identify pertinent benchmark data that would allow for comparison.

60)  ISO27001
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8\HSP[H[P]L�9LZ\S[Z!����+V�`V\�JVTWHYL�`V\Y�TL[YPJZ�[V�HU`�L_[LYUHS�ILUJOTHYRZ&

If yes, please name or describe those benchmarks. 

Assigned Category #1 (ZZPNULK�*H[LNVY`�
��

Category Type: Category:
Response 

Count
Response  

%
Response 

Count
Response  

%

Benchmarking Source:

Established 
Benchmarks/
Standards

17 28.3% 7 11.7%

Similar 
6YNHUPaH[PVUZ

15 25.0% 4 6.7%

Industry/Agency 
Reports

4 6.7% 1 1.7%

Industry/Agency 
Surveys

1 1.7% 2 3.3%

Benchmarking Type:

Security/Safety 10 16.7% 1 1.7%

Operations 2 3.3% 1 1.7%

Finance 2 3.3% 7 11.7%

Performance 1 1.7% 1 1.7%

Other: Other 8 13.3% 0 0.0%

*Note that some responses pertained to multiple categories and thus had 2 assigned categories.

38.8%

61.2%

Yes

2. Do you compare your metrics 
to any external benchmarks?

No
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Q3: Would You Use Metrics?

����0M�¸5V¹��^V\SK�`V\�\ZL�TL[YPJZ�PM�`V\�RUL^�TVYL�HIV\[�OV^�[V�JYLH[L�[OLT�HUK�\ZL� 
[OLT�LMMLJ[P]LS`&

Answer Options Response % Response Count

Yes 77.9% 53

No 22.1% 15

 

22.1%

77.9%

Yes

3. If “No”, would you use metrics if you 
knew more about how to create them 

and use them effectively?

No
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Q4: Measured Security Program Aspects

����>OH[�HZWLJ[Z�VM�[OL�ZLJ\YP[`�WYVNYHT�HYL�TLHZ\YLK�[V�KL[LYTPUL�J\YYLU[�WLYMVYTHUJL�SL]LSZ�
WYVNYHT�LMMLJ[P]LULZZ&��*OLJR�HSS�[OH[�HWWS`�

Answer  
Options

Response % Response Count

Guarding performance (turnover, inspections, etc.) 61.1% 127

Cost against budget 65.9% 137

Criminal incidents and investigations 69.2% 144

Security incidents 90.9% 189

Security training and education 62.5% 130

Communication and awareness programs 39.4% 82

Systems performance/downtime (CCTV/ Access Control/ 
Alarm systems)

40.4% 84

Regulatory compliance 43.3% 90

Physical security 60.6% 126

Background screening 30.3% 63

Risk analysis process 39.4% 82

Audit implications 30.8% 64

Internal customer satisfaction 37.0% 77

Other (Please specify what other aspects of security you are measuring.) 20

1)  Safety Incidents

2)   Call response & Closure 
Service response & Closure 
Alarm/Event Response & Closure 
Operator effectiveness

3)   We also own the Ergonomics program so we compare HR claims and $$ to ergo 
consultations over time.

4)  Service requests for all types of protective services, investigative and consultative needs

5)  Losses

6)  Safety

����7YVNYHT�JVUZPZ[LUJ`�^P[O�VYNHUPaH[PVUHS�NVHSZ

8)  Physical Security System Exception Data

9)   Follow the DOE process using design basis threat statements to determine security system 
goals and then use performance tests and tabletops to validate performance and drive 
corrective action.
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10)  Emergency medical incidents, law enforcement incidents

11)  Return on Security Investment

12)  Personnel / executive protection, emergency response preparedness,

13)  International Travel Statistics

14)   Revenue protection 
Business impact analysis. 
Crisis Management ability.

15)  External Fraud

�����.7:�[YHJRPUN�I`�SVJH[PVU�VM�VMÄJLY»Z�65�76:;�VY�ZLJ\YP[`�WH[YVSZ�JVUK\J[LK�

17)  Visitor and access management numbers

18)   Costs as a percent of revenue, Security costs (as a percentage) relative to other functions, 
i.e., HR, EHS, Finance, etc.; measuring proactive time (assessing & managing risks) vs. 
reactive (investigation, responding to problems); setting and measuring performance against 
established targets, such as security awareness training, etc.

19)  Status of projects (electronic system installations), cost recoveries and reductions.

20)  RESPONSE TIME TO INCIDENTS
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Q5: Who Records Metrics?

���;`WPJHSS �̀�^OV�PZ�YLZWVUZPISL�MVY�YLJVYKPUN�[OLZL�TL[YPJZ&

Answer Options Response % Response Count

Third party provider 14.0% 29

Internal Security Department Manager/Specialist 77.8% 161

System/Department Administrator 12.1% 25

Individual responsible for the element being measured 28.0% 58

Other (please specify) 9

1)  Collected by individual responsible, collated by Security Department Manager

2)  Each functional area reports monthly metrics and one admin compiles the reports.

3)  Could be all of the above depending on the topic

4)  Our 24x7 Security Support Center

5)  Myself for metrics the client wants to keep track of.

6)  Internal audit, HR, TQM.

7)  Security Manager

8)  Myself - security consultant

9)   The manager responsible for the metrics provides Info/data. Assisted by 
department administrator.

5. Typically, who is responsible for
recording these metrics?

14.0%

77.8%

12.1%
28.0%

Third
party

provider

Internal Security
Department

Manager/Specialist

Individual
responsible for the

element being
measured

System/
Department

Administrator

0
10
20
30
40
50
60
70
80
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Q6: Metrics Provisions to Non-Security Persons

���+VLZ�ZLJ\YP[`�WYV]PKL�[OLZL�TL[YPJZ�[V�WLYZVUZ�V\[ZPKL�[OL�KLWHY[TLU[&

Answer Options Response % ResponseCount

Yes 80.4% 168

No 19.6% 41

19.6%

80.4%

Yes

6. Does security provide these metrics to
persons outside the department? 

No
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Q7: Metrics Provisions To Non-Security Persons – If No, Why Not?

���0M�¸5V¹��^O`�UV[&

Responses ��

1)  Internal policy

2)  We track internal metrics to the client’s security management

3)  Used to assess maintenance process within department.

4)  Prevent vulnerabilities

5)  Private

6)  Privacy

7)  For our eyes only and risk of “wrong conclusions”

����*VUÄKLU[PHSP[`�PUMVYTH[PVU

9)   Our general counsel believes this information is proprietary and should not be disclosed 
outside the legal/security group.

10)   Information is used to measure and improve internal process. The information would only be 
provided upon request to outside departments. Executive level security management (CSO) 
TH`�WYV]PKL�PUMVYTH[PVU�[V�*-6�HUK�*,6�YV\[PULS �̀�I\[�0�JHUUV[�JVUÄYT�[OH[�PZ�[OL�JHZL�

11)  Kept internally and have never been asked to share or provide support for global  
security program

12)  Internally initiated.

13)  It is an internal system on SharePoint

14)  Government entity. Likely to hide poor performance.

15)  Not as complete as I would like to be able to share.

16)  Other departments have not been interested or have not advised of a need for the information

17)  Company policy

�����;OL`�HYL�]LY`�ZWLJPÄJ�[V�[OL�N\HYK�MVYJL�VUS �̀

� ���3LNPZSH[PVU�VISPNL�[V�RLLW�P[�JVUÄKLU[PHS

�����/H]PUN�KPMÄJ\S[`�KL]LSVWPUN�TL[YPJZ�[OH[�HYL�VM�]HS\L�[V�I\ZPULZZ�SLHKLYZ�

21)  Not real net to other business entities except business controls.

�����7YVWYPL[HY`�KH[H�PZ�TP_LK�PU�^P[O�L_[LYUHS�KH[H�HUK�THYRLK�JVUÄKLU[PHS

23)  All theses records are used in order to increase the security level but not to communicate

24)  Internal purpose only
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25)  It is for internal purposes only.

26)  No interest by other departments.

27)  Airing laundry...

28)  Governmental controls.
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Q8: Metrics Provisions To Non-Security Persons – Who?

8. If Security provides these metrics to persons outside the department, to whom are the metrics 
WYV]PKLK&��:LSLJ[�HSS�[OH[�HWWS �̀��

Answer Options Response% Response Count

Persons who report to you (your direct reports) 47.3% 78

Supervisor and/or supervisory chain 50.9% 84

Managers of other departments (Human Resources,  
Legal, Operations, etc.)

59.4% 98

Members of senior management (such as chief executive 
VMÄJLY��JOPLM�PUMVYTH[PVU�VMÄJLY��JOPLM�ÄUHUJPHS�VMÄJLY��L[J��

79.4% 131

Other (please specify) 22

1) Customer representative

2) State Dept. of Education and Federal OCJP

3) N/A

4) Other security departments

5) Executive Committee (CEO, COO, CFO, CIO, CLO, etc.)

6) If requested by third parties

7) Board members also receive metrics reports in accordance with a federal law - the  
Bank Protection Act.

8) Not providing to outside party

9) External Customers (Clients)

10) Customers and subscribers

11) Risk & Compliance Committee

12) Protocol Service

����*VU[YHJ[�THUHNLTLU[�ÄYTZ

14) It all depends on the customer and the measurement.

15) Security Council

16) The survey becomes part of our annual report

17) Environment of Care Committee

18) Regulator, police, the board.

19) NA

20) Self-security consultant

21) Provided through roll-up report with other safety & physical environment metrics

22) CUSTOMERS
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If Security provides these metrics to 
persons outside the department, to whom 
are the metrics provided? (Select all that apply.)

Persons who
 report to you 
(your direct 

reports)

Supervisor 
and/or

supervisory
chain

Members of senior
management (such

as chief executive officer,
chief information officer,

chief financial officer, etc.)

Managers 
of other departments
(Human Resources, 

Legal,Operations, etc.)

0
10%
20%
30%
40%
50%
60%
70%
80%

47.3% 50.9%
59.4%

79.4%
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Q9: Metrics Provisions To Non-Security Persons – How Often?

9. If Security provides these metrics to persons outside the department, how often do you share  
[OL�TL[YPJZ&

Answer Options Response % Response Count

Monthly 40.1% 65

Quarterly 42.6% 69

Annually 17.3% 28

Other (please specify) 21

1) N/A

2) We are consultants. It varies with the client.

3) Upon request

4) It is provided monthly, quarterly and annually.

5) Weekly

6) Not providing to outside party

7) Some are shared weekly

8) After audits based on audit schedule

9) Also ad hoc as required and during 1-1 meetings with business leaders as appropriate

10) Varies by metric and audience

11) All depends on the customer and the measurement.

12) As needed or upon request. Not on a regular basis

13) Depends on what’s been measured

14) In the future monthly

15) Both monthly and global reporting annually

16) Actually all above, but then different metrics.

17) Some metrics are also shared quarterly and annually

18) NA

19) As part of consulting assignments and sales presentations

20) With an annual review

21) AS DEEMED APPROPRIATE
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42.6%

17.3%

40.1% Monthly

9. If Security provides these metrics to 
persons outside the department, 

how often do you share the metrics?

Quarterly

Annually
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Q10: Metric Elements Shared With C-Suite Personnel

����0M�TL[YPJZ�HYL�WYV]PKLK�[V�*�:\P[L�WLYZVUULS��L_HJ[S`�^OH[�LSLTLU[Z�HYL�ZOHYLK&� 
�:LSLJ[�HSS�[OH[�HWWS`�

Answer Options Response % Response Count

Guarding performance (turnover, inspections, etc.) 20.1% 31

Cost against budget 61.7% 95

Criminal incidents and investigations 56.5% 87

Security incidents 79.9% 123

Security training and education 32.5% 50

Communication and awareness programs 24.7% 38

Systems performance/ downtime  
(CCTV/ Access Control/ Alarm Systems)

16.9% 26

Regulatory compliance 44.2% 68

Physical security 29.9% 46

Background screening 16.2% 25

Risk analysis process 39.6% 61

Audit implications 30.5% 47

Internal customer satisfaction 21.4% 33

Other (please specify) 22
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1)  Response Matrix’s

2)  Shortage results

3)  Ergo

4)  Comparisons to competitors in the market as well as year over year performance

5)  Losses

6)  Safety according to OHSAS 18001

7)  Not providing to outside party

8)  We have a number of internal department metrics, but only roll up 2 to C-Suite. One is 
a measure of the effectiveness of our Intrusion Detection Systems (IDS) and the other is a 
Personnel Security Unit measure related to pre-employment background investigations.

 ���9LWLH[�ÄUKPUNZ�VM�UVU�JVTWSPHUJL�^P[O�Z[HUKHYKZ�VY�WLYMVYTHUJL�NVHSZ

10)  Cost

11) Enterprise Risks

12) Not shared directly with C-suite personnel, but they are available to them through the Security 
Council.

13) Incident closure time (days)

14) Cost

15) International Travel Statistics

16) Revenue protection. 
Business impact analysis. 
Crisis Management ability

17) External Fraud

����6WLU�ZOPM[Z�VY�6WLU�7VZ[Z���ÄSS�PU�VMÄJLYZ�ZLU[�[V�WVZ[��ZJOLK\SPUN�PZZ\LZ�PU�NLULYHS�

19) Response times to “code” calls

20) Loss rate (shrinkage)

21) Those listed previously under the same question.

22) Crisis Management preparedness



181EFFECTIVE, EVALUATED SECURITY METRICS—© ASIS Foundation 2014

Q11: Most Important Metrics – Senior Management

11. In your organization, what elements or metrics does senior management view as the 
�TVZ[�PTWVY[HU[&

Responses 159

1) Cost and risk reduction

2) Incidents, Budget, Regulatory

3) Criminal incident and investigations

4) GL and Workmen’s Comp, Compliance and Security Incidents

5) Guarding performance

6) All

7) Key Wins

8)  Customer Satisfaction 
Response Matrix

9) Shortage results

10) Costs against budget and compliance (physical security reviews)

11) Risk Analysis Process

12) Cost vs. Budget

13) Budget

14) Compliance and audit with budget coming in a close second

15) Cost against budget; employee retention

16) Cost vs. budget and security incidents

17) All

18) Costs, performance, and ROI

19) Unclear

20) Losses

21) ISO 9001 and OHSAS 18001

22) Compliance to standards

23) Costs, Regulatory

24) Budget

25) Loss and frauds events

����-PUHUJPHS�SVZZ�ÄN\YLZ�HUK�PUJPKLU[�[YLUKZ�HSVUN�^P[O�YLN\SH[VY`�JYPTPUHS�YLWVY[PUN�

27) Budget, loss control, safety

28) Shrink, investigative closure rates on robberies and burglaries
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29) Audit implications

30) Regulatory, budget and audit.

31) Metrics related to Key Performance Indicator and service delivery ratings.

32) Budget

33) Directness. Simplicity. Result Oriented. Safety.

34) Value verses cost.

35) Incidents

36) Budget and incident rates

37)  Criminal Incidents 
Security Incidents 
Cost Against Budget

38) Return on Investment

39) Risk vs. reward

40) Budget, system performance and Internal/External Customer Satisfaction

41) Security Incidents

42) Fraud and robbery loss data

43) The effectiveness of the intrusion detection systems.

44) Audit

45) Risk and regulatory compliance issues

46) Bottom line and reputation

47)  Health & Safety Security incidents last 13 months, High Potential Incidents, Incidents  
by Region

48) Budget

49) Cost vs. plan. Metrics where a good story can be told;

50) Cost

51)  Information Sharing of Incidents, awareness and using data to provide predictive analysis 
for Prevention

52) Performance and cost (roi)

53) Cost, risk analysis, service delivery

54)  Criminal 
Cost/Expense Ratio 
-;,�Q\Z[PÄJH[PVU

55)  Budget vs. cost 
Criminal/security incidents 
Capital investment in security infrastructure 
Risk
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56) Employee safety and facility security metrics.

57) Incidents

58) Threat and risks to staff and assets.

59) Employee safety and security

����*VZ[��IHZLK�VU�ZPTPSHY�VYNHUPaH[PVUZ�

61) Wpv

62) Incidents and Audit Compliance

����=HS\L�4L[YPJZ!�;OVZL�[OPUNZ�[OH[�ZOV^�I\ZPULZZ�LUHISLTLU[�I`�T`�VYNHUPaH[PVU

64) Performance goals

65)  Regulatory compliance 
Audit implications 
Cost against budget

66) Actual vs. Budget Costs

�����;OVZL�[OL�YL]LHS�LMÄJPLUJ`�HUK�LMMLJ[P]LULZZ�TLHZ\YLZ��[YLUKZ�HUK�ZLY]PJL�SL]LS�HNYLL-
ments (e.g. cycle times for Due diligence, background investigations, regulatory response 
matters etc) We are in the process of developing new KPI’s that are standard across all 
other service functions such as security costs as a percentage of company revenue, costs, 
per associate etc.

68) Security incidents, criminal incidents, risk analysis

69) Cost relative to services provided

70) Trends as they relate to risk & threat to our employees or operations

71) Enterprise Risks and Investigations/Incidents

72) Regulatory compliance. System performance. Customer satisfaction. Cost to budget.

73) Security incidents

74)  Events that impact employees 
Intellectual Property loss 
Other asset losses

75) Audit Implications, and Regulatory Compliance.

76) Risk analysis process, security incidents, cost against budget

77) Varies from time to time

78) Budget, risk based metrics i.e. security incidents

79)  Cost vs. budget 
measurements of our new SOC

80) Incidents and mitigation

81) Overall activity and customer satisfaction.

82) Incidents
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83)  Cost against budget 
Risk analysis process

84) Cost against budget, criminal incidents and investigations

�������(YYLZ[��\ZL�VM�MVYJL��JVUÄULTLU[�PUJPKLU[Z" 
��ZPNUPÄJHU[�ZLJ\YP[`�PUJPKLU[Z

86) Security incidents & loss

87) The ones provided

88) Security cost versus turnover

89) Internal customer satisfaction and regulatory compliance

90) Cost against budget; security incident tracking

91) Physical security, incidents

92) Budget

93) Most all with an emphasis on regulatory compliance

94) Cargo theft incidents, Crime Analysis

95) Risk exposure

96)  ROI 
Risk (as it relates to increased insurance premiums or negative press)

97) Security incidents

98)  Primarily compliance/client expectation issues such as security awareness, lost/stolen  
electronic devices & sensitive documents, encryption statistics, and actual expenses  
vs. budget.

99) Costs, incidents

100) Incident Rates

101) Security Incidents and Cost against Budget

102)  Cost against Budget 
Security Incidents 
Risks analysis

������(]HPSHISL�YLZV\YJLZ�HUK�[OLPY�VW[PT\T�\[PSPaH[PVU"�\ZL�VM�ZWLJPHSPZ[Z�MVY�ZWLJPHS� 
HZZPNUTLU[Z"�LMÄJPLUJ`�]�Z�JVZ[�LMMLJ[P]LULZZ"�LMMVY[Z�HUK�[PTL�ZWLU[�VU�WYPTHY`� 
and secondary responsibilities.

104) Client satisfaction from the security department

105) Cost against budget

106) Legislative/Regulatory compliance, customer satisfaction and cost

107) Actual and prevention of harm incidents - robberies, assaults, etc.

�����*YPTL�-PN\YLZ�YLSH[PUN�[V�MYLPNO[�SVZZLZ�HUK�JYPTL�JSLHY�\W�ÄN\YLZ�

109) Information Assurance
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110) Incidents, cost, compliance.

111) Cost

������0+�IHKNL�TPZOHWZ��WOVUL�JHSSZ�YLJLP]LK��HYTZ�X\HSPÄLK�6MÄJLYZ��*H[HZ[YVWOL�+\[`� 
KLWSV`TLU[�KH`Z�ZWLU[�I`�N\HYK�MVYJL�WLYZVUULS�HUK�JVZ[�[V�[OL�JSPLU[��U\TILY�VM�ÄYLHYTZ�
JLY[PÄLK�6MÄJLYZ��HJJLZZ�JVU[YVS�TLHZ\YLZ��]HS\L�HKKLK�ZLY]PJLZ��TVIPSL�WH[YVS�TPSLHNL�
and parking violations written, number and types of reports generated, tenure of various 
6MÄJLYZ�PU�]HYPV\Z�WVZP[PVUZ�

113) Regulatory Compliance and International Travel Statistics

�����960��6MÄJLY���4HUHNLY�YL[LU[PVU

115) Compliance

������2L`�WLYMVYTHUJL�PUKPJH[VYZ�IHZLK�VU�WYL�PKLU[PÄLK�ZLJ\YP[`�YPZRZ�YLSL]HU[�[V� 
the enterprise.

117) Budget

������(S^H`Z�[OL�TVZ[�PTWVY[HUJL�PZ�WSHJLK�VU�[OL�]HS\L�VM�[OL�VMÄJLY�[HZR�VY�N\LZ[�ZLY]PJL�PU�
YLSH[PVU�[V�JVZ[�HUK�V]LYHSS�ILULÄ[Z

�� ���5V[�Z\YL��)\[�^L�HSPNU�^OH[�^L�YL]PL^�^P[O�[OL�VYNHUPaH[PVUHS�WPSSHYZ�Z\JO�HZ�WYV[LJ[PUN�
our supply chain.

�����*\Z[VTLY�YL[LU[PVU��J\Z[VTLY�ZH[PZMHJ[PVU��LTWSV`LL�[\YUV]LY�HUK�WYVÄ[HIPSP[`

121) Incidents/ crimes, BIA, RM, Revenue Protection, Regulatory compliance.

122) Product production, not security. 

123) Metrics on key initiatives, compliance programs and major loss drivers

�����/V\YZ�VM�ZLY]PJL�WYV]PKLK�[V�LHJO�JSPLU[��H]LYHNL�^HNL�VM�VMÄJLYZ��[\YUV]LY��V]LY[PTL

125)  Risk Analysis  
Customer data

126) Not sure as of this time. We are just beginning our metrics roll out to “C” Suite

127) Compliance!

128) Budget; incident response

129) Important health or security incidents

130) Cost

131) How we stack-up to others in the industry
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132) System downtime.

133) Costs and regulatory compliance

134) Security incidents

�����:LJ\YP[`�YPZR�HUHS`ZPZ�^P[OPU�[OL�ÄUHUJPHS�ZLY]PJLZ�PUK\Z[Y`�HUK�JVZ[�HNHPUZ[�I\KNL[

136)  Anything related to spending and impact of security costs on margin erosion. Secondly, pro-
active time vs. reactive (risk assessment and range (in $$$) of solutions to mitigate the risks.

137) Cost against budget & avoidable losses (safety/security incidents & theft/vandalism)

138) Criminal, cargo theft, robbery, in/out visitors and employees, incidents, etc.

139) Guard turnover, training, and incidents occurring on site.

140) Incidents

141) That all systems are working as planned

142) Any items relating to department costs

143)  Security Incidents 
Security Budget 
Security Violations

144) Criminal Incidents and General Investigations

�����)\KNL[��Z[HMÄUN��HUK�PUJPKLU[Z�

146) Cost to budget, risk analysis

147) Cost ratio budget, incidents, and regulatory compliance

148) Internal customer satisfaction

149) Budget

150)  Trending on incidents 
Security Infrastructure ROI 
Incident locations

151) Security Incidents, Physical Security, and Crisis Management Preparedness

152) Operations; Financials

153)  Budget, Incidents and Customer satisfaction. We also employ Relentless Root Cause Analysis 
(RRCA) for incidents, issues or “turn backs;” the internal matrix that shows the 8D process is 
viewed by senior management as appropriate

154) Cost savings...

155) Costs, service levels and security incidents

156) Cost

157) Risk analysis process

158) The human resources.

159) INFORMATION MANAGEMENT
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Qualitative Results: 11. In your organization, what elements or metrics does senior management 
]PL^�HZ�[OL�TVZ[�PTWVY[HU[&

Assigned Category #1 (ZZPNULK�*H[LNVY`�
��

Category:
Response  

Count
Response  

%
Response  

Count
Response  

%

Finance 60 37.7% 12 7.5%

Security Incidents/Safety 
Considerations

41 25.8% 17 10.7%

Risk 13 8.2% 8 5.0%

Compliance 12 7.5% 9 5.7%

Operations 6 3.8% 2 1.3%

Business Impact/Performance 5 3.1% 4 2.5%

Customer/Employee 
Satisfaction

5 3.1% 2 1.3%

Customer Service 2 1.3% 4 2.5%

Turnover 1 0.6% 4 2.5%

Other 14 8.8% 0 0.0%

*Note that some responses pertained to multiple categories and thus had 2 assigned categories.
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Q12: Most Important Metrics – Why? 

����>O`�HYL�[OVZL�TL[YPJZ�]PL^LK�HZ�[OL�TVZ[�PTWVY[HU[&

Responses 141

1) Implications and nexus to business operations

2) Customer service oriented

3) Money and Reputation

4) Cost

5) Why track anything that is not important?

6) Serve as the highlight of our service

7) Measures companies effectiveness and customer health

����;OL`�PTWHJ[�[OL�ÄUHUJPHS�WLYMVYTHUJL�VM�[OL�JVTWHU �̀�;OL�SV^LY�[OL�ZOVY[HNL�[OL�TVYL�P[�
contributes to the bottom line.

9) We want to ensure we’re in compliance and that we are keeping our expenses reasonable.

10) Operational security

������;V�ZOV^�[OL�[V[HS�]HS\L�[OL�KLWHY[TLU[�OHZ�IYV\NO[�PU[V�[OL�VYNHUPaH[PVU�MVY�[OL�NP]LU�`LHY�
in comparison to most recent historical data

12) The money is coveted for other uses.

13) Continued operations

����-PUHUJPHS�PTWHJ[�VU�[OL�VYNHUPaH[PVU»Z�IV[[VT�SPUL

15) Budgetary implications and potential impact of security-related events.

16) N/A

17) They affect the bottom line.

18) Loss Mitigation Performance

19) They monitor quality, safety and security

20) P & L, Impact to Corporation

21) Budget

22) Because it means money

�����)HURZ�HYL�\UKLY�ZJY\[PU`�I`�YLN\SH[VYZ�[V�YLWVY[�Z\JO�HJ[P]P[`�HUK�HYL�ÄULK�^OLU�[OL`�MHPS�
to make such reports.

24) Their impact to bottom line, reputation

25) Indication of losses and customer/employee safety

26) Part of the performance plan and appraisal.

27) Because we are in a highly regulated industry
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28)  These relate to our function KPIs as a whole and directly relates to ROI and contract  
performance by security service providers.

� ��*VZ[�LMÄJPLUJ`

30) No Gimmicks. No credit given to showboating.

31) Measure of employee and asset protection. Also ROA for security costs.

32)  Public Liability 
Trending Analyses 
Operating Expense Controls

33) Want to make sure budgets are applied effectively.

34) Establish the ability to quantify success

����6WLYH[PVUZ�LMMLJ[P]L�HUK�LMÄJPLUJ`�HUK�*\Z[VTLY�:LY]PJL

36) Directly effects customer base

37) Financial loss and human safety

38)  We know by the measurement if all our security systems are functioning properly,  
any failures are being addressed timely, and the systems and operators catch penetrations 
during testing.

39) Compliance and business process improvement

40)  Larger potential impact to the entity depending on the business environment they  
work within

41) Money and reputation

42) Measure the effectiveness of programs in region

43) Cost Containment

44) C suite enjoys the stories around the metrics.

45) Affect P&L

46) Allows program to have best chance to succeed

47) Budgeting, determination of amount of resources needed to provide safe environment

48) They determine the effectiveness of the security program

49) Measurement of risk commensurate with costs

����:PNUPÄJHU[�U\TILY�VM�LTWSV`LLZ�HUK�MHJPSP[PLZ�

51) The quality of metrics is poor and no other viable metrics are available.

52) Involve, people, all assets and of course funding

�����*VTWHU`�TLHZ\YLZ�P[ZLSM�JVTWL[P[P]LS`�HNHPUZ[�ZPTPSHY�VYNHUPaH[PVUZ�\UKLY�H�ºWYP]H[L�HUK�
voluntary’ cost comparison.

54) Wpv

55) Personnel and asset security; regulatory compliance



190 EFFECTIVE, EVALUATED SECURITY METRICS—© ASIS Foundation 2014

����;OH[�]HSPKH[L�HUK�Q\Z[PM`�[OL�L_WLUKP[\YLZ�ILPUN�THKL�MVY�V\Y�VYNHUPaH[PVU

����9LÅLJ[Z�YPZR�[VSLYHUJL

58)  Compliance is very important; doing the right things the right way to avoid  
unnecessary penalties.

� ��6YNHUPaH[PVUHS�MVJ\Z�PZ�JVZ[�THUHNLTLU[

������;OL`�YL]LHS�[OL�LMMLJ[P]LULZZ�VM�[OL�VYNHUPaH[PVU�HZ�^LSS�HZ�[OL�[YLUKZ�[OH[�WVPU[�[V�HYLHZ�VM�
risk, concerns or otherwise necessitate capturing the attentions of the audience.

61) Security incidents suffered by company personal, cost against budget

62) Provides business case for non-revenue function

63) There is a potential to mitigate the risk to uphold company reputation and stability

64)  Risks impact the business, customer and shareholders therefore, they are the  
most important.

65) We are in a highly regulated environment so that is easily # 1.

66) The security and safety of our employees is paramount.

67) Company vision and competitiveness

68) Critical impact to business if left unattended. Legal liability

� ��9PZR�IHZLK�VYNHUPaH[PVU�^P[O�[PNO[�ÄZJHS�JOHSSLUNLZ

70) Cost, being we are establishing a new program.

71) This is where the risk lies

72) Demonstrates the value add and also the reception of business leaders

73) Due to the wider implication of the event.

74)  They are always looking to reduce costs 
They are legally required to do risk analysis

�����;OL`�HYL�]PL^LK�HZ�[OL�TVZ[�PTWVY[HU[�ILJH\ZL�ZLUPVY�THUHNLTLU[�OHZ�PUZ\MÄJPLU[� 
knowledge on security issues.

76) Potential for liability and risk assessments.

77) To be under 2,5% of the turnover

78) Part of the company strategic plan

� ��;OL`�HYL�KLLTLK�[V�IL�[OL�TVZ[�JYP[PJHS��HUK�[V�YLÅLJ[�H�TLHZ\YL�VM�960

80) Cost containment

81) Regulatory requirements

82)  Allow to them have an approach to take decisions keeping in mind that in Mexico we have 
a critical security environment

83) They clearly determine return on investment.

����0[�PZ�HS^H`Z�HIV\[�[OL�WYVÄ[�HUK�JVYWVYH[L�PTHNL
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85) To focus on areas that may require improved resources.

86)  We provide professional consulting services and deal with a large amount of sensitive  
client data. Our clients expect success in these areas, and hold us contractually to certain 
expectations. Various states and countries also have Privacy regulations that we are  
required to comply with.

87) Low level of awareness of the other security metrics

88) To assess the security / safety environment for patients, visitors and staff.

� ��9LÅLJ[Z�[OL�Z\JJLZZ�VM�[OL�WYVNYHT

90)  To evaluate Return on Security Investment; assigning the right person for the right job and 
VW[PTHS�\[PSPaH[PVU�VM�H]HPSHISL�YLZV\YJLZ�

91) Measurement against other department in the org

92)  Always important to maintain budgetary discipline and to ensure a good balance between 
cost of security program and asset being protected

93)  Leg/Reg is a legal must; customer satisfaction provides a comprehensive measure of how 
every aspect comes together to ensure we attract and retain customers and the cost aspect 
further completes the picture regarding contribution to shareholder value.

94) Impact upon team and cost

95) These impact on our customer satisfaction and have an impact on our corporate name.

96) Critical nature of our systems.

97) Cost

98)  Customer service interactions, costs, and multi-tasking ability as technology increases, 
^VYRWSHJL�WYV[LJ[PVUZ�LMMVY[Z��[YHMÄJ�JVU[YVS��JVTT\UPJH[PVU�LMMVY[Z��[\YUV]LY�TVUP[VYPUN�
and experience accrued.

99) Regs keep us open and we travel a lot.

100) Cost saving events.

101) Contract related

102) They represent overall security trends that could affect the enterprise.

�����*VZ[�PTWSPJH[PVUZ��JHZO�ÅV^

������;OLZL�[^V�HJ[PVUZ�PTWHJ[�[OL�N\LZ[��^OV�NP]LZ�\Z�[OL�TVUL �̀�PM�[OLYL�PZ�UV�JSLHY�ILULÄ[�
there may be a cost savings here.

105) Direct impact to our business.

�����.YV^PUN�[OL�I\ZPULZZ�HUK�WYVÄ[HIPSP[`

107)  Highest possible negative effect and good understanding of the level of ability we have to 
deal with unwanted events.

108) Bottom line in business.

109) Impact to the business
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�����;OL`�HYL�^OH[�KYP]L�[OL�VWLYH[PVUZ�ÄUHUJPHSS`�VM�[OL�JVTWHU �̀

111) Safety & Security of employees

112) Cost, performance and penalty implications.

113) Controlling costs company wide; incidents affect safety and health standards

114) Because of their legal impact

115) No money

116) Determines value of spending

117) Determines system availability.

118) Impact to business.

119) Life safety implications

�����;OLZL�HYL�OV[�[VWPJ�HYLHZ�PU�WO`ZPJHS�ZLJ\YP[`�^P[OPU�[OL�ÄUHUJPHS�ZLY]PJLZ�PUK\Z[Y`

������)LJH\ZL�[OL�PTWHJ[�WYVÄ[HIPSP[`�HUK�HIPSP[`�VM�VWLYH[PVUHS�[LHTZ�[V�LU[LY�THYRL[Z�^OLYL�
risks are high or extreme for a manageable cost.

122) Contribute to the company bottom-line

123) Because is the element that give us the tendencies.

124) They impact the delivery of services to clients.

125) Employee safety and satisfaction

126) I have gone from having the information in my head to putting down on paper

127) Alignment with the Corporate goals/objectives

�����7V[LU[PHS�TLKPH�PU[LYLZ[�HUK�PTWHJ[�VU�[OL�VYNHUPaH[PVU��WLVWSL��HZZL[Z��PUMVYTH[PVU�

129) These are the metrics we established in our annual management planning exercise.

130) Budgets rule in this day and age and Risk can blow a budget.

�����9PZR�[V�VYNHUPaH[PVU

132) That’s what generates the business

133) Always about the bottom line

�����+L[LYTPULZ�I\KNL[�HSSVJH[PVU�Q\Z[PÄJH[PVU

135) Critical to business continuity

136) That’s where the money is.

������)\KNL[�$�)V[[VT�SPUL��0UJPKLU[Z�HYL�[HUNPISL�HUK�V\Y�VYNHUPaH[PVU�WSHJLZ�OPNO�]HS\L�VU�
customer satisfaction; both internal and external

�����0TWHJ[�[V�[OL�VYNHUPaH[PVU�HUK�[OL�LTWSV`LLZ

139) We operate under a Risk Management process

140) No system will function to its desired level without the support of the human resource.

141) CONFIDENFIALITY, INFORMATION SECURITY
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8\HSP[H[P]L�9LZ\S[Z!�����>O`�HYL�[OVZL�TL[YPJZ�]PL^LK�HZ�[OL�TVZ[�PTWVY[HU[&

Assigned Category #1 (ZZPNULK�*H[LNVY`�
��

Category: 
Impact On:

Response  
Count

Response  
%

Response 
Count

Response  
%

Finance 54 38.3% 1 0.7%

Business/Performance 27 19.1% 12 8.5%

Compliance 12 8.5% 4 2.8%

Security Incidents/
Safety Considerations

10 7.1% 10 7.1%

Risk Assessment 9 6.4% 4 2.8%

Customer Service 8 5.7% 3 2.1%

Communications 5 3.5% 2 1.4%

Operations 5 3.5% 4 2.8%

Other 11 7.8% 0 0.0%

*Note that some responses pertained to multiple categories and thus had 2 assigned categories.
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Q13: Metric Alignment With Risk/Objectives 

����(YL�`V\Y�TL[YPJZ�[PLK�[V��HSPNULK�^P[O��VY�WHY[�VM�[OL�SHYNLY�VYNHUPaH[PVUHS�YPZR�WYVJLZZ�VY�
VYNHUPaH[PVUHS�VIQLJ[P]LZ&

Answer Options Response % Response Count

Yes 70.3% 130

No 29.7% 55

29.7%

70.3%

Yes

13. Are your metrics tied to, aligned with, 
or part of the larger organizational risk 

process or organizational objectives?

No
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Q14: Metric Alignment With Risk/Objectives – How?

����0M�¸@LZ¹��OV^&

Responses 111

���7*0�HUK�V[OLY�JVTWSPHUJL�YLX\PYLTLU[Z�PU�ÄUHUJPHS�ZLY]PJLZ��4;3�MVY�:[H[LZ��L[J��

2) Electronic reporting

3)  We measure how Security performance from training, post coverage, etc. affect  
incidents, etc.

4) Part of overall company goals, especially budget

5) Continuous improvement program

6) The safety of our Associates and customers.

7)  Security is tied into so many business units, from risk, business continuity, travel, crisis  
manment, compliance, investigations, major events, pre-employment background  
investigations, executive protection, intelligence analysis- so, without question, our  
goals and objectives are aligned with the Business.

8) Layered security objectives

9)  We’re provided with a budget each year that has certain expectations set in workplace  
violence, reduction in force management, executive protection, corporate investigations, etc. 
that directly support the company mission as well as market trends the company is following 
& supporting

10) Dashboarding for systems based tracking and via weekly deliverables for all other areas/teams

�����>L�WYLWHYL�ZLJ\YP[`�HZZLZZTLU[Z�HUK�YLJVTTLUKH[PVUZ��;OL�TL[YPJZ�HZZPZ[�\Z�PU�YLÄUPUN�V\Y�
data and providing better more comprehensive results.

12) Aligned to business risk reduction

13) Connected to ISO 9001 and OHSAS 18001

14) Costs

15)   Security is considered one risk specialty in our Operational Risk program along with Legal 
risk, information security risk, HR risk, etc.

16)  Only marginally. Work is in process to create a more uniform dashboard of risk events, etc. 
that will roll up to executive management and the BOD.

17)  We have to report our results to the risk department which creates risk assessments for the 
entire business

18) Via the yearly assurance letter of the board.

19)  We use the to show how security can help make the business more effective. Security is not 
just a line item expense.

20) N/A
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21) Annual review

22) Forward planning

23) Security Metric rolls up to Operations Metric

����;V�[OL�VYNHUPaH[PVUZ�V]LYHSS�YPZR�[VSLYHUJL

25) Quarterly reviews and annual performance bonus tied directly to results.

����9PZR�THUHNLTLU[�\[PSPaLZ�[OL�PUMVYTH[PVU�MVY�PUZ\YHUJL�

27) Metrics are used to indicate the effectiveness of the risk mitigation and regulatory  
compliance program.

28) The metrics partly demonstrate how objectives are being met. The objectives are set top 
down. Therefore the security performance directly affect the performance of the C suite  
member responsible

29) Integrated into annual operational plans

30) Part of overall program to provide best opportunity for Prevention

����0Z�JVUZPKLYLK�VU�VM�[OL�THQVY�YPZR�MHJ[VYZ�MVY�[OL�VYNHUPaH[PVU

32) Direct alignment between security goals/objectives with business

33) Placed into Issues Management and Integrated Risk Management Programs

34) They are aligned with the Physical Environment section of the overall Quality of care

35) Fully integrated into ERM process

36) Tied to internal employee survey metrics and external customer survey metrics.

37) Part of the key performance indicator and risk management system.

����;HRL�H�SVVR�H[�[OL�V]LYHSS�MYHTL^VYR�PU�[OL�6YNHUPaH[PVU

39)  They all link back to our Shared Services Strategies of providing effective services at an  
affordable cost

40) Part of company management system

41)  Everything is to be aligned with the big picture: To be the industry leader and innovator.  
And that gets accomplished by paying attention to details, which includes compliance and 
managing budgets very well.

42) Loosely tied to other risk based and service functions such as AMLO, business continuity etc.

43) Yearly business plan and strategic objectives

44) In early stages of looking at the security metrics as part of the large ERM program

45) The metrics align with the company’s enterprise risk metrics

46) We lead the overall company risk management.

����;OL`�MVYT�WHY[�VM�[OL�YPZR�WYVÄSL�MVY�[OL�*VTWHU`
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48) Tied to Enterprise Risk Management process

49) Performance management

50) Safety and security of our patients and staff is a strategic priority

51) Especially around management of aggressive behavior/violence

52) Information sharing and cross audits

53) Through a risk assessment process and mitigation actions.

54) Risk reduction work in all departments

55) The program related to operational risks is developing on a priority basis.

56) TRIM based measurement

57) By global risk analysis

����0UJS\KLK�PU�[OL�VYNHUPaH[PVU�Z[YH[LNPJ�WSHU

59) The internal security metrics are tied to broader KPIs

����4\S[PWSL�NV]LYUTLU[�VYNHUPaH[PVUZ

61) Need to show how they contribute to the overarching company goals.

62) Aligned with the corporate goals and objectives

63) It is part of the business in order to take decisions according with the Risk Level

64)  Roll up to overall global risk exposure and mitigation that feeds into  
shareholder expectations.

����;V�[OL�V]LYHSS�ZLJ\YP[`�VM�[OL�VYNHUPaH[PVU

66)  Our metrics are tied to the company’s overall client satisfaction levels and we want to view 
them as a difference maker between our competitors and us. All other things equal, if we are 
more secure than our competitors that will improve business. Because some of our metrics 
address contractual obligations and some address regulatory, we also work closely with our 
Legal Dept. and various Business Units.

67)  They indicate how the Security function is contributing to providing a secure/safe  
environment for the patients, visitors and staff.

68) The security goals derives from the business plan

69) Half a year company and plants general risks analysis

70) It’s part of the overall review at the highest level with common metrics.

71) It’s often aligned with OIMS.

�����0U�JVU[YPI\[PUN�[V�[OL�V]LYHSS�VYNHUPaH[PVUHS�YPZR�THUHNLTLU[�WYVÄSL��^OH[�YPZR�PZ�HJJLW[LK�
and the potential for impact on business objectives

73) Safety and operations teams
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�����:LJ\YP[`�\S[PTH[LS`�YLWVY[Z�[V�[OL�.LULYHS�4HUHNLY�VM�.SVIHS�*VTWSPHUJL��:LJ\YP[`�ÄN\YLZ�HYL�
used in forming internal audit procedures and measures.

75) Alignment with annual goals.

76) Risk manager

77) Security is a business function, and thus, tied into the bottom line of the enterprise.

78) Some contracts require greater security controls.

� ���,U[LYWYPZL�YPZR�ULLKZ�[V�IL�PKLU[PÄLK�PU�VYKLY�[V�TLHZ\YL�^OH[�TL[YPJZ�^V\SK�IL�YLSL]HU[�[V�
the risk owners. We’ve interviewed many members of Sr. Management to get to this point.

80)  Risk Assessments are conducted every 3 years with benchmarking yearly against competitors. 
;OL�V]LYHSS�JVYWVYH[L�Z[YH[LN`�HUK�WSHU�[OL�ÄUHS�[HSS`�VM�^OLYL�VY�^OL[OLY�J\[Z�JHU�IL�THKL�

81) Program protects our most successful product line(s).

82)  BCM is tied to the IPO (stock exchange). Crimes are tied to our strategy to be the best and 
most secure player on the market.

83) By being rolled up into sub groups

84) Financial and regulatory

�����(Z�H�WYP]H[L�ZLJ\YP[`�JVTWHU �̀�WYV]PKPUN�ZLJ\YP[`�VMÄJLYZ�[V�SHYNL�JVYWVYH[PVUZ�I`�JVU[YHJ[��
understanding the performance of the contract is what drives our business practices.

86) Global risk analysis

87) Finance, enterprise risk, legal, compliance.

88) Aligned with budgetary controls at company level

� ��:\WWVY[Z�[OL�VYNHUPaH[PVU»Z�I\ZPULZZ�WSHU�

90) Costs related to EBITDA

91) Tied as related to broader risk assessment and avoidance.

92) Total functional spend of the enterprise.

 ���;V�IL[[LY�WYV[LJ[�HUK�WYL]LU[�HU`�YPZR�V\Y�VYNHUPaH[PVU�

94) Annual risk management surveys.

95) Material we provide to auditors, they love to see backup and paperwork.

96) Some of the metrics are security inputs into the overall corporate goal.

 ���>L�HYL�WHY[�VM�[OL�VYNHUPaH[PVUZ�0U[LNYH[LK�9PZR�4HUHNLTLU[�WYVJLZZ

98) Same risk model
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99)  The top management of the hospital sets broad goals. Management plans are written to 
HJOPL]L�[OL�NVHSZ�VM�[OL�VYNHUPaH[PVU��([�[OL�LUK�VM�[OL�`LHY�WLYMVYTHUJL�PUKPJH[VYZ�LZ[HI-
lished in management plans are used to determine the level of achievement of the manage-
TLU[�WSHUZ�HUK�[OLPY�PTWSPJH[PVU�VU�[OL�VYNHUPaH[PVU»Z�V]LYHSS�WSHU�

100)  Metrics from each site are benchmarked against the division, region and company to deter-
mine a base standard from which to work.

101)  Compares to the risk management and IT risk compliance factors for continuity of  
business rations

102) It helps to retain clients

103) Metrics are aligned with overall strategic objectives and criticality of business continuity

104) Enterprise Risk Management process

105)  We conduct an Enterprise Risk Management assessment; this sets some baselines  
for measures

106) Track back to Company’s annual risk assessment areas.

107)  Part of our risk assessment program includes various metrics as a way to determine  
protection levels

108) Budget

�� ��;VW����7\ISPJ�<UP]LYZP[PLZ���,MÄJPLUJ`��VWLYH[PVU

110) To assist in providing adequate security coverage.

111) IS ANCHORED BY OTHER RELATED DEPARTMENTS
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8\HSP[H[P]L�9LZ\S[Z!�����0M�¸@LZ¹��OV^&

Assigned Category #1 (ZZPNULK�*H[LNVY`�
��

Category: 
Aligned with:

Response 
Count

Response  
%

Response  
Count

Response  
%

Risk 40 36.0% 2 1.8%

Objectives/Goals 11 9.9% 1 0.9%

Finance 9 8.1% 4 3.6%

Annual/Future Plans 8 7.2% 2 1.8%

Security Incidents/Safety 
Considerations

7 6.3% 0 0.0%

Reports/Reviews 7 6.3% 1 0.9%

Performance 7 6.3% 1 0.9%

Compliance 5 4.5% 4 3.6%

Operations 3 2.7% 3 2.7%

Customer/Employee 
Focus

3 2.7% 0 0.0%

Other 11 9.9% 0 0.0%
*Note that some responses pertained to multiple categories and thus had 2 assigned categories.
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Q15: Dashboard Tool Usage

����(YL�TL[YPJZ�JVSSLJ[LK��YL]PL^LK��VY�ZOHYLK�]PH�H�ZLJ\YP[`�THUHNLTLU[�KHZOIVHYK�[VVS&

Answer Options Response % Response Count

Yes 43.9% 82

No 56.1% 105

43.9%

56.1%

Yes

15. Are metrics collected, reviewed, or shared 
via a security management dashboard tool?

No
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Q16: Who Developed Dashboard Tool?

����0M�TL[YPJZ�HYL�JVSSLJ[LK��YL]PL^LK��VY�ZOHYLK�]PH�H�ZLJ\YP[`�THUHNLTLU[�KHZOIVHYK�[VVS��^HZ�
the tool developed... 

Answer Options Response % Response Count

In-house... 71.1% 59

Through a third-party provider 28.9% 24

71.1%

29.9%

In-house

16. If metrics are collected, reviewed, 
or shared via a security management 

dashboard tool, was the tool developed...

through a third-party Provider
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Q17: Third-Party Dashboard Tool Name

����0M�[OL�KHZOIVHYK�[VVS�PZ�MYVT�H�[OPYK�WHY[`�WYV]PKLY��^OH[�PZ�[OL�[VVS»Z�UHTL&

Responses ��

1) N/A

2) ECM. It is a case management system developed in partnership with a third party vendor.

3) N/A

4) Archer

5) D3

6) Archer

7) In-house

8) Our clients use multiple products

9) TIPS (Threat assessment, Incident management & Prevention Services) from Awareity

10) Archer

11) Not free to disclose

12) Perspective / Focal Point

13) Archer

14) Also use reporting tools from CESI (ReportExec) and DNV audit tools

15) Synergy

16) N/a

17) Decline

18) Syrus

19) N/a

20) N/A

21) MIST

22) Archer

23) We call it Security Incidents Trend Summary. It may with a different name in some other  
VYNHUPaH[PVUZ�

24) Perspective - for dealing with incidents, investigations and some project time investments

25) Archer

26) MS-Shift

27)  Guard services group is out sourced so as a part of that service the vendor provides a  
dashboard, which also tracks our key performance indicators.

28) N/a. Developed in house via a third party platform.
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29) NA

30) All the news, government statistics and private companies

31) Supplier own (G4S)

32) 3D Security Management

33) MS Shift

34) N/A

35) ISO 27001
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Q18: Metrics Interview Volunteers – Contact Information

����;OL�(:0:�-V\UKH[PVU�:LJ\YP[`�4L[YPJZ�9LZLHYJO�7YVQLJ[�PZ�[Y`PUN�[V�PKLU[PM`�ZWLJPÄJ�TL[YPJZ�
and develop a way to assess their validity. If you are using metrics, would you be willing to speak 
IYPLÅ`�^P[O�H�YLZLHYJOLY&�0M�ZV��WSLHZL�WYV]PKL�JVU[HJ[�PUMVYTH[PVU��@V\Y�Z\WWVY[�PU�[OPZ�LMMVY[�PZ�
absolutely vital for the ASIS Foundation Security Metrics Research Project.

Answer Options Response Count Response%

Name: 91 100.0%

Title: 90 98.9%

6YNHUPaH[PVU! 90 98.9%

Email Address: 88 96.7%

Phone Number: 80 87.9%

Respondents’ names and contact information have been redacted from this report.



206 EFFECTIVE, EVALUATED SECURITY METRICS—© ASIS Foundation 2014

Q19: Work Region

� ��0U�^OPJO�YLNPVU�KV�`V\�WYPTHYPS`�^VYR&��:LSLJ[�VUS`�VUL��

Answer Options Response % Response Count

Africa 3.2% 8

Asia 3.2% 8

Middle East 1.6% 4

Australia and Oceania 1.6% 4

Europe 10.0% 25

North America 76.7% 191

South and Central America 3.6% 9

76.7

10.0

1.6
1.6

3.2
3.2
3.6

North America

Africa

South/Central America

Asia

Austrailia & Oceania

Europe

Middle East

19. In which region do you primarily work? 
(Select only one.)
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Q20: Desire Information Regarding Metrics – Contact Information
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Answer Options Response % Response Count

Name: 100.0% 164

Email Address: 99.4% 163

Respondents’ names and contact information have been redacted from this report.
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